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LE PROGRAMME CANADIEN DE GARANTIES NUCLEAIRES

par

C.W. Zarecki et R.M. Smith

RESUME

En application du Traité de non prolifération des armes nu-
cléaires (TNP), le Canada apporte son concours technique à l'Agence
internationale de l'énergie atomique (AIEA) pour la mise au point de
plans, d'équipement et de technique de garanties nucléaires appropriés
aux installations nucléaires conçues et construites par le Canada.
Cette communication décrit le programme canadien, y compris:

la philosophie et les méthodes de développement des systèmes de
garanties nucléaires CANDU

- l'équipement particulier mis au point pour ces systèmes

la mise à la disposition de l'AIEA d'experts techniques (gratuite-
ment)

les programmes de formation AIEA

- la liaison avec d'autres organismes techniques

la recherche et développement permanente.

Elle discute également les plans de mise on oeuvre des systèmes de
garantie aux diverses installations nucléaires et les orientations
futures que pourrait prendre le programme.
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THE CANADIAN SAFEGUARDS PROGRAM

by
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ABSTRACT

In support of the Treaty on the Non-Proliferation of Nuclear Weapons
(NPT) Ct.nada provides technical support to the International Atomic
Energy Agency (IAEA) for the development of safeguards schemes, equip-
ment, and techniques relevant to Canadian designed and built nuclear faci-
lities. This paper describes the Canadian program, including:

- the philosophy and method of development of CANDU safeguards sys-
tems

- the unique equipment developed for these systems

- provision of technical experts (on a cost-free basis) to the IAEA

- IAEA training programs

- liaison with other technical organizations

- the continuing research and development.

Also discussed are plans for implementation of safeguards systems at
the various nuclear facilities, and the anticipated future direction of
the safeguards program.
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1. INTRODUCTION

For many years, the policy of the Canadian government has been

that the export of nuclear material, facilities and equipment is

conditional on an agreement between Canada and the receiving State which

prohibits military uses. When the Treaty on the Non-Proliferation of

Nuclear Weapons (NPT) was established in 1970, Canada was one of the

first to ratify it and to accept International Atomic Energy Agency

(IAEA) Inspection at its nuclear facilities. As a member of the Nuclear

Suppliers Group, Canada supports and enforces the requirement for the

application of safeguards to all exported strategic nuclear materials,

facilities, equipment and technology. Canada now requires that

agreements for such exports be made only with countries that are

signatories of the NFT, or that accept equivalent full-scope

safegi-ards.

It is recognized that these policies place considerable re-

liance upon the IAEA. As the policies were being established, it was

appreciated that the IAEA's Department of Safeguards would need new

equipment and techniques to be able to apply the required safeguards

effectively, and that the IAEA's financial and manpower resources were

then insufficient to apply effective safeguards to all types of nuclear

facilities in a reasonable time. Thus, for the past five years, Canada

has been assisting the IAEA in the development of safeguards schemes*,

equlpnent and techniques for CANDH (CANada Deuterium Uranium) power

plants and other Canadian-designed nuclear facilities. The provision

and Installation of equipment, the supply of technical experts on a

cost-free basis to the IAEA, and investigations of safeguards problems

have also been included in the support given. This technical support

*A safeguards scheme Is the method used to safeguard a nuclear
facility, and includes a combination of safeguards equipment installed
In the plant, plus a program of periodic inspections by IAEA safeguards
inspectors. A safeguards scheme for a typical CANDU power plant is
described later in this report.
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Is carried out under an umbrella program known as "Canadian Safeguards

Research and Development In Support of the IAEA"^1). The program

la jointly administered by Atomic Energy of Canada Limited (AECL) and

the Canadian Atomic Energy Control Board (AECB).

Looking at the CANDU System from an International perspective,

It Is more difficult to safeguard than some other types. This Is

because the CANDU reactor has the capability of being fuelled while it

Is operating at power, a feature that other reactor types do not have.

On-power refuelling is a very valuable feature for the power industry

since the reactor does not have to be shut down, thereby stopping power

production in order to refuel. From a safeguards point of view,

however, on-power fuelling creates some difficulty in confirming the

operator's declaration of the number of fuel bundles moved through the

reactor core In a given period of time.

In reactors that must be shut down in order to refuel, It is

much easier to verify the fuel throughput of the reactor core. This is

done by having an IAEA inspector present during the refuelling

operation, which takes place approximately once per year. Once

refuelling Is completed, the inspector places an IAEA seal on the

reactor, thus preventing removal cf fuel without breaking the seal.

For CANDU reactors, Which are fuelled almost continuously, it

is not possible to seal the reactor core in this manner.

To avoid over-simplifying the problem, it should be noted that

other nuclear power systems create serious safeguards difficulties that

CANDU plants do not have. For instance, Light Water Reactor (LWR)

systems operate on enriched uranium, necessitating the building of

uranium enrichment plants that could also be used to produce nuclear

weapons grade material. CANDU reactors operate on natural uranium and,

therefore, do not create this problem. However, the purpose of this
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paper Is to describe the Canadian safeguards program, not the Inter-

national program as a Whole.

2. SAFEGUARDS SYSTEM DEVELOPMENT

2.1 APPROACH

The safeguards approach for most nuclear facilities Is based

on a combination of Item accounting and containment/surveillance

measures. The containment/surveillance Instruments provide the assur-

ance that any unusual fuel-handling activity, which could be significant

from a fuel diversion point of view, would be deterced. The approach

takes into account two major diversion scenarios:

1) the unreported removal of declared nuclear material, and

11) the clandestine production and removal of plutonium using un-

declared material.

In CANDU stations the fuel Is packaged in units, known as bun-

dles, each of which is relatively small (about 20 kg). Because of their

relatively small size, the throughput of fuel bundles must be large to

maintain the station at Its rated power (for example, at the Pickering

Nuclear Generating Station approximately 1 000 fuel bundles are dis-

charged from the four reactors each month). The irradiated fuel storage

bays of commercial CANDU power stations have a capacity cf tens of thou-

sands of fuel bundles, and the bays of some large multi-unit stations

can contain hundreds of thousands of bundles. The large numbers of bun-

dles have important implications for instrumented safeguards and mat-

erial accountancy.

The IAEA considers, for the purpose of safeguards, that about

112 irradiated CANDU fuel bundles will contain a significant quantity*

*A significant quantity of nuclear material is that quantity required
to build a nuclear weapon.



of plutonium (8 kg), and that about 560 fresh fuel bundles contain a

significant quantity of uranium (75 kg of uranium-235). These numbers

are used to establish the sampling schemes employed in IAEA verification

activities• The plutonium in the irradiated fuel is considered to be

snore attractive to a diverUor, and hence greater emphasis is given to

the irradiated fuel in applying safeguards.

The nuclear material in a CANDU power plant resides in three

main inventory areas: fresh fuel storage, reactor core and irradiated

fuel storage bays. Each of these areas can be safeguarded using

data on fuel attribute, the number of fuel bundles present, and incoming

and outgoing flows.

The CANDU safeguards approach is designed to give timely

detection of the diversion of significant quantities of the natural

uranium in the fresh fuel a- plutonium in the irradiated fuel.

Specifically, the following will be detected:

i) the unreported removal of fresh fuel from the facility,

ii) the unreported removal of irradiated fuel from the core,

ill) the unreported removal of irradiated fuel from the irradiated

fuel storage bays, and

iv) the substitution of irradiated fuel by dummy or unirradlated

fuel in the irradiated fuel storage bays.

In conjunction with the IAEA, Canada developed the general

concept of CANDU safeguards at the Douglas Point Nuclear Generating

Station in Ontario. This part of the program included the development

of prototypes of Che equipment needed to show the concept was practical.

Thlfi scheme, and the equipment, are described in reports prepared

jointly by IAEA, AECL and AECB staff(2). Important features of the

concept Include:
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1) on-line counting and recording of the net flow of irradiated

fuel from the core,

ii) surveillance of areas within the station where nuclear mat-

erial is handled and/or stored,

ill) sealing of the stock of irradiated fuel in the storage bay,

and

iv) overlap of systems in such a way that redundancy is obtained.

Based on the work done at Douglas Point, a detailed scheme was

devised for safeguarding the nuclear material in the 600 MWe CANDU

generating stations, a nuclear generating station now under construction

in Canada and abroad (i.e. see Figure 1). The scheme was developed in

collaboration with the IAEA^3), and has been accepted by the IAEA

for safeguarding the 600 MWe CANDU power plant.

2.2 METHOD OF DEVELOPMENT

Thsre are a number of separate steps involved in establishing,

and putting into operation, an acceptable safeguards scheme:

i) Define IAEA safeguards objectives and criteria,

ii) Prepare diversion path analysis (DPA).

ill) Prepare design description of the proposed scheme.

lv) Review the design and modify, if necessary, for acceptance by

the IAEA.

v) Develop the equipment required to apply the scheme, and obtain

acceptance of this equipment by the IAEA.
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vi) Undertake the detailed applications engineering needed for the

installation of the equipment proposed in the scheme.

vii) Procure, install and commission the safeguards equipment.

viii) Obtain acceptance of the installed equipment, and method of

operation, by the IAEA.

ix) Train IAEA staff in the maintenance and operation of the

equipment.

The DPA identifies and characterizes the routes by which nuc-

lear material may be diverted from the facility. The DPA for a 600 MW

CANDU generating station was done in Canada in 1977 by a consulting

firm. A design description of an instrumented safeguards scheme, to

monitor and detect diversion along the routes by which the irradiated

fuel could be diverteds was prepared in mid-1977^', in conjunction

with the IAEA. Once the scheme was completed, work began on the

development, production and installation of the required safeguards

equipment.

2.3 SAFEGUARDS EQUIPMENT

Although the equipment needed to implement the basic system

concepts had been demonstrated at the Douglas Point plant, the

prototype instruments used did not have the reliability, or level of

assurance, required by the IAEA for acceptance of any applied safeguards

scheme. (The IAEA ueeks a probability of 90 percent or higher that the

system is capable of detecting the diversion of nuclear material.)

The safeguards equipment used for CANDU reactors must be

\ - reliable because its operation is unattended, with only later-

mlttent visits by the IAE,'. inspector to review results, at intervals

that may be as long as 100 days.
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It was, therefore, necessary to bring the prototype

instruments to a very high level of reliability, to design for

ruggedness of construction, and to ensure that they met the relevant

safety standards. In addition, modifications were required to adapt the

instruments to the particular features of the CANDU station. Once this

work was completed, production models were manufactured for use in the

CANDU 600 MWe plants. Some of this equipment is described below:

2.3.1 Film Surveillance Camera

In the 600 MWe stations, film cameras (Figure 2) are required

in the fresh-fuel loading area to detect, by means of a radiation-level

triggering mechanism, any attempt to divert irradiated fuel through this

room. Film cameras that have motion-detection capability are used in

the irradiated fuel storage area.

The CANDU rilm surveillance camera was developed by Atomic

Energy of Canada Limited Engineering Company, and produced by 6. Kelk

Limited, a Toronto engineering firm. It uses a Minolta Super 8-mm cam-

era as the heart of the system, with a number of peripheral features,

the more important of which include a date/time display on each frame, a

choice of random or fixed-interval time triggers, a motion-detection

trigger, and a gamma-radiation trigger. The camera was designed for a

mean-time-to-failure (MTTF) of 10 000 hours. This Canadian development

was required, as the film cameras then available to the IAEA did not

have these very useful features or the required reliability.

2.3.2 Closed-Circuit Television (CCTV)

The 600 MW safeguards scheme calls for surveillance in the

reactor vaults, the fuelllng-aachine rooms, and the irradiated fuel

storage bay. The first two of these arer<» present some difficulty in

the use of film cameras because of film clouding due to high radiation

fields and inaccessibility during reactor operation. Other requirements

are: a high-capacity picture storage, on-the-spot rev >w capability,
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high system reliability, and high tamper resistance. Some of these

requirements could not be met by film cameras and other nsans of

surveillance had to be developed.

The CCTV system to meet these criteria was developed and pro-

duced by a Toronto engineering firm (Conspec Limited), working under the

direction of Atomic Energy of Canada Limited Engineering Company (See

Figures 3 and 4).

The goal for the entire system Is to have a reliability of 90

percent for any ICO-day period. The CCTV system has a MTTF of 850 days.

This level of reliability is achieved by using a micro-computer to

monitor each function or sub-system. When a failure is detected, the

computer either switches to a back-up component or bypasses the

function. There is a back-up unit available for most of the equipment

in the system, including the disc recorders, the videotape recorders,

the motion detectors and the micro-computer. The only exceptions are

the video cameras, where reliability is obtained by using high-quality

units and regular preventatlve maintenance.

Difficulties with high radiation fields are overcome by using

radiation-resistant cameras containing the minimum number of electronic

components. Wherever possible, electronics and control functions are

removed from the camera and placed in a central control station.

The system Is capable of recording 100 000 pictures (frames)

between inspection visits, and these can be reviewed in situ at the cen-

tral station by the inspector. Alternatively, the videotape can be re-

moved and returned to Vienna, or the IAEA regional office, for review.

This CCTV system was developed because it was felt that the

CCTV system previously in use by the IAEA would not meet the require-

ments for reliability or radiation resistance.
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2.3.3 Bundle Counters

l'he concept of a device to count and record the net Clow of

fuel bundles discharged from the reactor core and sent to the Irradiated

fuel storage bay predates this program. The first instrument capable of

doing this was a prototype built by Sandia Laboratories, and installed

in the Pickering Nuclear Generating Station of Ontario Hydro, under the

Tamper Resistant Unattended Safeguards Techniques (TRUST) program of Che

early 1970s. While this prototype demonstrated the concept, the operat-

ing and maintenance features required considerable upgrading for an

operational safeguards instrument. A second Sandia prototype, installed

at the Douglas Point Nuclear Generating St.ition, was an improved vers-

ion, but did not meet the operational requirements for the 600 MWe sta-

tions. It was for the 600 MWe CANOU that AECL developed the first In-

dustrial, highly tamper-resistant and tamper-indicating instruments.

The 600 MWe bundle counter (Figure 5) was developed and produced at

Chalk River Nuclear Laboratories. The counting is accomplished by

Geiger tubes located near the fuel flow path, close to the point where

the fuel bundles are discharged from the reactor core (see Figure 6).

Signals from these tubes are taken to a remote electronics package,

located in an area that is accessible even when the reactor is at power.

The electronics package includes logic functions that analyze the sig-

nals from the Geiger tubes (i.e. duration of signals and order of

appearance), and determine whether the fuel transfer is normal, the

number of bundles transferred, and the direction of transfer. All this

information is recorded, together with the date and time of the trans-

fer. Using information from this log, the IAEA inspector can independ-

ently verify the operator's fuelling records. A small "watchdog" source

is placed near each Geiger tube, to monitor continuously the condition

of the connecting cables and the Geiger tubes.

2.3.4 Containment Sealing System

The sealing of stacks containing large numbers of irradiated

fuel bundles in the storage bay is an important part of the safeguards

scheme.
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The sealing permits the IAEA Inspector to ascertain rapidly If

there has been diversion from the stacks of fuel bundles. Two techni-

ques have been developed for this sealing. In the first j an expanded

•etal aesh cage Is used as a box Into which the trays, or baskets, con-

taining the Irradiated fuel bundles are placed. Once full, a top can be

attached to the cage and a seal applied. The second concept is based on

the fact that, in some tray designs, the stack of trays itself forms a

containment shell. In such cases, a rod fixed to the bottom of the

stack, and reaching up to a cover placed on top of the stack, Is used to

lock the stack together, to prevent the undeclared removal of fuel

bundles. A seal can be applied to the locking mechanism, to ensure the

Integrity of the containment shell (see Figure 7).

The seal must be capable of being applied, and verified, un-

derwater at depths of about four metres, as the top bundles in the stack

are stored under this depth of water. The seal being developed for this

task by Atomic Energy of Canada Limited Engineering Company, In coopera-

tion with the Joint Research Centre of the Commission of the European

Communities at Ispra, Italy, is an ultrasonically Identified cap-and-

stud type. The seal has several features, such as relative ease of

application, verification of Identity, and verification that the seal

ha8 not been broken.

2.3.5 Fuel Verifier

Two types of fuel verification equipment a e under development

for measuring various attributes of Irradiated fuel. The equipment Is

designed to ensure that the bundles checked by the inspectors are irrad-

iated fuel bundles, and not dummies. One device uses gross gamma-ray

emission measurements, while the other uses Cerenkov radiation measure-

ments. The latter development Is not complete, but present tests indi-

cate that there should be no major difficulty in producing the operating

equipment.
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2.3.6 Core Input Monitor

Equipment .Is being developed that will monitor and count the

number of fuel bundles being loaded Into the reactor. This device,

which will be mounted on the loading trough to the fuelling machine,

will ensure that the number of fuel bundles leaving the reactor core

tallies with the number of fuel bundles being inserted into the core.

2.4 SAFEGUARDS STUDIES

Due to the nature of this program, research and development

work is being carried out on a continuing basis on the development of

various techniques and pieces of equipment that could, in future, prove

useful for safeguarding nuclear facilities. Some of the work presently

in progress is as follows:

- Substitution of CCTV with lower cost film cameras: This study

envisages the use of fibre-optic periscopes, or mirrors, to

allow the cameras access to the field of view from a shielded

area, which would protect the camera film from exposure due to

excessive radiation.

- Use of simple dosimeters to monitor spent fuel: This study is

investigating the suitability of materials that change colour

or cloud on Irradiation, as a method of detecting the presence

of duaiiy fuel bundles in irradiated fuel storage facilities.

- Random core refuelling: This study is being carried out to

investigate the feasibility of verifying the contents of a

reactor core from which a diversion is suspected, by unloading

a statistically significant number of fuel channels, thereby

verifying the contents of these channels*
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- Operator records study; This study Is Investigating the use

of records normally produced In the day-to-day operation of

the reactor, to ascertain If these records could be useful In

determining the status of the reactor core.

- Alternative seals study: This study is being carried out on a

continuing basis, in order to develop improved seals and

methods for sealing stacks of irradiated fuel bundles in the

irradiated fuel storage bays.

' Interfacing CANDU safeguards equipment with RECOVER: In order

to provide the IAEA with near real-time information on the

status of safeguards at a nuclear facility, work is ongoing to

develop interfaces between Canadian developed safeguards

equipment and the IAEA's BEmote j&ntinual VERification

(RECOVER) System. The RECOVER system uses normal telephone

communication lines to call various facilities around the

world to obtain information from, and to determine the status

of, safeguards equipment at these facilities, using a computer

system.

3. DISCUSSION

A very effective part of the Canadian safeguards program is

the assistance in the development of nuclear facility safeguards schemes

and equipment given by Canadian experts supplied to the staff of the

IAEA, at no cost to the IAEA. There are now two of these experts

working with the IAEA in Vienna.
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Training programs on the use and maintenance of the Canadian-

developed safeguards equipment are periodically conducted in Vienna.

These programs include equipment demonstration, as well as equipment

operation and maintenance training. This training is an essential part

of the IAEA equipment acceptance procedure, as it ensures that the

equipment will be maintained and operated In the manner for which it was

designed.

In addition to work undertaken in the development of safe-

guards schemes and equipment for Canadian-built and Canadian-designed

nuclear facilities, Canadian technical support to the IAEA also includes

research and development (R & D) on specific problems on which the IAEA

has requested Canadian assistance. This R & D is designed to upgrade

existing equipment and also to develop new techniques and equipment so

that international safeguards in general can be enhanced, e.g. methods

of applying safeguards to heavy water.

As is the case with many inter-organizational programs, suc-

cess or failure depends upon establishing both effective communications

and a spirit of cooperation among all parties. In working with the

IAEA, it is Imperative that we obtain their advice and opinions. The

IAEA staff has a wealth of information on the practical problems In-

volved in the implementation of safeguards. During the development

phase, when developing operational equipment, It has been particularly

useful to expose a prototype of the device to the IAEA for evaluation.

Wherever practical, we maintain liaison with organizations In

other countries involved in the development of safeguards equipment,

such as the U.S. International Safeguards Project Office, Sandia Labor-

atories, the Joint Research Centre of the Coaaisslon of the European

Coanunltie* at Iapra, Italy, and the European Safeguards Research and

Development (ESARDA) Containment/Surveillance Working Group. This

avoids duplication of effort and ensures that all organizations

concerned reap the benefits of research iont by others.



- 14 -

When Canada Implemented Its technical program In support of

IAEA safeguards, Its specific purpose was to safeguard all Canadian-

built power plants under construction, or operating, up to and Including

1977. The plants included under the program, therefore, were the 600

MWe units In Quebec, New Brunswick, Argentina and Korea, Picker!ng-A and

Bruce-A, Douglas Point, Nuclear Power Demonstration (NPD), Gentllly-I,

the research reactors at the Whiteshell Nuclear Research Establishment,

and the Chalk River Nuclear Laboratories, and the research and power

reactors developed and built by Canada in other countries. The program

was to end In 1984, as it was anticipated that the program goals would

be accomplished by that date. A bar chart showing the anticipated

schedules for safeguarding the various plants under this program is

shown in Figure 8.

At present, safeguards work on the 600 MWe stations is nearly

complete. The focus of attention has now shifted to the large multi-unit

power stations in operation In Canada. This is an area of considerable

Interest to the IAEA, as there are two multi-unit stations now in opera-

tion, Pickering-A and Bruce-A (2000 M1?^ and 3000 MWe, respectively), and

three under construction, Pickerlng-B, Bruce-B and Darlington (2000 MWe,

3000 MWe and 3000 MWe, respectively). The IAEA has taken the lead in

conceiving cost-effective ways of implementing adequate safeguards, and

Canada is providing the technical and engineering resources. Much of

the equipment initially developed for the 600 MWe scheme will be used in

the implementation of safeguards on the other plants and reactors. It

appears likely that all the work listed in the support program will be

completed on schedule. After 1964, we expect that any additional

support to the IAEA (e.g. the provision of safeguards for the

Pickering-B, Bruce-B and Darlington plants) will be given in the form of

general R & D and/or on a caae-b '-case basis for a specific reactor, as

the situation warrants.
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4. CONCLUSIONS

The application of effective safeguards by the IAEA is essen-

tial for the peaceful development and use of nuclear energy. Canada,

together with other nations, recognizes the need to assist the IAEA In

the development «nd provision of equipment required for effective safe-

guards systems. Canada's program of assistance to the IAEA currently

meets this need in the form of technical expertise, equipment

development, purchase and installation, and a continuing research and

development program in support of improved equipment and procedures.
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FIGURE 1: Location of Safeguards Instrumentation
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FIGURE 2: CANDU Film Camera



FIGURE 3: Safeguards Closed-Circuit Television
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CCTV SYSTEM CONTROL ROOM

FIGURE 4: Closed-Circuit Television Camera System
Control Room Handling Eight Cameras
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FIGURE 5: CANDU Bundle Counter and Auxiliary Power Supply
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FIGURE 6: 600 MWe Irradiated Fuel Discharge Equipment
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FIGURE 7: Safeguards Containment Unit



FIGURE 8: Reactor Safeguards Installation Schedule
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