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PREFACE

The Association for Energy Systems, Operations, and Programming (AESOP) held its 22nd
conference on June 16-18, 1981 at the Holiday Inn-Lindsay Boulevard, Idaho Falls,
Idaho. The theme of the conference was 'Management of Computing in the Age of Tele-
communication.' The conference was hosted by Eugene Reese, EC&C Idaho, Inc., and
the program coordinator was James lannuzzi. Department of Energy. Welcoming
remarks were of fered by Ernest Wilkins Idaho National Engineering Laboratory.

The Washington Report, presented in Session I by Department of Energy (DOE) represen-
tatives, covered changes caused by the recent DOE reorganization, and new innovations
in telecommunications and ADP management.

Session II consisted of three presentations concerning capacity planning. Speeches relat-
ing to this topic covered capacity planning implementation, service level objectives, and
requirements forecasting in a multiprogram laboratory.

Session III speeches involved image processing in the 1980s. Discussions addressed the
development of radiological image processing and the present decade of transition in
image processing.

Session IV centered on the integration of word and data processing. This session included
a presentation on the development of an integrated office system that is capable of com-
plete information processing.

Session V consisted of four speeches on centralized, decentralized, and distributed proc-
essing. These reports included information on the decentralized nuclear materials man-
agement system at Sandia National Laboratories-Albuquerque and the planning,
implementation, and evolution of distributed processing. Captain Grace Hopper,
Department of the Navy, delivered a luncheon speech covering the history of and innova-
tions in data processing.

Creative problem solving was the focus of Session VI. Sensitivity, synergy, and seren-
dipity were discussed as parts of the creative problem-solving process.

Session VII consisted of a speech on ADP management. The main topic of discussion was
Federal legislation that has affected ADP management.

Computer security was the topic of Session VIM. The status of the DOE Computer
Security Program and efforts to protect computer assets were reviewed. Also included
in this session was a description of the Office of Safeguards and Security and its duties.

Session IX, Information Management in the 1980s, included a speech on information
management, a speech on videodisk technology, and a speech on the strategic impact of
information technology.
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Session I

WASHINGTON REPORT

Chairman, John W. Polk, Director
Office of Computer Services and Telecommunications Management

Assistant Secretary,
Management and Administration

U.S. Department of Energy
Washington, D.C.

DOE REORGANIZATION

Gerald F. Chappell, Assistant to the Director
Office of Computer Services and Telecommunications Management

Assistant Secretary, Management and Administration
U.S. Department of Energy

Washington, D.C.

The Department of Energy (DOE) was reorganized during March 1981 by Secretary of
Energy James E. Edwards. Department functions were streamlined and reporting rela-
tionships were clarified as part of this reorganization. These changes should reduce DOE
staff and budget outlays. Changes made in the Department have grouped research and
development programs according to major fuel sources and have combined administrative
support programs under one organization. This has created two new secretarial-level
offices, abolished three posts, expanded an old one, and reduced another. The two new
offices are those of the Assistant Secretary, Management and Administration, and the
Assistant Secretary for Congressional, Intergovernmental, and Public Affairs. The abol-
ished posts include those of the Chief Financial Officer, the Assistant Secretary for
Resource Applications, and the Assistant Secretary for Policy and Evaluation. To reflect
its expansion, the Office of the Assistant Secretary for the Environment has been
renamed the Office of the Assistant Secretary for Environmental Protection, Safety, and
Emergency Preparedness. Finally, the responsibilities of the Economic Regulatory
Administration have been reduced from the current five key program areas to four, abol-
ishing the utility systems and petroleum divisions. A second step in the reorganization
has been the realignment of Department field operations. The functions of the 10 DOE
regional offices have been scaled down and integrated into the structure of the 8 DOE
operations offices. This realignment should cause significant changes in staffing and
overhead costs. The Department budget request for FY 1932 is $13,786 billion, a 16.3
percent reduction from last year's proposed allocation.
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WHAT'S NEW IN ADP MANAGEMENT?

Ronald S. Schwartz, Director
Office of ADP Management

Assistant Secretary, Management and Administration
U.S. Department of Energy

Washington, D.C.

Current Automatic Data Processing (ADP) Management activities discussed included the
Paperwork Reduction Act (PL 96-511), Office of Management and Budget (OMB) Circular
A-121, protest activity, and computer obsolescence. The Paperwork Reduction Act
consolidates functions within OMB, develops specific goals for burden reduction, and
establishes a computerized Federal Information Locator System (FILS). OMB thus
becomes the focal point for Information Resource Management (IRM). OMB will create a
triennial review function to meet this goal, with the assistance of the General Services
Administration (GSA), and will submit to Congress an annual report on the effects of the
Act. The Paperwork Reduction Act also gives OMB authority over ADP and
telecommunications, general information, public information collection request
clearances, statistical policy, records management, privacy issues, and rulemakinp
related to public information collection. Every Government agency is required to comply
with OMB policies under the new Act. OMB Circular A-121 stipulates that ADP sites
account for all costs. Costs must then be distributed to internal agency users to recover
operating expenses. The cost of equipment depreciation must also be calculated.
Protest activity includes bidder protests resulting from defective or restrictive
procurement specifications, improperly applied evaluation criteria, and refusal to follow
RFP or internal procedures. Acquisition protests associated with ADP doubled in the last
year because the General Accounting Office (GAO) established new criteria for
subcontracts. Finally, the issue of computer obsolescence is a Governmentwide concern,
with the average age of the Government inventory 2.5 years greater than that of the
private sector.

WHAT'S NEW IN DOE TEL ECOMMUNFCATIONS?

John W. Polk, Director
Of face of Computer Services and Telecommunications Management

Assistant Secretary, Management and Administration
U.S. Department of Energy

Washington, D.C.

Department of Energy (DOE) telecommunications have been affected by cost increases
and technological improvements and requirements. DOE telecommunications have been
severely impacted by cost increases resulting from the demise of TELPAK and other
tariff increases granted by the Federal Communications Commission (FCC). Unresolved
emergency preparedness policy questions have led to the cancellation of the Meteor
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Burst backup communications system. A Value Added Network (VAN) has been imple-
mented for use by IPMIS and PAY/PERS in accessing the Headquarters computer facility.
The modernization of DOE telephone systems is continuing. This effort resulted in DOE
having the second lowest cost per phone in the Government. Expanding communications
requirements, primarily in the form of the requirement to transmit Computer Aided
Design and Computer Aided Manufacturing (CAD/CAM) data, have resulted in our
negotiating with the General Services Administration (GSA) to put up a five-node
Operating Model (OPMODEL) to provide wideband connectivity.



Session II

CAPACITY PLANNING

IMPLEMENTATION OF THE CAPACITY PLANNING PROCESS

Burt Corwin, Ph. D.
Advisory Marketing Support Representative

Large Systems Planning Department
IBM Corporation—Washington Systems Center

Gaithersburg, Maryland

Problems associated with long range planning for data processing hardware and software
include a fragmentation of responsibility, an absence of standards and performance
history, a lack of management information, a focus on only short term and isolated
components, and an inability to answer all related performance and requirements ques-
tions. The solution to these problems is a capacity planning program that examines the
workload of the facility and its software and hardware components; forecasts future
workloads and system performance; determines those products required to collect,
analyze, and report data items; and insures that the installation is managed on a continu-
ing Sasis using this data. The elements of capacity planning are workload measurements,
resource capacity, system availability, and user response and turnaround time. Capacity
planning activities involve understanding current system parameters, making and review-
ing forecasts for future demand and service objectives, and understanding configuration
alternatives. It also involves the development of capacity-prediction models, specific
predictions to support each decision, and validations of those predictions. Capacity plai-
ning should be a part not only of justifications for new equipment, but also an ongoing
part of the planning cycle. The primary objective of capacity planning implementation is
to enable an informed management chain to make adequate equipment projection;.
Changes in projections can be correctly anticipated when this objective is met, and
communicated to management so that equipment requests will be made in a timely
manner and will cause no surprise.

REQUIREMENTS FORECASTING IN A MULTIPROGRAM LABORATORY

David jacobsohn
Applied Mathematics Division
Argonne National Laboratory

Argonne, Illinois

The Applied Mathematics Division of the Argonne National Laboratory (ANL) has devel-
oped a system for assessing the future computing requirements of the Laboratory. The
system is currently being used for the direct input of forecasting data for the Depart-
ment of Energy (DOE) Automatic Data Processing (ADP) Long Range Plan; it is also used
for day-to-day planning. The system was designed to satisfy general requirements as
well as to accommodate the specific needs of the ANL environment. General system
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requirements included ensuring the validity of the input data and providing auditing and
report-generation capabilities. The ANL environment necessitated designing a system
capable of handling a multiprogram laboratory with more than 50 separate reporting cat-
egories. In addition, the system had to operate properly in those areas where the
reporting structure differed from the operating structure. Finally, the system had to
allow the reporting and operating structures to be in constant and dynamic realignment.
Input data from the previous year was solicited from top-level program managers at
ANL. The data was restructured to conform to the new report formats. The new reports
were then returned to the managers to serve as examples and guides in forecasting future
requirements. The ANL system is used in planning the allocation of resources to dif-
ferent types of usage (interactive or batch) and among various users and outside organi-
zations. It can assess overall future computing needs at ANL, although its significance is
in providing a reporting structure that ensures consistency in the reporting of yearly
results.

SERVICE LEVEL OBJECTIVES IN CAPACITY PLANNING

Martin L. Young, Ph. D.
Idaho National Engineering Laboratory

Idaho Falls, Idaho

The Idaho National Engineering Laboratory (INEL) has implemented and is currently
evaluating a service level management concept that will increase user productivity and
improve capacity planning. This was necessitated because of low user productivity; fre-
quent user complaints; unclear user expectations, including increased use and dependence
on the computer, but an inability to define requirements; and limited resource consump-
tion reporting. IN EL determined that the key to improved capacity planning was user
productivity, and developed a plan to achieve this goal. The principal objective of this
plan was to provide an environment conducive to improved user productivity. Two
factors were identified as being of major importance in increasing productivity: conven-
iently located remote terminal access for all users (on site and off site) with high availa-
bility mainframe systems; and clearly established interactive response time for users,
with realistic turnaround times for batch jobs. Implementation of this plan involved
analysis of job categories by a user committee to determine how improving interactive
response and batch turnaround times for each category might increase productivity.
Service level goals were created for each job category from this analysis. These goals
became a 'contract* between management and the users, which could be renegotiated as
job mix trends developed, interactive computing increased, and more accurate user pro-
ductivity measurements developed. The results of the service level management and
capacity planning concept have been encouraging, although several areas still need
improvement. A technique to quantify the relationships between service levels and user
productivity in code development and production applications is needed. Improved
benchmark sets must also be developed to analyze the impact of a heavy interactive load
on batch turnaround with fixed schedule parameters. A simulation model of the com-
puter system environment is required, along with the improved benchmark sets, to help
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evaluate potential hardw^.^ changes and to assess workload variances. IN EL believes
that improving computer user productivity and organizational productivity are closely
tied to service level response and will eventually result in accurate, effective capacity
planning.
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IMAGE PROCESSING IN THE 1980s

RADIOLOGICAL APPLICATIONS OF IMAGE PROCESSING

John R. Cerva, Technical Staff
Human Service Information and Delivery Systems

The MITRE Corporation
McLean, Virginia

As the tools of image processing decrease in cost, workers in the field will experiment
with old techniques and develop new ones, thus making image processing generally avail-
able and its techniques applicable to a wide range of uses. For example, the MITRE
Corporation recently used image processing in investigating ways of improving radio-
logical service to areas underserved by radiologists. MITKE created images of X-ray
films that could be generated electronically and then transmitted from a remote site to
the radiologist. Telecommunications was the media chosen to transmit the image for
reasons of cost and availability. The concept became known as teleradiology. A proto-
type system with Slow Scan Television (SSTV) equipment was used to test the concept.
An image was made of a standard X-ray film and transmitted to the radiologist's receiver
using a video camera. This procedure, which previously required 5 days or more, now
takes only hours. The advent of digital radiology will eliminate the film process, and the
image will go directly from the X-ray scanner to the data bank. In each hospital, radiol-
ogists will have access to the internal data bank via high-speed local networks, as well as
the capability of transmitting images to other hospitals in the network. Radiological
image processing is an important technological advance; however, it will not be used by
all radiologists for at least 20 years, because of a lack of confidence in what is seen on
video monitors.

IMAGE PROCESSING IN THE 1980s

William S. Rohland
Advanced Technology

Systems Products Division
IBM Corporation

Charlotte, North Carolina

This is a decade of transition in data processing, with information emerging as the
primary resource. Two major trends have brought about this transition. The first is
technology; the second is the rate at which data, text, graphics, sound, and images have
become digitized in response to the ever increasing appetite of business and industry for
information in these various media. The use of digitized information is obvious in the
National Aeronautics and Space Administration (NASA) program. Remote satellite sens-
ing of meteorological data requires digital, multispectral, and multisensor technology,
along with machine processing for correction, information extraction, data management,
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and modelling. The evolution of these techniques in the earth sciences has been paced by
the price and performance of the technology required for the capture, transmission,
storage, manipulation/processing, and visual output of image information. Advanced
technology for sensing, communicating, processing, and storing data is now being
utilized; however, the systems and procedures for an integrated and coordinated global
data base are still being developed. The improvement in the price/performance ratio of
computing power and random access memory technology has combined with continual
labor cost escalation to produce major changes in the data processing industry. These
factors tend to produce a transition in computer system concepts from the number-
crunching data processing system to the generally applicable knowledge support system
that is a true multimedia network of processors and data bases. Overall, this decade of
transition in image processing is progressing from an experimental phase into a mature
operational phase.
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WORD PROCESSING

INTEGRATION OF WORD AND DATA PROCESSING

Jack Hendren, Manager
Information Processing Products

Four-Phase Systems, Inc.
Cupertino, California

Dan Krevere, Manager
Federal Marketing Region
Four-Phase Systems, Inc.

Washington, D.C.

The decreased cost of hardware, the increased cost of human labor, reduced information
float, demographic changes, and better trained professionals have made the merger of
data and word processing into information processing a reality. All modern offices
receive input, process and store information,, and produce output. Input consists of typed
material, handwritten material, electronic data, edited drafts, shorthand, and dictation.
Processing can be structured (data), unstructured (texts), or communicated (telecom-
munications). Storage uses either multifunctional media or direct information
retrieval. Output includes automatic services, hard copy output, and electronic maiU
Distributed information processing involves an interactive front-end processor, a batch
back-end processor, and a special purpose processor. The data processing, word pro-
cessing, and networking of the front-end processor are multifunctional. Each of these
elements will be combined in the office of the future to provide ars integrated office sys-
tem capable of complete information processing.
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CENTRALIZED, DECENTRALIZED, AND DISTRIBUTED PROCESSING

DECENTRALIZED NUCLEAR MATERIALS MANAGEMENT
SYSTEM AT SANDIA NATIONAL LABORATORIES -ALBUQUERQUE

Robert M. James
Sandia National Laboratories - Albuquerque

Albuquerque, New Mexico

In 1977, the annual Department of Energy/Albuquerque Operations Office (DOE/ALO)
audit of the Sandia National Laboratories (SNLA) Nuclear Materials System demon-
strated deficiencies in both the laboratory's business and computer systems. The business
system was cited for Sack of controls and documentation, and the computer system was
cited for lack of automated transmissions and reports. DOE also requested that up-to-
date records of all transactions be compiled in a more timely fashion. As a result of the
audit, SNLA management created a project team composed of members of the Safe-
guards and Technical Security Division (the users) and the Assets Management Design
Division (analysts/programmers) to investigate the following six areas: system analysis,
business system design, computer system design, computer system development (phased),
svstem implementation, and system maintenance and modification. The decision to
implement a new stand-sione minicomputer was made during the system analysis phase
of the <tudy In order to meet the following needs specified by both users and DOE/ALO:
online data entry, online data updating, online query, access to classified data from ter-
minals interfacing with bar code printers and readers for inventory purposes, interface
with the automated DOE/ALO 741 System, and accurate measurement of "real time'
transactions. The decision to implement the Nuclear Material System on a stand-alone
minicomputer has proven to be a good one for both the user and the analyst/
programmer. The decentralized system has been reliable and easy to maintain; it has
more efficient data throughput, has been effective in increasing user involvement and
programmer productivity, and has boosted morale. Recently, approval was given to
develop two decentralized systems—one using a Vax 11/750 (HP 3000 Series 44, and the
other system using a DEC 11/23.

THE DISTRIBUTED DATA PROCESSING UNIVERSE

John Adams, Manager
Distributed Systems Divisions
Digital Equipment Corporation

Maynard, Massachusetts

The primary driving force behind the evolution of distt'Sited data processing is produc-
tivity. The keys to productivity are technological development and economic eff i -
ciency. Distributed data processing has evolved in two directions as a result of
technological development—distributed access and distributed computing. Distributed

10
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access (a network of terminals connected to a centralized data base) enables users at dif-
ferent locations to access a common data base. Distributed computing (individual termi-
nals containing powerful processors) enables users to complete computing functions
outside of surrounding systems and applications. Two basic types of applications exist
within these two environments—strategic and tactical. A strategic application is funda-
mental to the success of an enterprise; a tactical application is fundamental to a portion
of an enterprise, but has little effect on the whole. For example, a payroll processing
application would be strategic, but an automated product testing application would be
tactical. Generally, strategic applications are well suited to distributed access due to
the inherent stability of using a common data base. Tactical applications, however, are
well suited to the dynamic distributed computing environment, where changes to the
form and function of the application are likely. These technological developments have
altered the economic efficiency of distributed data processing. The concept of economy
Economic efficiency and technological development are thus changing the future of dis-
tributed data processing. Terminals with powerful processors and a significant amount of
memory will begin to emerge. These increasingly powerful terminals will ensure that
distributed computing will become more common. The major challenge of the 1980s wiEl
be to build software that allows users to distribute functions over a large number of work
stations. This approach will provide the benefits of distributed access without its earlier
problems. In the next 5 years, distributed systems based on local area networks will
become cheaper than centralized systems of equivalent computing power. The result of
this evolution will be significantly improved user productivity*

DISTRIBUTED APPLICATION IMPLEMENTATION

Dennis A. Hays
Raleigh Marketing Support Center

IBM Corporation
Raleigh, North Carolina

Two reasons for the evolution of distributed data processing (DDP) have been the declin-
ing cost of technology and the need for users to have online access to data bases. DDP
system costs may be lower than costs for centralized systems due to better response
time and availability. Online access to data bases may provide users with a greater
degree of control over their work. Each of these benefits is an important consideration
in planning a DDP system, although neither of them is guaranteed. The complexity and
risk of designing any data processing system varies according to the degree and fre-
quency of intersystem communication and the location of the data needed for the appli-
cation. The simplest systems feature batch communication with data in a single
location. At the other extreme, complex systems frequently interact and perform data
updates in multiple locations. DDP systems have three significant requirements: an
agieed protocol for intersystem communication, a means to recover data across multiple
systems after a failure has occurred, and a provision to allow some systems to function if
others become inoperative. The practical choices in designing a DDP system are to par-
tition data between systems or to replicate data between systems on a limited basis. To
partition data, all online application functions are performed at a remote site* To repli-

11
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cate data, data is available at a remote site, but updates are performed centrally. The
selection of a DDP system design does not guarantee benefits. Often, the planned bene-
fits cf a system design vary from application to application. Therefore, the reasons for
selecting a DDP system must be thoroughly examined. Sometimes, complex systems are
created when more benefits can be derived from simple applications. All applications
may not require the high degree of intersystem communication and data base distribution
that DDP systems provide.

PLANNING FOR DISTRIBUTED PROCESSING

Jagdish R. Dalai, Manager
Management Information Systems
Brookhaven National Laboratory

Upton, New York

A complex distributed data processing system must be planned and documented
effectively, and managed by experienced personnel. Planning for distributed processing
requires identifying and defining the environment, the opportunities offered, the
potential threats, and the direction management will take. Four dimensions to be
considered in planning are: hardware, including models, operating systems, peripherals,
service, and support; software, including system studies/analyses, development,
maintenance, and audit/recovery; data, inclining data base1 systems, inquiry systems, and
data integrity; and control, including planning, operations, security, project management,
organization, backup/recovery, and standards. A well-defined and well-planned
distributed processing system will have fewer problems and emergencies than an
interconnected, decentralized processing environment.

CENTRALIZED, DECENTRALIZED, AND
DISTRIBUTED PROCESSING

LUNCHEON SPEECH

Captain Grace M. Hopper, USNR
Department of the Navy

Washington, D.C.

The techniques and tools of data processing have grown by leaps and bounds in the four
decades since the MARK I computer was developed and tested at Harvard University.
Operations that took the MARK I hours to complete are done by today's fourth genera-
tion processors in nanoseconds, and processing power and speed are continuing to grow at
a rapid rate. With this revolution in technology has also come a revolution in life style,
caused largely by the new capability to process, store, transmit, and receive quantities of
information with a speed and accuracy unheard of only 40 years ago. Large networks of

12
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processors linked by telephone lines and telecommunications satellites allow information
to be processed on one coast and read immediately on the other. Teleconferencing and
electronic mail are no longer scientific pipe dreams but a reality. This rapid growth has
necessitated the development and standardization of computer languages such as COBOL
and FORTRAN and the creation of compiler validation systems that ensure that the
codes used by one facility are repeated exactly by another. The most significant of these
systems, the FORTRAN Compiler Validation System (FCVS) and the COBOL Compiler
Validation System (CCVS), have been developed by a team of U.S. Navy analysts and
programmers working at the Pentagon. Unfortunately, the widespread use of data
processing technology and the ivase with which the tools of this science can be learned
have also created what some experts have termed a "computer crime wave." These new
criminals come from all levels of society and range from teenaged students at the Dalton
School in New York, who programmed the computers of a major soft drink company to
deliver cases of their favorite cola to them at no charge, to sophisticated data processing
con men, who used the computer to pad their bank accounts in minutes to a level
undreamed of by the pen-and-pencil embezzlers of the past. Thus, while the new
technology of data processing has created untold scientific and social bene/its, it has also
created new problems, which must be solved by the computer developers and users of the
future.

13
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CREATIVE PROBLEM SOLVING

SENSITIVITY, SYNERGY, AND SERENDIPITY

IJ. R. Li nice, General Manager
Petroleum Information Corporation

Denver, Colorado

The creative process involves not only hard work, but also sensitivity, synergy, and ser-
endipity. Sensitivity involves using one's senses to note similarities and differences in
problems and solutions. Synergy exists when two or more elements are associated in such
a way that the result is greater than the sum of the individual parts. Serendipity refers
to the accidental discovery of valuable events that take on new meaning when linked to a
related goal. Creativity is the process by which original patterns are formed and
expressed. Several techniques may be used to evoke creativity. Brainstorming is a group
technique that involves a leader posing a problem and asking for relevant suggestions; all
ideas are written down for later evaluation. The list of alternatives generated in this
way leads to creative solutions. Synectics, another creative tool, involves a reversal of
the order of things to make the strange familiar and the familiar strange. The goal here
is to achieve as many different analogies as possible. Another method used to evoke
creative ideas is juxtaposition. This technique calls for listing 20 possible solutions to a
problem, and then subdividing each of them into 20 others. Later, the most appealing
solution is used as a common denominator for solving the problem. An additional
technique called attribute listing is based on the idea that certain aspects of a process or
an object are adaptable to other processes or objects. Morphological synthesis produces
ideas by forming new relationships. Ideas about a subject are collected on cards, and
commonalities are grouped and titled. The components are then cut into strips and
placed side-by-side. As these st^ps »r? rearranged, new relationships are formed among
the new lists. These new relationships lead to new creative solutions. Finally, the cogni-
tive approach provides both cognitive and personality insight into problem solving.
Creativity can be developed by every individual, with the use of these techniques, since
creative problem solving is merely the process of gathering facts, forming new combina-
tions of those facts, finding a possible solution, and then refining that solution to achieve
a valid answer.

14
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ADP MANAGEMENT

ADP MANAGEMENT

Frank McDonough
Deputy Commissioner for Governmentwide Management

General Services Administration
Washington, D.C.

The organizational structure and the user community represented by Automatic Data
Processing (ADP) Management have been affected by legislation recently enacted by
Congress. One major law is the Paperwork Reduction Act of 1930 (also known as the
Brooks Bill #2), which was designed to merge separate functions in an organization under
one individual, to improve management, and to conduct audits and inventories of all
major Federal information systems. Various government agencies, known as the over-
sight community, help Congress enforce this act. They are: the General Accounting
Office (GAO), which conducts studies of various agencies, especially when a complaint
has been registered; the Office of Management and Budget (OMB), which controls the
dollars spent and selectively publishes policy statements; the Department of Justice,
which is involved in studying the legality of procedures; and the General Services
Administration (GSA), which writes regulations and conducts specific case reviews.
There are three basic issues involved in ADP management. They include the need to
safeguard the rights of citizens in the use of ADP technology, the procurement of
services through competition (with no favoritism or sole-source procurements), and the
improvement of management through top-level personnel involvement and improved
planning and strategy. The 1960s, a period of many sole-source procurements and
minima! top management involvement, preceded the micr&management stage of ADP
technology in the Government during the late 1970s. There is a flood of new capability
entering the Government today. A more knowledgeable oversight community will make
the next 10 years a great challenge for ADP management.

15
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COMPUTER SECURITY

COMPUTER SECURITY

Richard K. Bennertz, Computer Specialist
Office of ADP Management
U.S. Department of Energy

Germantown, Maryland

The effectiveness of a security program is dependent upon the amount of support given
by top management personnel. Formalized duties/responsibilities for efficient manage-
ment of security programs within Department of Energy (DOE) offices are established by
DOE 1360.2. Program implement ion began with the publication of 1360.2 approximately
2 years ago; a 2- to 5-year operational time frame for this program has since been
established Depart ment wide. Protecting computer processed assets has been the main
goal of the program, and generally, the results have been satisfactory. The compliance
review, which is mandatory under 1360.2, is an annual review that checks for program
implementation en a random basis. Many items are checked as a part of this review.
They include program awareness; management involvement; organizations that have been
restructured; quarterly status reports; general/technical training sessions and inventories
that have been conducted; procedures/documentation, implementation plans, disaster
plans, a.id risk analyses that have been developed; and defined responsibilities, functions,
and sensitive data. The reviews to date have been satisfactory, but will need to become
more complex as the program moves closer to the operational aspect. A Sensitivity
Guide has b«en published to offer assistance in identifying sensitive data and classifying
it into three categories: mandatory, discretionary, and circumstantial. The risk analysis
portion of the program has been the hardest to implement. The analysis should be
defined by site conditions such as assets, threat vulnerability, loss expectancy, and cost
benefit. The risk analysis is used in the areas of disaster planning and selecting adequate
program protection with formal justification on which to base management decisions.
Personnel screening is one area of concern, and a forthcoming Executive Order, which
will change the screening categories from three to five, will further impact a resolution

in this area. Progress has been made, but there are still concerns that need to be
addressed. Program implementation should accelerate, however, with the completion of
the risk analysis.
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STATUS OF THE COMPUTER SECURITY PROGRAM IN THE
OFFICE OF COMPUTER SERVICES AND TELECOMMUNICATIONS MANAGEMENT

John W. Polk, Director
Office of Computer Services and Telecommunications Management

Assistant Secretary, Management and Administration
U.S. Department of Energy

Washington, D.C.

The Office of Computer Services and Telecommunications Management (CSTM) Com-
puter Security Plan has been given verbal approval by the Office of ADP Management
and is being implemented to bring CSTM into full compliance with computer security
directives. Three main steps (as well as several other actions) have been taken to
implement the plan, the first of which was the appointment of Charles Wrenn as the
Computer Protection Program Manager (CPPM) and the Computer Security Operations
Manager (CSOM). The CPPM/CSOM is the contact for information about the CSTM
Computer Security Program. The second step was to initiate an automatic data process-
ing (ADP) asset inventory of the facil it ies, hardware, software (applications, operating
systems, utilities), and data sets. Listings of all these assets exist, but in different
places. Centralizing access to this information wil l faci l i tate planning. The third step,
and the most diff icult to implement, is the risk analysis. The purpose of risk analysis is
to advise management of potential losses to ADP systems and to assist them in the selec-
tion of the most appropriate and cost-effective safeguards and controls. Risk analysis
must be performed periodically to maintain management awareness of the impact that
changes in mission, facil i t ies, personnel, equipment, and software may have on the ADP
environment. A Risk Analysis/Risk Reduction Analysis Handbook, which defines and
describes the methodology, has been developed as part of this third step. (The meth-
odology is based on Federal Information Processing Standard 65, "Guidelines for Auto-
mated Data Processing Risk Analysis,' and on the methodologies used by other
Covernment agencies.) in addition, a prototype risk analysis was performed to test the
practicality of the methodology within the CSTM environment. The prototype analysis
was successful; i t indicated that the risk analysis methodology was consistent within the
CSTM environment, and that the physical security of the Department of Energy (DOE)
Headquarters Administrative Computer Cenfer in Cermantown is adequate. However, the
prototype also indicated that more quantitative data must be collected from the
questionnaire and that system controls should be made less vulnerable. Perhaps the most
important lesson to be learned from the prototype analysis is that common sense is the
best toot used in planning for ADP security. Several other actions have also been taken
in support of the Computer Security Plan. They include implementing ACF2 (Access
Control Facility Software), ensuring that users receive security control briefings, and
performing security reviews for new systems being designed and for equipment being
procured. Despite the financial and personnel constraints facing CSTM, the computer
security system is sound, healthy, and in compliance with all regulations.

17



Session V I I I -Continued

COMPUTER SECURITY

Edward A. Springer, Computer Security Technical Officer
Computer Security Technical Croup

Los Alamos National Laboratory
Los Alamos, New Mexico

The Office of Safeguards and Security (OSS), funded by tht Los Alamos Field Office, is
the computer security center for all Department of Energy (DOE) offices. OSS is not a
management office, but it provides support and guidance in improving the security of
classified and unclassified data processing and of different types of facilities and hard-
ware. Techniques and requirements are developed, as necessary, to meet the needs of
the users. OSS also issues Procedural Guides and Policy Statements concerning computer
security. The Policy Statements, which take approximately 1 year to become effective,
are issued for all areas of computer security, and address significant issues and areas of
concern. These statements are extremely important for all users. Five areas in which
Policy Statements have been or will be issued are: data encryption standard;; misuse of
computers; word processors--their interaction with classified computer data and their
protection; an automatic data processing (ADP) plan for processing classified and unclas-
sified data in a uniform format (with no duplication of effort); and a change in the pro-
tected wire line (distributed processing systems).
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INFORMATION MANAGEMENT IN THE 1980s

THE SPECTRUM OF VIDEOD5SK TECHNOLOGY: A CLASS COMPARISON

Harry M. Strong
Director, Technical Staff

MITfc E Corporation
McLean, Virginia

The videodisk is a medium for optically storing information on a solid surface* Video-
disks are similar to phonograph records and are played on videodisk players. Several
videodisk players are currently available in general and educational/industrial market-
places, and advanced videodisks are now being developed. The Capacitance Electronic
Disk (CEO) and! the Video High Density (VHD) systems, both of which use a stylus to read
the disk, are currently available to consumers. Laser and digital systems are available to
educational/industrial users. The laser systems hove a longer life expectancy than the
CED or VHD, since the laser systems have no mechanical device that touches the surface
of the disk to erode the grooves. Digital systems allow information to be optically
recorded off ske, without the need for a centralized master facility* The ability to
update and interactively communicate are the two most important performance char-
acteristics of digital videodisk systems. Generally, videodisk systems offer read-only
memory (i.e., the disk can be played repeatedly, but cannot be changed). However, an
advanced, audio-augmented, digital videodisk system has been developed that retrieves
digital voice as quickly as the more conventional videodisk players* Updating the video
part of the videodisk requires more sophisticated equipment than is presently available.
Videodisk interactivity uses equipment ranging from a primitive microcomputer control
system to a computer system with data base access software and interface and magnetic
storage devices. Cost is related directly to the degree of updating capability and inter-
activity available. The more commonly available systems (CED and VHD), which have no
updating capability and low interactivity, are priced under $700. Educational/industrial
systems are priced in the $2,000 to $3,000 range. Systems with an audio update capabil-
ity cost from $25,000 to $3"5-000. The digital videodisk systems now being developed will
cost from $200,000 to $700,000. Videodisk systems provide a range of performance
capabilities for users in the public and educational/industrial marketplaces. Videodisks
remain a medium of great potential; however, until advanced functions for updating
information and communicating interactively are developed, the importance of videodisk
technology remains limited.
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INFORMATION MANAGEMENT IN THE 1980s

Herbert R. Brinberg, President
Aspen Systems Corporation

Rockville, Maryland

The information explosion has increased the volume of data tremendously. Technology
has improved the rate of retrieval of information, but has not necessarily improved its
effectiveness; information management in the 1980s will redress this imbalance. Infor-
mation management is the collection, surrogation, organization, storage, manipulation,
retrieval, distribution, and synthesis of data, documents, and literature. The realization
that information itself must be managed (as well as the machine, the people, and the
facility) is only now becoming apparent. Information management will stress value and
selectivity in use. Information requirements differ by type of activity, level of informa-
tion required, time frame, and how much input an individual has in the decision-making
process within an organization. Information management will inevitably have to tailor
information to the individual. Previously, the development and processing of information
was technology driven; in the future it will be user driven. The information manager of
the 1980s will assume the key role in information resource management, and will bring
about all of these developments by providing the planning, guidance, oversight, and con-
trol of the integration of content and technologies, and by considering the needs of the
user, producer, and processor. The challenge to data processing managers is to shift
their focus to the content of the information with which they deal, and to provide the
integrating force for providing more rational and useful information to the user.

THE STRATEGIC IMPACT
OF INFORMATION TECHNOLOGY IN ";HE 1980s

Stephen A. Mucchetti, Vice President
Management and Information Systems

Booz-Allen & Hamilton, Inc.
Washington, D.C.

The potential impact of information technology on business increases as technological
advances become less costly. The business management areas most affected by informa-
tion technology have been technology management, market management, productivity
management, and strategic management. Technology management now uses computer
systems for researching data bases and for Computer Aided Design (CAD). CAD system
software developments provide the ability to perform geometric construction and
manipulations using a computer and a graphics terminal* Information technology
associated with productivity management includes office automation, electronic banking,
and Computer Aided Manufacturing (CAM). Technology has also impacted market stra-
tegic management has applied information technology in the area of internal com-
munications using teleconferencing and in the area of operational decisions using
computerized decision support systems. Finally, the technological impact on pro-
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ductivity management has meant less wasted time, higher quality input, and enhanced
quality of working conditions. Business manufacturing has also been affected by
information technology. The current manufacturing information systems environmentL is
a product of four stages of development: transaction, statistical technique,
manufacturing requirements planning (MRP), and manufacturing resource management
systems (MRMS). The transaction stage focused on automated records and reports and
viewed the computer as a powerful calculator or typewriter. The statistical technique
stage was devoted to the development of broader applications, frequently using sta-
tistical and other quantitative methods. The MRP stage produced a major expansion in
materials management systems and functions. A MRMS bridges the gap, in its broadest
context, between manufacturing strategies, day-to-day manufacturing management, and
financial accountability. A fifth stage of development should gradually integrate
technology into a broader concept of manufacturing productivity management systems
(MPMS) by the mid 1980s. Overall, the frequently cited benefits of information
technology include enhanced decision making, increased managerial and clerical
productivity, and improved competitive positioning.
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