
- AO-110

International Atomic Energy Agency

Safeguarding Uranium Enrichment Facilities
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for Uranium Enrichment facilities

Safeguards for uranium enrichment facilities were first examined by

the Agency ia 1972, leading to the preparation of STR-14- Further meetings

were held in 1974, and- in 1975 several papers on the subject were presented

at the International Symposium on Safeguards. The current report was first

drafted in December 1976 as a background paper for an Advisory Group meeting

held in Tokyo from 7 - 1 1 March 1977- The conclusions and recommendations

of those advisors are given in Annex A, and have been used in formulating

this updated version of the report.

The objective of this paper is to examine critically the diversion po-

tential at uranium enrichment facilities and to outline a basic safeguards

strategy which counters all identified hazards as completely as possible yet

with a minimum of non-essential redundancy. Where existing technology does

not appear to be adequate for effective safeguards, the limitations are

ezaained, and suggestions for further R & D effort are made.

Parts of this report are generally applicable to all currently known

enrichment processes, while other parts are specifically directed toward

facilities based on the gas centrifuge process. It is hoped that additional

sections discussing a safeguards strategy for gas diffusion facilities can

be added later.

It should be emphasized that this is a technical report, and does not

reflect any legal positions. The safeguards strategy and subsequent inspec-

tion procedures are intended as guidelines, not as negotiating positions.
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I. EJTROUJCTION

Safeguards for uranium enrichment facilities were first examined "by

the Agency in 1972, leading to the preparation of STR-14 (ref. l). Fur-

ther meetings were held in 1974 (ref. 3)» and in 1975 several papers on

the subject were presented at the International Symposium on Safeguards

(refs 8, 11, 13, 15). These reports are referred to when appropriate in

the text. In making such references, it should te understood that safe-

guards evolve with time, and that the ideas expressed in those prior

reports do not always represent current concepts, even on the part of those

quoted or referred to. The current report was first drafted in December

1976 as a background paper for an Advisory Group meeting held in Tokyo

from 7 - 1 1 March 1977. The conclusions and recommendations of those ad-

visors are given in Annex A, and have been used in formulating this updated

version of the report.

The objective of this paper is to examine critically the diversion

potential at uranium enrichment facilities and to outline a basic safe-

guards strategy which counters all identified hazards as completely as

possible yet with a minimum of non-essential redundancy. The study begins

with the shipment of OF, from the conversion facility, and the establish-

ment of independently stated and verified UFg input data; it ends with

the verification of enriched UFg product snipped to the fuel conversion and

fabrication facility or with the verification and sealing of depleted UPg

tails placed in storage. Where existing technology does not appear to be

adequate for effective safeguards, the limitations are examined, and sug-

gestions for further R & D effort are made.

Attention is drawn to the fact that parts of this report are generally

applicable to all currently known enrichment processes, while other parts

are specifically directed toward facilities based on the gas centrifuge

process. Even within these latter parts, the explicit assumption is that

the facility conforms to the Urenco model (ref. 19b). Should a gas centri-

fuge facility be constructed in a manner which deviates significantly from

Urenco model, the applicability of the strategy and procedures discussed here

must be re-examined. It is hoped that additional sections discussing a

safeguards strategy for gas diffusion facilities can be added to this report

at an early date.



It should also be emphasized that this is a -technical report, and does

not reflect any legal positions. The safeguards strategy and subsequent

inspection procedures are intended as guidelines for the evaluation of

specific situations, not as negotiating positions. Thus, for example, the

MBA structure described in section "DI C should be considered as an example

of a structure which has certain described advantages. Other MBA struc-

tures may be equally acceptable in specific situations.

The inspection procedures described in Section VI represent current

safeguards technology. This means that it has been demonstrated in a prac-

tical manner that the proposed procedure can provide meaningful results.

Where more extensive development effort appears to be needed, the topic is

discussed in Section VIII.



II. DESCRIPTION OP TYPICAL PROCESSES AMD FACILITIES

Enrichment facilities increase the U-235 content of uranium to the

levels required for utilization as fuel in LWE—type nuclear power reactors.

The facilities are unusual in the fuel cycle in that apart from some waste

products the uranium is in the same chemical form throughout the process

(usually uranium hezafluoride) and feed, product and tails quantities are

measured in discrete batches or containers. The OTV feed can toe natural

uranium, depleted or enriched uranium which has been recycled after

irradiation and reprocessing, or depleted tails recycled from another

facility or from earlier operations. Similarly, the facility can be

arranged' to produce several enriched uranium products, either as side-

stream withdrawals from a single cascade or by establishing a parallel

system of several cascades.

A. Gaseous Diffusion

1. Process. Historically the gaseous diffusion process has been

the only one used on a large commercial scale. The diffusion process

itself relies on the differential mobility of molecules of different

molecular weight through a porous membrane or barrier. Lighter molecules,

having higher molecular velocities under given temperature and pressure

conditions, pass through the barrier more rapidly. The stage separation

factor is small, the theoretical maximum for separating UPg from

UFg being only 1.0043» In practice a stage separation factor of

about 1.0019 is achievable in routine operation. This can be increased

to perhaps 1.0025 by suitable stage design and at increased unit costs

(Eef. 30).

As a result of the low stage separation factor, gaseous diffusion

cascades most always consist of a relatively large number of stages.

For example, using 1.0019 as quoted above and a tails assay of 0.2555,

a cascade designed for a top product of 4$ 0-235 would require about

1400 stages. However, because of the large range of separativ»

capacity available for diffusion plant components (compressor, diffuser,

heat exchanger, etc.) such a plant probably would involve no more than

three sets of components operating in parallel, and might involve no

parallel components at all.



The same facility, redesigned in such a way as to push its separation

factor to 1.0025 and operating with a tails assay of 0.3%, would still

require over 2000 stages to produce a top product of 90$ 0-235. The

required number of stages, moreover, would be closer to 3000 if the

separation factor were left at 1.0019» Thus a diffusion plant designed

for production of low enriched uranium could only produce a higher

enrichment through a complex re-arrangement of cascade components or

through repeated recycling of product to feed. Even then criticality

considerations probably would preclude the use of much of the larger,

high-capacity equipment. The equilibrium time for reaching high enrich-

ment by gaseous diffusion is of the order of months, so this rearrangement

would be extremely time-consuming if not technically impossible.

Since a gaseous diffusion facility employs relatively large equipment

items, it is common practice to include the number of stages required for

the maximum enrichment likely to be required, and to establish sidestream

withdrawal points for lower enrichments. Thus a gaseous diffusion

cascade designed to produce LHH reactor fuel might be capable of producing

4*0, 4*5 or even 5*0$ D—235 at its top. The various 2.5» 3*0, 3*5 and

other enrichments desired would then be obtained as sidestream withdrawals.

A gaseous diffusion cascade has only limited capability to "stand-by".

For short periods it could be placed on total recycle (which has the effect

of slowly increasing the top product enrichment), but if a cascade

operator has no pending orders he normally would elect to withdraw either

top product or expected sidestream assays, stockpiling the withdrawn

material for future blending and shipment.

Power consumption in a gaseous diffusion facility is high, about

0.2 HH/t SH. The uranium in-process inventory air-- is large, but is

relatively stable under stable operating conditions, being totally defined

by the volume (constant), pressure (relatively constant) and temperature

(relatively constant) of the UFV gas. On the other hand, a gaseous

diffusion cascade has considerable flexibility to operate in co-operation

with its electrical suppliers. If excess electricity is available at

reduced cost, the cascade can profitably be pushed to higher pressures,

increasing the in-process inventory. When electricity is in short supply,

the pressure can be allowed to drop, reducing the cascade inventory.



2. Facilities. A number of countries are known to tie constructing,

planning, or considering enrichment facilities. In the gaseous diffusion

field the most advanced facilities, and therefore the ones most likely to

be the first ones to be safeguarded, are those being designed and

constructed in Europe under the names Eurodif and Coredif. Construction

of the Eurodif facility began in 1974 and is expected to be complete in

1981, at which time the separative capacity will be about 10 700 t/a SW.

The first product, however, should be produced in 1979, operating at a

reduced capacity.

The design maximum enrichment for the Eurodif facility will be about

45& ̂ 235. This can be pushed to % if necessary for those reactors

using the high, enrichments, but not much higher than this because of

criticality risks.

The Coredif facility is scheduled to follow about 3-4 years behind

Eurodif. Thus the first product is not expected until 1983 or even

1984, and construction probably would not be completed until at least

1986. The capacity is not fixed, but may be assumed to be in the

9-10 000 t/a SW range.

The following provisional data regarding the Eurodif facility was

taken from a verbal presentation to the Advisory Group Meeting, Tokyo.,

7-11 «arch 1977.

Feed: 18 000 t u/a - assume this is all natural

- uranium, although reactor tails recycle

probably will occur as such material becomes

available.

Product: 2400 t U/a at enrichments up to 4% TJ-235*

The cascade can be "pushed" to % when

necessary for high enrichment orders.

Tails: 15 600 t u/a, either stored on-site as UFg

or returned to the customer.

Separative 10 700 t/a.
Work:

This section is based almost entirely on Ref. 30.



Cascade 3000 t U at an average enrichment in the range
Inventory: Q^ %o 0 ^ ^ i n v e n t o r y ^ fluctuate

+ 100 t 0 under "stable" conditions, and could

vary up to ± 10#-as cascade parameters are

varied.

Cylinder
Sizes:

Gas Ultracentrifuge

Feed

Tails

Product

12.5 t DPg

12.5 t DP6

9.5 * OPg or 2.2 t

to customer needs.

according
to customer needs.

B.

1. Process. The ultracentrifuge process uses the principle of

centrifugal force to create a density gradient in a gas containing

components of different molecular weights. The two components diffuse

along the gradient at different rates, leading in the case of uranium

isotopes to an increased concentration of HFg on the low pressure

side of the gradient. The centrifuge itself consists basically of a

hollow gas-filled cylinder rotating at high speed. The separation

capacity per stage is much higher than can be achieved by the diffusion

process, since it depends on the difference in molecular masses rather

than on the mass ratio. However, the centrifuges themselves have a

very low separative work capacity as compared with diffusion plant components.

This results in contrasting plant structure for diffusion and centrifuge

plants. Only about 30 gas centrifuge stages might be needed (with a stage

separation factor of 1.10) to produce an enrichment of 4$ 0-235» t"1* ai;

least 500 000 individual centrifuges might be needed to achieve 10 000 t/a SW.

The three important variables in centrifuge design evaluation are

stage .separation factor, separative capacity, and component lifetimee
For example, stage separation factors of 1.25 or higher have been reported

experimentally, and this would reduce the required number of stages to

reach 4£ 9-235 to about 15 instead of 30. If this was done at the

expense of separative capacity or equipment lifetime, however, the total

number of centrifuges needed to sustain 10 000 t/a SW might not be

reduced at all*



In contrast to gaseous diffusion, the rearrangement of a centrifuge

cascade to produce 90$ TJ-235 presents relatively few difficulties. If

it takes 30 stages to reach 4$ 0-235, it would take only 60-65 stages to

reach 90$ U-235. There would be no criticality problems in using

existing equipment, since other considerations, notably strength of

materials, limit equipment sizes. Equilibrium time similarly would not

be a problem, since the equilibrium time for a centrifuge facility is on

the order of a few days.

Sigh stage separation factors and low separative capacities lead

to a different form of cascade arrangement than for diffusion plants.

It is likely that most centrifuge facilities will consist of a number of

separate cascades in parallel. Individual cascades may even differ

in their achievable top product. That is, one or more individual

cascades may be designed to produce 2.5 or 3.056 U-235 for BWH reactors

while others have a few extra stages to permit production of 4% or higher

for FHB reactors. The Urenco facility, for example, is expected to

consist eventually of 30 or more separate cascades, each having a nominal

capacity of 100 t/a SW and top enrichments of up to 4% U-235.

The power consumption for centrifuge facilities is low, typically

about 0.025 MW/t SW. Moreover, actual power consumption varies

accordingly to variables not directly associated with separative work,

so that any attempt to monitor power consumption would not be likely to

yield meaningful results.

In contrast to diffusion facilities, the actual cascade inventory

in centrifuge facilities is very low. In the Urenco model the stated

inventory for a 500 t/a SW cascade building is only 100 kgs U. Since

the average cascade enrichment should be in the range 0..7 to 1.055 U-235

this corresponds to a cascade U-235 inventory containing less than

1 kg U-235. Even when extrapolated to a full-size 10 000 t/a SW

facility the total cascade inventory would be less than 20 kgs U-235,

compared to perhaps 50 000 kgs U-235 for a comparable gaseous diffusion

facility.



2. Facil i t ies . Several countries have undertaken to design or
construct centrifuge enrichment fac i l i t i e s . Most notable with regard
to international safeguards i s the Tripartite (OK, Netherlands, Federal
Republic of Germany) work, leading to the construction of the Urenco
f a c i l i t i e s - / . As described in Ref. 19b, these fac i l i t i e s may eventually
have a combined separative capacity of about 5000 t / a SW, écrivaient to
perhaps 840 t U at 4% 0=235. The following representative data was
taken from Ref. 19b or from the verbal discussion during the Advisory
Group meeting.

Feed: • 5700 t U/a - as with Eurodif, for the
present this will be natural uranium, with
reactor ta i l s being used as such material
becomes available.

Product; 840 t u/a at enrichments up to 4% U-235.

Tails 4850 t U/a, either stored on-site as DFg
or returned to the customer.

Separative To be added in modules of 100 t SW, putting
five or six modules in a production building
and eventually reaching at least 3000 t /a SW.

Cascade About 15 kgs 0 per 100 t module, for a total
Inventory: o f Q^ t v ^ 3 0 0 0 t / a s w > ^ a v e r a g e

enrichment should be < 1.0$ U-235.

Cylinder Feed 14 t BFg
Sizes:

Tails 14 t BFg

Product 10 t UFg or 2.5 t OF,

In addition to Urenco, the following centrifuge development efforts

were reported at the Advisory Group meetings

has a research facility in operation, and

expects to obtain approval to construct a

pilot facility within the next few months.

Australia: has a developmental facility in operation.

See Hef. 27 for latest published data.

PSA: has done extensive development work, but as

yet has no funding for an operating facility.

*/ Dreneo is currently building two 200 t/a SW facilities, one at Capen-
horst (UK) and one at Almelo (Netherlands). The data given here,
and referred to throughout the report as the Urenco model, should be
taken as representative or typical data, but not as an actual plant
description.

22



C. Other Processes

1. Nozzle Process. The nozzle process depends on the separative

effect obtained by the expansion of a mixture of UPg with hydrogen or

helium through a slit-shaped nozzle into au evacuated volume bounded by

a curved wall. The heavier isotope tends to svay neare the Mall, so

that a properly placed knife-edged splitter plate will separate the

expanding gas into heavy and light fractions. The light carrier gas

is employed in order to increase the flow velocity and thereby improve

separation. At the present time the practically achievable stage

separation factor is about 1.015* As with the other processes

described, many replications of the basic separative unit will be employed.

The process inventory is likely to be intermediate between those of

centrifuge and diffusion plants. Power consumption is high, about

0.5 MW/tSW.

2. South African Gas Dynamic Process. In 1970 the Republic of

South Africa announced the development of a new process for uranium

iBOtope separation. Relatively few details have been publicized.

The process is stated to be a gas dynamic process using a mixture of

UF, plus En. It bas also been described as a high pressure process

and the separating element has been referred to as a stationary walled

centrifuge originally based on the vortex tube but, in its present

form, far removed from it. For classification purposes, it has been

suggested that the South African process be designated an Advanced

Vortex Tube Process. More recently some information concerning the

cascading technique, termed the helicon technique, has also been

released.

In Hovsmber 1975 it was announced that a small prototype facility

was under construction, with significant changes in several design

features. Based on this small facility a production facility is to be

built, but the capacity is as yet undecided.

3» French Chemical Process. Subsequent to the Advisory Group

Meeting but prior to the publication of this report, the Republic of

France announced the development of a chemical exchange process for uranium

enrichment which, since it involves a liepiid phase; is essentially critically

unsafe at-high enrichments. The existence oi* chemical exchange mechanisms has

I
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been known for some time, but the separation factors were low (less than
10 ) and the processes were difficult to cascade, problems which the
French claim to have surmounted. The economic status of the process
s t i l l requires considerable study, as do the engineering details of the
process i tself . The safeguards advantages of such a process, however,
are clear.

I
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I I I . DIVERSION HAZARDS

A. General

At present all designed or proposed uranium enrichment facilities

likely to be subject to international safeguards envisage the production

of low enriched uranium for use in LWR-type nuclear power reactors.

Diversion hazards for such facilities may be considered under two broad

categories, as follows:

(a) The possibility that nuclear material existing at a safe-

guarded facility might be removed from the facility (i.e.,

diverted) for clandestine purposes. Under normal conditions

the diverted quantity would appear in the material balance

as HOT", and the divertor might or might not attempt to

falsify material accounting data in an effort to conceal

the diversion.

(b) The possibility that the safeguarded enrichment cascade,

or a portion of it, might be used to produce uranium of a

higher enrichment, followed by diversion of this clandes-

tinely produced material. Here too, the divertor might or

might not attempt to falsify material accounting data in

an effort to conceal the diversion. He also might attempt

to introduce additional feed material to replace that used

to produce the clandestine high enrichment.

These diversion possibilities are shown graphically in figure 1.

It is generally assumed that the second category, in which high enriched

uranium is produced, is the more important hazard. Nevertheless, all

hazards must be considered, and the sections that follow outline the

major possibilities under each category.

The analysis of diversion hazards for uranium enrichment facilities

must also take into consideration the fact that in some cases the

inspector may be denied access to the cascade area. Such non-access

areas are provided for in INPCIRC/l53, section 46(b)(iv). Where the

inventory in the cascade area is small this lack of access may not be a

serious problem in terms of diversions of contained uranium (category(a)

above). In the absence of access, however, the inspector may never be

able to verify the absence of cascade re-arrangements (category (b)).

Where the non-verifiable cascade inventory is large, its diversion under

category (a) above must be considered as a potential diversion hazard.



D I V E R S I O N S T R A T E G I E S

A. Diversion of Available Special Nuclear Material

12

declared tails

declared feed

diverted product

declared product

B. Clandestine Production of Highly Enriched Uranium

declared product

declared tails

diverted product

clandestine
feed

declared
feed

figure 1



The fact that an undeclared isotopic enrichment plant (in HPT

cases) or an unsafeguarded plant (in non-HPT cases) may exist at

another site is not taken into consideration in this paper, since

such an enrichment plant would be beyond the scope of international

safeguards.

B. Diversion of Safeguarded Material

If safeguarded nuclear material is diverted from an enrichment

facility without any corresponding falsification of the material

accounting data, the diverted quantity will appear as part of the material

balance MOP (or in certain eases as a shipper-receiver difference).

Statistical evaluation of HUP and S-R difference data normally will reveal

such diversions, subject to the ever-present limitation of the

accuracy of such data. Accordingly, it is of primary interest here

to consider the possibilities for the falsification of material

accounting data.

It should be emphasized that the data falsified are not

necessarily related to the point of diversion. For example, a

diversion of product might be concealed by a falsification of feed

data, or by an overstatement of tails data. It should also be

emphasized that in general only accounting data need be falsified.

To understate all product cylinders by 100 grams does not imply that

the operator carefully and laboriously removed 100 grams from every

cylinder, but only that he made a pencil adjustment of 100 gi.ims in

the recorded data for each cylinder. Actual falsification of container

quantities themselves would be necessary only under more or less unique

circumstances.

Among the falsification possibilities which must be considered

are the following;

(a) Failure to record one or more receipts which in fact took

place during the material balance period concerned;

(b) Understatement of measurement data (weight or enrichment)

en receipts or use of measurements with an uncorrected

negative bias;
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(o) Invention of one or more shipments which in fact did not

take place during the material 'balance period concerned;

(d) Overstatement of measurement data (weight or enrichment)

for UF, loaded in cylinders, or use of measurements with

an uncorrected positive bias;

(e) Falsification of data on UP, cylinders shipped by including

deficient cylinders (e.g. empty, partly loaded, or loaded

with lower enrichment);

(f) Overstatement of measurement data (weight or enrichment)

for the UF, in the process tails, or use of measurements

with an uncorrected positive bias;

(g) Overstatement of measurement data (weight or enrichment)

for solid wastes (in the form of hold-up in equipment

exchanged for maintenance);

Invention of accidental losses;00
(i) Overstatement of the quantities (weight or enrichment)

involved in accidental losses.

In addition, one might also add the possibility of the inflation

of measurement uncertainty data in an effort to cause a significant

to be accepted as non-significant.

The following additional possibilities exist with regard to the

periodic taking of physical inventories.

(a) Borrowing nuclear material from another material balance

area or another facility.

(b) Including in the inventory listing items that do not exist.

(c) Listing the same item more than once in the inventory

listing.

(d) Listing inventory items with over-stated measurement data.

The magnitude of the over-statements could be large (gross

discrepancy), small (bias), or intermediate.

I
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(e) Using measurements with an. uncorrected positive Mas.

(f) Inflating measurement uncertainties.

C. Mis-use of a Safeguarded Cascade

If a country possesses the technology to construct a cascade for

uranium enrichment, it also possesses the technology to construct a

second cascade for clandestine purposes. Such a cascade is beyond

the scope of Agency Safeguards. In addition to the clandestine

independent cascade, however, there also exists the possibility

that a country might attempt to misuse a safeguarded cascade, or

to misuse the material in it, possibly with the addition of unde-

clared material or equipment. Various scenarios can be proposed,

but the following may be taken as representative for safeguards

purposes.

1) A small semi-independent cascade may axLst within

an area to which the inspector is denied access,

using product from the declared cascade as feed,

producing 90$ U-235, and returning its tails at

an assay of 0.71$ U-235 to the declared cascade.

As a variant, the undeclared cascade might strip

its tails to the same tails assay as the declared

cascade.

2) The true capacity of the declared cascade may be

greater than the declared capacity, and the excess

capacity used to produce extra product at the same

enrichment (4-5$ U-235). In this scenario x_,, x ,

and x̂ , would be maintained at the declared values,

and the excess product used as feed to an undeclared

independent cascade. Figure 2 shows that for the

undeclared production of 25 kg U-235 in the form of

90$ enriched uranium only a small undeclared cascade

-(—.2 t/a SW) is necessary, involving the diversion
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MODEL CASCADE MISUSE

declared feed
383 591 kgs U
0.711 7SU-235

declared -tails
325 197 kgs U
0.3 i> U-235

declared product
58 394 kgs U
3.0 £ U-235

902 kgs U ,
0.3 $ of declared tails

/I
/diverted product

/ 1116 kgs U
1.9 ?î of declared product

I 1088 kgs U -, .
0.3 $ of feecL1

/diverted product
930 kgs U
1.6 '̂  of declared product

.ndeclared product
28 kgs U
90 fo U-235

undeclared product
28 kgs U
0 % U-235 "

figure 2: Eodel showing t7/o possible modes for clandestine cascade
misuse, vri-tli calculated quantities to produce 25 kgs U-235
per year at 90 i^ enrichment.
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of about 1 t uranium of 3$ enrichment (~ 1.5$ of

declared product for 200 t/a SW cascade). Tails

of the undeclared feed cascade in this case amount

to only about 0.2$ of the declared feed or tails of

a 200 t/a SW cascade. Assuming a material accountancy

measurement error (1 o) of £ 0.2$ and a verification

goal quantity of 5 o, expressed as a percentage of

throughput, a diversion of product of this magnitude

should bo detected. For larger cascades such a

diversion would be a smaller proportion of throughput

and thus more difficult to detect.
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17. SAFEGUARDS STRATEGY

A. Significant Quantity Criteria

The threshold amount of enriched uranium in a safeguards context is

related to the quantity which contains sufficient U-235 to manufacture

a nuclear weapon. This is normally taken as 25 kg of U-235-^. This

quantity is used in evaluating the effectiveness of safeguards.

it sometimes happens that the desired threshold amount for large

facilities cannot te achieved because of limitations imposed by measurement

uncertainties or by lack of acceBs. This leads to the definition of a

goal quantity, related to the assumed standard deviation of the material

balance. If o is the accepted standard deviation, expressed as a fraction

of throughput (product shipped) or inventory, then the goal quantity might

be set at some arbitrary value in the range 3 - 5 o (Ref. 20).

These various quantities are of interest under two circumstances.

First, whenever statistically designed sampling plans are to be used,

there oust tie a s a priori establishment either of a goal quantity or

of a threshold amount as the objective of the sampling effort. In

the statistical equation normally used, goal quantities (or

threshold amounts) smaller than 3c lead to sample sizes in excess

of 100$. A goal quantity set at 5a, on the other hand, normally

requires samples sizes of 10jS or less.

Second; after one or more inspections have been performed and

the results have been calculated, it is desirable to have some

quantitative criterion by which to judge the adequacy of the results.

As this document goes to press the Standing Advisory Gi-oup on
Safeguards Implementation which has recommended the use of
75 kgs U—235 when the enrichment is 10 % U-235 •



Most safaguards studies begin by defining a goal quantity and

then attempt to define a safeguards strategy which will just achieve

that degree of effectiveness. This paper takes a slightly different

approach, in that no quantitative objective is defined in advance.

Rather, a strategy is defined and the quantitative objective achieva-'

ble following that strategy is then determined» In many cases the

defined procedure is not subject to mathematical optimization. For

example, one either applies a seal or does not. In other cases an

optimization is possible theoretically but not achievable practically,

as for example where a random selection cannot be made without giving

the facility operator advance knowledge as to the items or batches

selected. Where optimization should be possible that fact is noted,

but no attempt is made to suggest how the sample size should be

determined.

The ultimate limitation on all nuclear material safeguards 1B

the accuracy and precision with which the facility operator determines

his own material balance. This is true even for safeguards using

containment or surveillance techniques, since the ultimate limitation

on such techniques is the uncertainty in the quantity thus protected.

C & S devices preserve the validity of earlier data, but they cannot

improve on that data.

Accordingly, figures 3a and 3b present hypothetical material

balances for the model Urenco facility, first at 200 t/a SW and then at

the projected full capacity of 3000 t/a SW. Under the assumption that

material accountancy data is not falsified, the probability of non-

detection is 5% or less for any diversion in excess of 13.7 kg8 U-235

for the 200 t/a SW facility, or 139.4 kgs U-235 for the 3000 t/a SW

facility.

Under the usual assumption that the material accountancy data may

be falsified and therefore must be verified, the comparable quantities

are 23.3 kgs U-235 for the 200 t/a SW facility or 233.2 kgs U-235 for

the 3000 t/a SW facility. These larger quantities reflect the

additional uncertainty in the inspector's verification measurements,

within which the accountancy data may have been falsified without

detection.
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Strictly speaking, these quantities do not include" the quantity

which might be diverted through manipulation of S-R, difference, data.

However, the quantity divertable via this route is comparatively

small, and the joint probability of detection when two or more diver-

sion paths are employed simultaneously is high. It is doubtful if a

careful mathematical optimization, in which the assumed divertor

employed all possible diversion paths to his maximum advantage, would

yield quantities significantly different from those quoted above.

In summary, it appears that the estimated of + 0.2$ for a total

material balance (ref. 9) is achievable with careful work. The

suggestion (ref. 10) that national authorities might insist on +_ 0.1$

for their own purposes, however, does not appear to be achievable

with current technology. As with all other facilities, of course,

inspectors should examine installed equipment and established

procedures carefully, and should prepare their own estimates of

actual uncertainties.

B. Basic Safeguards Strategy (Centrifuge Process)

It is not possible at this time to define one basic safeguards

strategy applicable to all types of enrichment facilities. The

strategy discussed here, together with the more detailed inspection

procedures outlined in Section VI, were developed with specific

reference to the Urenco centrifuge facility as that facility was

described to the Agency in reference 19b. Similar procedures should

be applicable to other centrifuge facilities, although this should

be checked on a case-by-case basis. On the other hand, it was

evident at the Advisory Group meeting that ths same strategy would

not be equally suitable at other types of facilities, such as the

Eurodif gaseous diffusion facility. Further study is needed before

a satisfactory safeguards strategy for these other facilities can

be defined.

22



The design of the Ureneo model facility provides considerable natural

containment insofar as the cascades themselves are concerned. External

to the cascades there is relatively little natural containment, leading

of necessity to the adoption of a safeguards strategy based largely on

materials accountancy.

The following principles are considered to be essential:

(a) Independent inspector verification of the operator's

relevant materials accountancy data;

(b) Assurance of a continuity of knowledge for safeguards

inspectors, including:

(i) routine access to all safeguards-relevant data;

(ii) opportunity for verification of safeguards-relevant

data; and

(iii)Application of appropriate containment and

surveillance measures.

(c) Routine inspector access to all parts of the facility

except those designated as non-access areas pursuant to

IHPCIEC/153, section 46(b)(iv). In particular,

routine inspector access to all boundaries of the

designated non-access areas.

Material accountancy safeguards for enrichment facilities should

begin with the verification of UF,- at the output of the conversion

facility, combined with appropriate seals to reduce the need for

later re-verification. Where feed DPg arrives at the enrichment

facility without previous verification, verification should occur

at the enrichment facility.

Cylinders transferred from feed storage to the process

should be verified as they are connected to the cascade feed point.

Since nearly all cylinders should reach this point with seals

intact, the verification here will be largely one of identification

and data audit.
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All tails and product cylinders, of UFg should be verified

(identification and data audit) and sealed as they are removed

from the process MBA. Product cylinders should be sampled for

quantitative verification on a 100$ basis, since the necessary

conditions for random sampling will not exist. Tails cylinders

would need to be weighed and sealed on a 100$ basis, but probably

can be sampled on a quasi-random basis. (For details, see Section

VI).

Careful attention should be given to the minor flow streams,

such as wastes, system leaks, or the removal of contaminated

equipment. These minor flow streams may require verification

to prevent their being used as diversion concealment mechanisms.

Physical inventory verifications in the areas open to full

inspector access should be straightforward. Most of the inventory

should be in sealed cylinders, and the verification will be mainly

seal integrity controls. Since the number of seals in use will be

large, careful serial identification records should be kept.

During the first material balance period the physical inventory

presumed to be in each of the special areas should be regarded as

J*'j!Pf or retained in a suspense account. The possibility that this

quantity might have been diverted cannot be excluded. For all

subsequent material balance periods only the fluctuation in this

cascade inventory will appear as MGF. This fluctuation should be

in both directions, with an expected long-term average of zero;

it should also be amenable to statistical evaluation and control.

Minor isotope ratios and minor isotope material balances should

be used as supplements to material accountancy. The inspectorate

should design its own hypothetical cascade based on design inform-

ation provided (see ref. 7) and should compare declared (and

verified) cascade operation with calculated operation of the
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hypothetical cascade. The true sensitivity of these techniques

remains to be determined, Trot their use will impose an additional

constraint on the would-be divertor.

All entrances (personnel or equipment) to the non-access cascade

areas should be sealed or monitored. It seems likely that equipment

doors can be sealedf to be opened only in the presence of the

inspector. Personnel entrances are a more serious problem since

transit times will be very short and the gamma radiation emitted

by U-235 presents a relatively weak signal requiring high sensitivity.

The inspection effort needed to implement the above strategy is

not completely clear. Samples in general can only be taken in

parallel with the operator's own sampling, which may lead to a need

for a continuous inspector presence (one inspector, in general working

normal daytime hours). Flow verification and monitoring of seals

also will require more or less constant inspector attention.

Section VI of this document outlines inspection procedures in

some detail, and thereby elaborates and explains the brief descrip-

tion of safeguards strategy given here.

C. Material Balance Areas

One proposed MBA structure for the model centrifuge facility

is as follows:

MBA. 1 - T3Pg receipt measurement and storage. This

would receive feed UPg from other facilities, would

perform receipt measurements, aad would ship feed UFV

to the process MBAs.

MBAs 2
through
7

Enrichment cascades. These areas would include the

UFg feed connections and the product and tails

desublimators.

MBA 8 - UFg tails storage

MBA 9 - tFg product storage and shipment

MBA 10 - Maintenance and waste storage
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These MBls, together with the corresponding KMPs, are shown in

Figure 4. The assvunption is that the cascades themselves would be

"non-access" areas, pursuant to INFCIRC/l53> section 46(t)(iv), but

the proposed MB& structure would be the same in any case.

The proposal that each cascade building be a separate MBA.,

rather than one MBA. for all cascade buildings, is considered

important and perhaps requires some comment. First, note that the

cascade buildings operate in parallel, not in series, so no additional

measurements or measurement equipment will be required. (This is

true even if the facility uses one weighing or sampling station for

all measurements. The designation of HBAs does not imply a need to

duplicate equipment). Since transfers between cascades will not

occur, at least on any routine basis, the designation of separate

MBAs likewise will not occasion extra inter-HBA transfers.

More important, however, is the extra control provided. If

diversion should occur, or even more if mis-use of a cascade should

occur, its detection would be much easier if the data is not confounded

by the admixture of a large volume of legitimate data. For example,

if one 100 t SW module (see the reference model design, pages 7 and 8)

were re-arranged to produce 9056 D-235, the lost production capacity at

4$ U-235 would be about V3f> in terms of one cascade building

(six 100 t modules), and would be difficult to conceal. The lost

capacity to the facility as a whole, however, would be only 1%, and

could easily be concealed in contract schedules (which probably would

not be transmitted to the inspector in any official manner, or even

at all).

One MBA is shown for the cleaning and repair of centrifuges or

other cascade equipment. In the case of the Urenco model it is

understood that this normally will not occur. The safeguards model,

however, should clearly separate these non-routine activities, if or

when they occur, from routine cascade operations. Hote also as

discussed in Section VI, that accurate measurements of waste material

or equipment are not necessarily required, but that the complete

absence of any measurement is not acceptable.
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MATERIAL BALANCE AREAS

receiptsrec

TIPg receipt
measurement and

storage

TBA 1

cascade

i£BA 2

cascade

/TBA %

cascade

cascade

JTBA S

cascade

'ÎTIA fi,

cascade

maintenance
and waste storage

£BA 10

TJFg t a i l s
storage

ÎBA 9

UPg product
>torage and shipment

!BA 8

shipments

figure 4s Material Balance Area structure for the assumed model
facility. Key Measurement Points "between KBAs are
not shown.
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The batch size should be fixed as one cylinder of UFV; This is

the unit measured by the facility operator so that it is also the

unit which must be verified.

If the enrichment facility has its own UFV conversion plant,

this should be a separate MBA. The safeguarding of such conversion

facilities is not considered in this report.



V. MEASUREMENT TECHNOLOGY

*/
A. Weighing, Sampling and Analysis of UFf-

If an enrichment facility is to be safeguarded using materials

accountancy techniques, it is necessary to define procedures which

will yield meaningful verification data for UFg. UFg is not the

only material form to be verified, hut the various waste materials are

minor in comparison. If UFg cannot he verified, then materials

accountancy as a safeguards concept cannot be used.

The best quantitative measurements of UFg are obtained by weighing

the cylinders to determine the bulk quantity and by taking a liquid

phase sample for chemical and isotopic analysis. Gas phase samples

are often used because they are simpler to take, but they do not reveal

the true concentration of impurities such as HP, UOpF-, or fluorocarbons

(pump lubricants).

Weight measurements to one part in a thousand (o = — 0.1$) are

possible, even on 12=5 ton UFg cylinders. Since the same scale

normally is used for feed and tails cylinders (and possibly also for

product cylinders) systematic weighing uncertainties should largely

cancel out. The inspector will need his own calibration standards,

but those should present no technological problem. Where calibration

is a problem, verification of selected cylinders previously verified

and sealed elsewhere may be a useful substitute.

The stoichiometric concentration of uranium in UFg is a slowly

varying function of the enrichment, but is 67.61 or 67.60$ over the

range of interest (0.3 to 4-0$ U-235). Actual measured concentrations

typically are in the range 67-53 to 67.58$ U, reflecting the presence

of a small impurity level, usually primarily fluorocarbon pump oil.

The usual analytical procedure for liquid phase UFg samples

involves reaction of an accurately weighed sample with water followed

by evaporation and ignition to U,Og. Numerous analytical papers

have discussed the problems of defining and achieving a stoichiometric

U,Og, but an experienced laboratory can report results to five significant

This discussion pertains primarily to enriched UFg product. See
Section VI regarding the verification of feed and tails UFg cylinders.
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figures (O.675XX) with an uncertainty' of no more than * 0.05$
relative. Systematic uncertainty can be kept to ± 0.05$ with careful
work, but in practice often approaches 1 0.1$ relative.

The mass spectrometrie determination of uranium isotopes likewise
can be both highly precise and highly accurate. 0-235 concentrations
often are reported to four decimals (e.g. 3.2791 weight percent U-235).
with uncertainties of ± 0.003 or less (o = ± 0.04$ or + 0.06$ relative) .
The achievement of such precision requires good equipment and careful
work, however. A simple general purpose spectrometer might achieve
only* 0.5% (Ref. 35).

If an inspector wishes to verify the fac i l i ty operator's measure-
ments, he may attempt to do so using non-destructive equipment
(discussed in the next section) or by repeating the operator's
measurements. This latter option involves two difficulties, although
both should be surmountable. One i s that weights must be based on the
operator's weighing equipment, necessitating the provision of known
( i e . , IAEA known) calibration standards. Since the number of safe-
guarded enrichment fac i l i t i e s will always be small relative to the total
safeguarded fuel cycle, "dedicated" calibration standards should be
feasible.

The other problem i s that meaningful samples can only be taken
after the cylinder to be sampled has been heated and homogenized, a
process that usually requires 12-24 hours. Most faci l i t ies will not
have heaters other than those required for routine operations,
although there may be one extra heater for special purposes. Thus
during one inspection man-day an inspector could not sample more than
one or possibly two cylinders, and even this limited effort could
only be achieved through advance co-ordination or through acceptance
of cylinders selected by the facil i ty operator. The inspector could
never expect both to choose the cylinder to be sampled and to take
his sample in one inspection man-day.

Unless stated otherwise, a l l uncertainties are given as standard
deviations and refer to precision only.



B. Ifon-Destractive Verification of DPg

The non-destructive verification of U$V enrichment using the SAM-II
gamma spectrometer has been demonstrated, but the technique has i t s
diff icult ies . Cylinder wall thickness must be controlled or known,
and the best location for making measurements i s not necessarily
accessible under storage conditions. Weller (Ref. 23) also points out
that a difference in wall thickness of 0.01" (0.25 mm) alters the
measured enrichment of DPg product by 2.5$ relative, and cannot be
ignored. Weller also reports a time-heat treatment effect which could
lead the safeguards inspector into erroneous conclusions.

Better results have been reported by Dragnev et al . (Réf. 29)
using a Ge detector, a multi-channel analyser, and an ultrasonic
thickness gauge. The claimed standard deviation i s £ 1.5$ relative,
and the time-heat treatment effect was ~iot observed. Even better
results appear to be possible on tEFV samples.

The NDA determination of total uranium content in. UP, cylinders
has not been examined in detail , and a .successful HDA demonstration i s
not l ikely in the foreseeable future. The large quantity of UPfi in a
cylinder, together with i t s non-homogeneous distribution through the
cylinder volume when in the solid state, makes this determination
virtually impossible.

Some work has been done on neutron measurements, but a useful
technique has not been demonstrated. This topic i s re-considered in
Section VIII.

C. Containment and Surveillance

Wire seals currently in use by Agency inspectors should be equally

suitable for the sealing of UP, cylinders. The fibre optic seal would

be better if it were available for routine use, but the large number of

seals to be used, coupled with the fact that most seals will be removed

within a few weeks after application, makes field verification a

secondary problem. The fibre optic seals might be more valuable for

sealing equipment doors, or for other application where seals will not

be removed or replaced at frequent intervals.

Existing surveillance equipment presents a more serious problem.

Given that a OFg cylinder can easily be wheeled through a portal in

under one minute, a surveillance camera would require reloading about

once every two days. The available TV monitoring unit would last two



weeks as normally operated and probably could "be modified to last close

to two months. In both cases the task of viewing the monitor record

would be formidable. Motion detectors would help, but a combined

motion-radiation coincidence monitor would be better. Such a unit

was mentioned in Section IV, and is discussed in greater detail in

Section VIII.
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VI. OOTLUSE IHSMDCTIQN PROCEDURES

The outl ine procedures preser.ted here are not intended to replace or to

subst i tute for fac i l i ty -spec i f ic SIPs, and no attempt has been made to follow

the SIP outl ine (Ref. 36). Rather, these procedures are intended t o explain

and to amplify the rather b r ie f description of a safeguards s trategy given in

Section HT, and to provide a bas is for the preparation of SIPs ( f a c i l i t y -

specific Safeguards Implementation Pract ices, used by inspectors as a basis for

actual inspection a c t i v i t i e s ) .

Similarly, the procedures presented here are not intended to be applicable

to a l l types of enrichment f a c i l i t i e s . They should be applicable, with appro-

pr ia te modification to f i t individual circumstances, to enrichment f a c i l i t i e s

using the gas centrifuge process and following the Urenco model previously

discussed. Their appl icabi l i ty to other types of f a c i l i t i e s depends, above a l l -

else , on the safeguards s t ra tegy adopted for these f a c i l i t i e s .

The complete cycle of a c t i v i t i e s leading to the development of detai led

routine inspection procedures for a specific f a c i l i t y begins with the

existence of a safeguards agreement and the general part of the subsidiary

arrangements, and with the submission by the S ta te of design information for the

specific enrichment f a c i l i t y to be safeguarded. This information i s used to

prepare a draft Safeguards Implementation Pract ice (SIP) and a draft f a c i l i t y

attachment. The design information and the draft inspection procedures then

are ver i f ied (and probably amended) by inspection. When the design information

has been verif ied, the f a c i l i t y attachment agreed t o , and the SIP f inal ized,

an i n i t i a l inventory statement i s submitted by the S ta t e . Once t h i s has been

verif ied and accepted, routine inspections can begin.

This i s sometimes a long chain of events, involving many meetings and d i s -

cussions. Emphasis here, however, i s placed on three aspects; namely, v e r i f i -

cation of design information, verif icat ion of i n i t i a l inventory, and use of

a l l available data to develop thorough inspection plans.

In a general sense, the objective of any and a l l inspection a c t i v i t i e s

i s to verify the accuracy of statements made by the State or by the f a c i l i t y

operator. In some cases the statement i s implied, as when the i n t eg r i t y of a
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seal is verified or when a surveillance monitor reveals no unexplainable acti-
vity. In other cases the statement is more explicit, as when any of the va-
rious materials accountancy reports are verified. The verification itself may
take numerous forms. Quantitative verification, as when a stated measured
quantity i s independently measured by the inspector, is the form most often
discussed. I t may also be the most reliable. Other forms of verification
which are appropriate under given circumstances include:

(a) Comparison of reported data with data reported by another facility
operator or another State;

(b) Comparison of reported data with other reported data from the same
facility or State, or with internal records;

(c) Verification through C-S devices that previously verified data is
s t i l l valid.

In a l l of these verifications, four basic steps can be recognized. First,
detail plans must be made as to which statements are to be verified (and how
they are to be verified), in order to ensure that the resulting overall verifi-
cation achieves the desired result with maximum cost effectiveness. Second, the
actual observations, measurements or other checks must be made. Third, indivi-
dual items of data must be compared with the corresponding statements, and any
discrepancies must be noted and checked. Fourth, the verification results must
be combined into a statement of the overall conclusion reached and the un-
certainty associated with that conclusion.

In general only the f i rs t three steps are considered here. Ho assumptions
are made as to the separation of field activities from office activit ies, other
than the obvious one that only those activities which must be done in the field
will be done there, and that a l l other activities will be carried out in the
office. Similarly, no assumption is made as to the division of activities be-
tween the regional inspection section and various support or evaluation sections.



35

A. Review of Design Information

The Design Information Questionnaire (Réf. 37), properly completed by the

facility operator (State) iB the foundation of Agency safeguards. It specifies

what materials are to be handled and how they are handled. It defines measure-

ment procedures, where and when measurement are made, and nopefully, measure-

ment uncertainties. It is, in effect, the State1 B statement that the facility,

is a legitimate part of the peaceful nuclear fuel cycle.

This being the case, it is important that submitted design information be

examined and verified carefully. The entire document should be checked for

completeness, and all answers should be checked for correctness, if not by on-

site verification then perhaps by reference to other information sources.

The design information should also be examined carefully to establish

that the assumed safeguards strategy (here based on the Urenco model)

can be implemented, and to identify any modification in the strategy

that may be necessary.

The safeguards strategy as defined in Section IV assumes that most

UF-. feed would arrivé at the facility under Agency seal, having been

verified at the conversion facility. Peed cylinders not previously

verified, however, would be verified at the enrichment facility. The

design review accordingly should establish that seals can be verified

and that measurement procedures for unsealed feed cylinders exist and can be used

for Agency verifications. (See also Section VI.D for proposed inspection

procedures for flow verification).

Similar attention should be given to product and tails measurement

peints. Both materials are first collected in desublimers and then

later transferred to storage/transport cylinders. The exact sequence

of events should be understood by the inspector in detail, preferably

based on actual observation of facility operations. (ftote that while

the Design Information Questionnaire is the official description of

facility operations, no rule prevents the inspector from writing his own

unofficial amplification of that data).
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The safeguaxds strategy assumes that the inspector will not have

access to the centrifuge cascades themselves, but that he «ill have

routine access to all boundaries of the cascade a^ea. These boundaries

should be examined carefully, and all means of entrance and egress should

be identified and recorded» The assumption is that all doorways will

be either sealed or monitored, and the validity of this assumption should

be verified. It would also be well to consider exactly what monitoring

devices will be used, and to verify that they will fit and operate as

intended.

Miscellaneous pipes, etc., penetrating the cascade area from outside

should also be identified and verified. Verification should include

sufficient line tracing to establish the validity of the apparent (stated)

purpose of the lines.

The safeguards strategy also assumes that stored cylinders of product

and tails UP, will be sealed, and that seals will be verified periodically.

The design review accordingly should establish that the method of storing

cylinders will not block access to seals for verification.

Ho assumption has been made concerning the frequency of periodic

physical inventories. (The material balances in Section IV are on a

twelve-month basis because significant quantities are usually considered

to be "per year" quantities). The design information review, however,

should establish not only that proposed inventory procedures are

appropriate, but also that the operator and inspector agree on the

frequency and timing of physical inventories.

B. Verification of Initial Inventory

Given the lack of access to the cascade area and the difficulty of

verifying UPg cylinders in storage, the verification of the initial

inventory at an enrichment facility will present some difficulties. On

the other hand, it should be possible to arrange for inspector presence

and verification during the facility operator's taking of the initial

physical inventory, a procedure which is highly preferable compared to

the more common practice of attempting to verify an initial inventory

report which is already some weeks or months out of date.
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The usual verifications of the basic inventory listing should be performed.

That is, the inspector should verify that all VF, cylinders, traps, and other

inventory items have been listed, that none have been diiplicated, that the stated

quantity data is reasonable and (on a test basis-'), that the stated quantity

data agrees with receipt or operating data. The stated cascade inventory is

not considered to be a part of the initial inventory. It is an important item

of data, however, and should (must) be recorded.

If all or part of the UEV feed is under Agency seal, the inspector should

verify the integrity of the containment by comparing seal numbers and associated

quantity data with that recorded by the inspector who applied the Beals. He

should also verify that seals are intact and show no evidence of tampering. For

those feed cylinders not already sealed, the inspector should perform the fol-

lowing verifications on a test basis and apply Agency seals to all cylinders in

the population.

1. Verify the stated gross weight by re-weighing.

2. Verify the stated tare (empty) weight by weighing one or more comparable

empty cylinders.

»
3> Verify the approximate enrichment non-destructively, using a Ce

detector, multi-channel analyzer, and ultrasonic thickness gauge.
Most or al l UFg feed cylinders on the initial inventory probably

will be stated to contain natural uranium, in which case samples for
accurate mass spectrographic analysis should not be necessary. If
there is a significant feed inventory of recycle uranium and this material
was not isotopically verified and sealed at the conversion facility, the
inspector should arrange that randomly selected cylinders will be sampled
as they are heated and connected to the enrichment cascade.

The words "on a test basis" imply that only a random selection of
items need be verified, and that statistical sampling theory should
be used to determine the number or proportion to be verified.
Note that in actual practice random selection i s essential. A non-
statistical random sample i s permissible, but a statistical non-
random sample is not.
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All cylinders containing depleted UFg (tails) should be sealed,

even though in this instance the stated contents have not been verified,

to prevent the same cylinders'from being presented later as current

production. Since this material either will continue to Bit in

inactive storage or will be returned to the customer (who may himself

only store i t ) the lack of verification need not be of serious concern.

If at a later date the facility operator elects to re-cycle tai ls back

to the enrichment cascade, cylinder weights and enrichments should be

verified as described in Section VI.D below for UPg receipts.

Product UPg cylinders present a somewhat greater problem,

following verifications should be feasible on a test basis.

The

1. Verify the stated gross weight by re-weighing.

2. Verify the stated tare (empty) weight by weighing

one or more comparable empty cylinders.

3. Verify the approximate enrichment non-destructively, using a

Ge-detector,-multi-channel analyzer, and ultrasonic thickness gauge.

4« As cylinders are shipped to fuel fabricators, arrange

for receipt measurement verification of the cylinders

selected for random verification. Even though this

verification may be delayed, it is a necessary part of

the initial inventory verification, in that it provides

the accuracy necessary for material balance uncertainty

calculations.

Chemical traps and other miscellaneous inventory items should not

be neglected. It is difficult to specify verification procedures in

advance. Techniques which might be considered include:

(a) Actual weighing;

(b) Estimation of weight based on total volume and weight

of a sample of similar material;

(c) Sampling for chemical analysis or MDA measurement;

(d) Direct MDA estimation of enrichment.

I
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It should be remembered that this iB the initial inventory, and

that there iB no diversion incentive to over-Btate the inventory to

conceal prior diversions. Such diversions would not be detected in

any event, and would not need to be concealed. On the other hand,

there might be an incentive to understate the initial inventory, as

a preparatory step to conceal planned future diversions. This is the

reverse of the normal situation, and should lead the inspector to

question (verify) inventory line items which appear unusually small

rather than those that appear unusually large.

C. Records Audit Activities

The records audit activities at enrichment facilities are not

significantly different from those at other types of facilities. The

inspector should, either on a 100$ basis or on a test basis, perform

the following verifications:

1. Verify that all UFg feed cylinders reported as shipped by

supplying conversion facilities are reported as received

at the enrichment facilities;

2. Verify that quantity data reported for received DP, cylinders

either agrees with the shipper's data or differs as the

result of valid receipt measurements. In the latter case,

list the S-R difference data for statistical analysis and

evaluation? °

3. Similarly, verify that all product or tails cylinders

reported as shipped were acknowledged as received by the

fabricators or other receivers;

4* Compare unofficial inventory listings prepared by the

facility operator during the physical inventory with

subsequent official PIL reports, and resolve any observed

differences. (in most cases it is the unofficial listing

which is verified. If the unofficial listing and the

subsequent PIL are different, the verification accomplished

nothing);
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6.

Trace selected record entries to source documents, and

verify calculations on source documents;

Compare official reports with internal record entries

and reconcile all differences;

. Compare verified flow measurement data with official

ICR documents. (As with physical inventories, the

quantity actually verified often iB only unofficially

recorded. In order for the verification to have

meaning there must be a comparison between the verified

unofficial data and the subsequent official ICR.)

normal conditions UP, cylinders will have associated with them

a serial number, a seal number, an original or historical tare weight,

and current quantity data. The records audit should include the

establishment of adequate inspection procedures to ensure that none of

this data becomes lost or confused.

D. Flow Verification

1. UF, Receipts. Where UP, arrives under Agency seal, cylinder

and seal numbers should be verified on a ICOjS basis. This need not

be at the moment of receipt, so long as it occurs prior to the facility

operator*s breaking the seal either for sampling or for connection to

process.- If the facility operator wishes to break the seal on a

cylinder of UF, feed for purposes of sampling, the sampling process

should be monitored and the cylinder re-sealed. Normally no Agency

sample would be needed, since the cylinder was verified at the conversion

facility, but the inspector may wish to obtain verification samples on a

reduced test basis to provide material balance uncertainty data.

Where UP, arrives unsealed, cylinder weights should be verified and

Agency seals should be applied. Samples for Agency verification of

isotope ratios should be taken on a test basis. If the facility operator

does not routinely sample incoming UP,, this verification can be delayed

until the cylinders are transferred to the process MBA. If possible,

liquid samples should be taken so that the chemical analysis can alBO be

verified.
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2. trey Transfers to the Process MBA. There Bhould be no transfers

of UF, to the process MBA except in cylinders bearing intact Agency seals.

These seals should be verified on a 100$ basis, and the connection of

the cylinder to the cascade feed manifold should be observed. Considera-

tion should be given to sealing either the connection or the autoclave

while the cylinder is in place. Since the cylinders were Bealed, no

quantitative verification is necessary.

The removal of empty feed cylinders from the cascade manifold

should be observed, with the cylinder serial number being compared to

the number of the cylinder attached. Tare weights Bhould be verified

on a test basis.

3. ' UP, Product Removals from the Process MBA. The verification

of product UP, removed from the process MBA will depend somewhat on the

exact mode of facility operation. In the assumed model facility, it is

understood that the product deBublimers will be significantly smaller

than the transport cylinders, such that several desublimer-transport

cylinder transfers will be needed in order to fill the latter. It

should be possible, however, to seal the connection of the transport

cylinder to the desublimer manifold, thereby preventing (detecting)

transfers to cylinders other than the stated cylinder. The following

inspection procedures should be followed.

(a) Observe (verify) the empty weight of a product cylinder,

and apply an Agency seal to the connection of the

cylinder to the desublimer manifold. Record the date,

cylinder number and empty weight, and seal number.

(b) When the cylinder is full, observe the breaking of the

original seal, and record date and seal number.

(c) Observe the operator's homogenization procedure and

obtain an Agency verification sample on a test basis.

(d) Observe and verify the operator's gross weight

measurement. *•

(e) Apply an Agency seal to the full cylinder, and record

all pertinent data.

(f ) Measure the approximate enrichment using a Ge gamma detector

and analyzer.
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4. UFr Tails RemovalB from the ProceBB MBA. Since the tails

assay does not vary significantly or rapidly under stable operating

conditions, the facility operator may not sample DPg tails for isoto-

pic composition with the same frequency as for product. The actual

sampling point used by the facility operator should "be used by the in-

spector to obtain verification samples on a test basis. The facility

operator will know which cylinders were selected, but the usual require-

ment that the operator should not have this information is in this case

not essential. The tails assay of an enrichment cascade normally is

stable or only slowly varying, such that large rapid fluctuations would

in themselves be cause for question. The low strategic value of tailB

UP, moreover, hardly justifies amy extensive verification effort. HL-

nally, the inspector can easily show statistically that his own estimate

of assay does or does not agree with the facility operator's stated

mean tails assay.

All tails cylinder gross weights should be verified, presumably

by observation of the facility's own weight measurements. All cylinders

should be sealed, even if for some reason the weight verification could

not be performed. As was noted under initial inventory, the purpose

of this sealing is to prevent the cylinder from being presented to the

inspector more than once, as freshly withdrawn material.

5» OF,- Tails or Product Shipments. Since all tails and product

cylinders supposedly were verified and sealed at the point of removal

from the process NBA., there should be no shipments of either product

or tails UFg except in cylinders bearing intact Agency seals. TheBe

seals should be verified on a 100$ basis, and Beal records should be

provided to inspectors responsible for safeguards at the receiving

facilities. The final verification, insofar as the enrichment facility

iB concerned, occurs when the cylinders arrive, with seals still intact,

at the intended user.

6. Other Removals from the Process MBA. Under normal conditions

there Bhould be no transfers to the process MBA other than DPr feed.

o
However, the process MBA will have associated with it a number of

- chemical traps, etc., and these will from time to time require removal
and replacement. A valid quantitative verification of the U and U-235
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content of these traps probably is not possible. (Indeed, the operator's
own statement of U and U-235 content may only be an estimate). Neverthe-
theless, the following verifications are important and should be attempted
on a 10055 basis*

(a) A verification that the enrichment of the material removed

is not higher than the stated maximum for the facility.

Assuming that the operator's stated U-235 content is small

(i.e., of little or no safeguards significance), a verifi-

cation that the true quantity is indeed small.

(e) If the operator's-stated U-235 content is significant, an

approximate verification that the stated quantity is

correct.

The fact that discards (other removals from the process MBA) are

stated to be small does not completely eliminate the need for some

sort of verification. If the facility operator subsequently finds

that he has a large MUP, he nay offer the explanation that the discarded

chemical traps obviously were understated. This has happened many

times with many types of facilities, and the inspector's only capability

to verify the explanation comes from having performed at least semi-quantitative

verifications on a routine basis. Kote that in many cases considerable

uncertainty is tolerable. For example, if the stated quantity is

1 gran U-235, a verification that the true quantity is less than 10 grams

would be fully acceptable.

E. Physical Inventory Verification

All or nearly all of the stored UFV inventory should be under Agency

seal, and the physical inventory verification will consist almost

entirely of seal integrity verification. Note however that the

inspector in this case has his own book inventory listing of the

cylinders, quantities, and seal numbers which should be present, and that

the operator's physical inventory listing must be audited carefully for

discrepancies between the two lists.

Each enrichment cascade has associated with it a feed cylinder, a

product desublimer, and a tails desublimer, and each of these should be

valved off and inventoried. The easiest procedure usually is to wait

until the feed cylinder is empty and would be switched anyway, and to

change product and tails desublimers at the same moment. The new feed
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cylinder is inventoried as having been in feed storage, so that the

procesB MBA inventory consists of an empty (or nearly empty) feed

cylinder plus the content of the two deBublimers, plus any other

inventory items that may be present. The physical inventory in the

cascade itself is unknown and is not recorded.

Where a facility contains more than one cascade, and therefore

more than one set of feed cylinders and desublimers, it is not necessary

that all he inventoried at the same exact moment. On the assumption

that all cascades will change feed cylinders within a two or three-day

period, the physical inventory of each can be determined in sequence,

as the feed cylinder changes occur.

Unsealed items on the physical inventory listing of course should

be verified. Unless the number of such items is large, 100$ verifi-

cation should be used.

V
P. Containment and Surveillance

The use of seals on UFg cylinders has been discussed throughout

this report. Except for tails UFV, these cylinders will come and go

with relatively short residence times, and the only seal verifications

needed will be those'performed just prior to shipment or just prior to

breaking the seal for process use. So also all connections to the

process MBA should be sealed (feed, product, and tails), with seal

verification being needed only just prior to the legitimate breaking

of the seal.

In addition, the proposed safeguards strategy assumes that all

entrances to the cascade areas themselves will be sealed or monitored.

The integrity of doorway seals should be verified daily (omitting

weekends unless an inspector presence is otherwise required), and a

record should be maintained of the dates and times of all verifications.

If the verification of these sealB does not automatically lead to a

verification of the integrity of the cascade building itself, this

verification should be performed at least weekly. This too should be

carefully recorded.
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Where monitors are used, the degree of verification will depend

heavily on the nature of the monitor and the extent to which signals

(e.g., photographs) are recorded. For a unit which is easily checked

and reset perhaps weekly intervals would be appropriate. Film or TV

cameras of course should be reloaded prior to consumption of all

available record space. Since it is assumed that an inspector will

be present on most or all -normal work-days, more frequent examination

should be feasible.

V
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VII. LIMITATIONS

A. Limited Inspector Access -

Inspection access to enrichment facilities may be limited in two

respects. First, the facility (State) may choose to ask that some

portion of the facility te incorporated into a special material balance

area to which the inspectors would' not be allowed access. Under HPT

this is provided for in Section 46(b)(iv) of INFCIRC/l53. Ho similar

provision exists in IHPCIRC/66, but under non-BPT safeguards agreements

safeguards are applied only to the specific facilities or parts of

facilities stated in the agreement. A State accordingly could achieve

the same effect (as INPCIRC/153, Section 46) by excluding the "non-access"

area from the safeguards agreement. This assumes, of course, that the

enrichment facility or the technology to construct it were not obtained

from another State. Where such technology transfer occurs the appli-

cation of safeguards normally is part of the transfer agreement.

Second, INFCIRC/153» Section 80, specifies the maximum routine

effort for various types of facilities. Application of the rules stated

there would not permit continuous inspection (one inspector, 365 days

per year) at facilities with annual throughputs less than 663 ekg. At

a nominal product enrichment of 4$ U-2351 this corresponds to about

410 t U product per year, or perhaps 1700 t/a SW . Thus larger

facilities would qualify for continuous inspection, but pilot facilities

would not. Ho similar provision exists in INPCIRC/66. All enrichment

facilities safeguarded pursuant to IHPCIRC/66 would qualify for

continuous inspection.

The effect of the first potential limitation (a non-access area)

will be highly dependent on the individual facility. Por the Urenco model

facility it appears that even at 3000 t/a SW the total U-235 inventory

in the cascade areas will be on the order of 4 kgs. The possible

diversion of this quantity cannot be excluded, but the magnitude appears

acceptably small. Other facilities will have to be examined on a

case-by-case basis.



47

Attention should also be drawn to paragraph 4c of Annex A, which

states that the inspectors should have access to all boundaries of the

special NBA. If this access-is not allowed, inability to establish

containment and surveillance around the special MBA may also constitute

a significant limitation.

The effect of the Becond potential limitation (allowable man-days)

is not completely clear. The proposed safeguards strategy assumes that

all product cylinders will be sampled for independent verification, and

the outline inspection procedures assume that thiB is done in parallel

with the operator's own sampling. Small facilities, however, are not

likely to produce a full product cylinder every day. Some C-S devices

Bhould also be checked frequently, but not necessarily every day.

It appears that the question of the inspection effort needed at an

enrichment facility should be studied further. For smaller facilities

the conclusion may be that a continuous inspector presence near to the

facility (e.g., stationed in the same town) may be essential to

facilitate scheduling, but that actual inspection effort on a daily basis

will be required only when the facility1 s own schedule involves one or

more measurements per day.

It should be noted that pending completion of this study some Member

States may be willing to allow a continuous inspector presence even when

this is not permitted by MRIE calculations.

B. Starting Point of Safeguards

If an enrichment facility is to use a clandestine feed material to

produce a clandestine product, the assumed clandestine feed must come

from some conversion facility. The possible existence of an undeclared

feed conversion facility perhaps can never be excluded, but one could

be more confident in safeguarding against the production of undeclared

product if he could be certain that the necessary clandestine feed could

not be supplied from any known conversion facility. In other words,

safeguards for enrichment facilities would be improved by* the application

of safeguards to the associated conversion facility.
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Under non-KPT agreements, safeguards are applied to those facilities

specified in the agreement. Thus if the conversion facility iB

specified it can toe safeguarded, and if it is not specified it cannot.

Under HPT safeguards the situation is lesB clear. Section 34c of

IHFCIRC/153 provides for the application of safeguards only to the

-, product leaving the conversion facility. Without input accountability,

however, the possibility of clandestine output can never be excluded.

The effect of this limitation is not easily quantified. Where

international transfers are involved it nay be minor. Where a

"conversion" facility produces a variety of products (UCL, UP., UPg,

etc.) for an equal variety of uses and customers, the inspectorate may

not be able to develop any significant confidence that it knows the

ultimate destination of all material produced.

C. Discards and Accidental Losses

UFg is a corrosive gas, and despite all reasonable precautions

it is occasionally vented to the atmosphere from failures in enrichment

cascade components. Estimates of the amount vented often are poor,

and inspector verification of these estimates is usually impossible.

The use of fictitious accidental losses (or real ones with inflated

loss estimates) to conceal diversion cannot be precluded. Note,

however, that while the recording of a high loss cannot be proved to be

a diversion, the lack of any significant losses is proof that diversion

has not been concealed by this mechanism.
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V I I I . SUGGESTIONS FOR KTRTHER E£D EFFORT

A. Minor Isotope Technology

Blumkin and von Halle, in their extensive analysis of minor isotope

ratios in enrichment facilities (ref. 7), conclude that inspector evalua-

tion of minor isotope ratio data can provide useful supplementary safe-

guards information. It iB not clear, however, that these conclusions

apply to a centrifuge facility with a low cascade inventory and relatively

short equilibrium times: One might also question whether tue minor ÎBO-

tope ratio data is needed, since the safeguards system described in

sections 17 and VI appear adequate. Nevertheless, the technique has

certain advantages, such as non-intrusiveness, which make it attractive

for safeguards. It is suggested here that further work might be appro-

priate in at least the following areas.

V
1) What is the ultimate sensitivity of minor isotope radios

under routine conditions?

2) Assuming without evidence that this sensitivity is not as

high as might be desired, what are the limiting factors

and what can be done to improve their sensitivity?

3) To what extent can the facility operator, by operating in

an abnormal manner, defeat minor isotope safeguards or

reduce their sensitivity? For example, what is the effect

of alternating feed cylinders of natural uranium and

recycle reactor uranium? Of deliberately introducing

oscillations into the tails assay?

The possibility of using dynamic pulse techniques for cascade inven-

tory measurements pulsing material with high (or low) U-236 content, also

needs further study. Even if such techniques prove to have a relatively

large uncertainty their use could reduce the uncertainty in the otherwise

unverified cascade inventory from i 100 % to perhaps Î § - 10 %.

B. Non-Destructive Measurement Technology

Since the more important scenarios for diversion from an enrichment

facility assume that some portion of the available nuclear material would

t first be enriched to some higher enrichment, a non-destructive device
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capable of detecting high enriched uranium would be a useful supplementary

inspection tool. Some work has been done in this area, primarily with

neutrons from own reactions or with active neutron interrogation. The

first method relies on the fact that U-234 is necessarily enriched in paral-

lel with U-235• Alpha particles from U-234 (with half-life of 2.4 X 105

years) cause «-n reactions in fluorine, the latter of course being essen-

tially constant throughout the enrichment process. The active neutron in-

terrogation, of course, seeks to measure fission neutrons from U—235 under

controlled conditions.

The definition of "high enriched" is not overly important. Clear

detection of say 20% U-235, with enrichments between t$ and 20% being

not reliably distinguishable from the declared maximum enrichment of

4$ probably would be acceptable. On the other hand sensitivity is

important. It is pipes, traps,'contaminated equipment, etc. which are

to be checked, not cylinders of UPg. The latter will be more carefully ,'

verified as a part of routine safeguards.

j
The value of the Ge gamma spectrometer as an enrichment meter

* - •

remains to be determined. It seems likely that considerations of

measurement precision will require the use of mass spectrometrically

analysed samples for most routine verifications. The Ge technique

deserves further study, however, to define fcne best achievable accuracy

and the measurement technique needed to achieve that accuracy.

C. Containment, and Surveillance Technology

Reference has been made to' the work reported by Hammond and Stieff

(ref. 11) and by Chambers & Ney (ref. 15). 14i ref. 38 Chambers describes

a personnel portal monitor combining motion detection and high sensitivity

gamma detection to cause audible alarms and to trigger a recording camera.

Claimed sensitivity is 50 grams of unshielded U-235 moving through a

corner least favorable for detection. A similar system for larger

(vehicular) portals is also described. While the data reported appear

to be adequate to justify, .a suggestion that installation in a safeguarded

facility be considered, a preliminary test in an operating facility was

not completely satisfactory. There may also be other monitor systems which

should be considered.

L.
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ANNEX A

CONCLUSIONS AND RECOMMENDATIONS OP THE ADVISORY GROUP ON SAFEGUARDS
FOR URANIUM ENRICHMENT FACILITIES

Tokyo, 7 - 1 1 March 1977

1. The Advisory Group notes with pleasure the extensive data which

was presented "by several participants, describing the current

status of uranium enrichment activities and plans in their

countries. The Advisory Group expresses its sincere thanks to

those participants for their co-operation and assistance.

2. A reasonably exact calculation of the facility operator's

material balance uncertainties requires a careful consideration

of a number of factors, such as the extent to which systematic

errors nay in fact tend to cancel, or the extent to which failure

to analyze all batches may increase the overall uncertainty.

Nevertheless, the Advisory Group concludes on the basis of the

data provided during the meeting that earlier estimates of

+ 0.1-0.2$ (one standard deviation, expressed relative to U-235

contained in feed) should be achievable for facilities based on

the centrifuge .process. The group also recognizes that a major

contribution to these errors comes from systematic errors. The

group suggests that the final report of the Advisory Group should

include a detailed calculation of the probable material balance

uncertainty for various model facilities.

«

3> The Advisory Group recognizes within the scope of its mandate

the existence of two broad classes of diversion hazards, namely:

(a) Diversion of any of the declared materials existing in the

facility, with or without falsification of material balance

data in an effort to conceal the diversion;

(b) Use of the safeguarded facility for the production of uranium

of a higher enrichment than declared, followed by diversion

of this high enriched material. This "mis-use" of the facility"

might or might not be accompanied by the introduction of

undeclared feed material.
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While it is evident that all diversion strategies must be con-

sidered! the group places special emphasis on protection against

strategies involving material of high strategic value.

4. The Advisory Group concludes that the following principles are

essential for the effective safeguarding of uranium enrichment

facilities:

(a) Independent inspector verification of the operators

safeguards relevant material accountancy data;

(b) Assurance of continuity of knowledge for the safeguards

inspectors by providing for:

(i) access to all safeguards-relevant data;

(ii) opportunity for verification of the data;

(iii) application of appropriate containment and

surveillance measures;

(c) Routine inspector access to all parts of a uranium

enrichment facility except those designated as limited

or non-access areas. In particular, where such areas

are designated the inspector should have access to all

boundaries of those areas. The size of any limited

and/or non-access areas should be kept to the minimum

possible.

5. The Advisory Group considered, in particular, a specific

centrifuge plant design which had a non-access area con-

taining the enrichment cascades. This non-access area was

stated to contain only a very small part of the facility

inventory of nuclear material. The Advisory Group agreed in general terms

on a safeguards strategy for this particular case which is expected

to be both effective and practicable. The group understands

that this safeguards strategy will be elaborated in" detail

by the Agency and will be circulated to the members of the

group for review and comment.
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;• 6. With regard to continuity of knowledget the Advisory Group notes

that the HECE forseeen in IMPCIRC/l53, paragraphs 79 and 80, may

not always be sufficient to achieve continuity of knowledge and

to maintain an effective independent inspector verification

capability. The group therefore recommends that case studies

be carried out to assess the inspection effort actually required.

The group also notes that where necessary some Member States may

be willing to accept continuous inspection even though this may

exceed the MRIE calculated pursuant to IHPCIHC/l53-

7. The Advisory Group notes that the safeguards strategy discussed

for a specific uranium enrichment facility based on the centri-

fuge process is not necessarily applicable as such to other

centrifuge facilities or to facilities using other processes.

These other facilities should be subjected to case-by-case

analyses. A particular strategy applicable to gaseous diffusion

facilities was outlined by the French advisor, but was not

discussed in detail by the Advisory Group.

8. The Advisory Groap recommends that at an early date the Agency

should convene a meeting to further examine safeguards for uranium

_ enrichment facilities, and to discuss in detail the question of

inspection effort required in such facilities.

9. The Advisory Group was not able to come to a definite conclusion

regarding a design information questionnaire. The group accordingly

recommends that further consideration should be given to this

. subject, preferably at the proposed next meeting.

0- 10. The Advisory Group notes that safeguards systems should be kept

«• under continuous review. A number of areas were identified where

further research or development effort is needed. The group also

notes that all advisors present expressed a willingness to assist

in this effort. The group encourages the Agency to take an active

role in co-ordinating this work.


