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ABSTRACT

A comprehensive and flexible terminal support facility
is being designed to provide the necessary interactive man-
machine interface for REDNET, a distributed data acquisition
system for nuclear research reactors. Host processors and a
large number of terminals are linked via three physically
independent but interconnected terminal support subsystems,
which use in-house developed equipment based on cable TV
technology. The CCITT X-25 protocol is supported, and virtual
circuits are used for communications between terminals and
software functions in host processors. This paper presents the
requirements and conceptual design of the major terminal support
components.
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1. INTRODUCTION

The REDNET distributed multi-processor system is
being developed at Chalk River Nuclear Laboratories (CRNL)
to replace obsolescent data acquisition equipment in use at
the NRX and NRU research reactors [1]. The REDNET system
incorporates advanced system concepts to provide enhanced
capabilities for operators, experimenters and system
personnel. These new technologies are being investigated
with a view to their potential application in the CANDU
power reactor program.

A system requirement is the availability of
effective interactive man-machine interfaces to provide
facilities for:

direct interaction with experimenters,
continuous monitoring of experiments,

- on-line data manipulations,
examination of historical data,
program development and debugging, and
jargon-free communication.

Terminals are distributed around the site at
locations best suited to serve the user community. Moreover,
changes are expected in the number of terminals and their
locations to reflect the evolving experimental and opera-
tional needs, and these changes are to be accomplished with
a minimum disturbance to the system operation-

2. TERMINAL SUPPORT DESIGN CRITERIA

The REDNET user community consists of two groups:
system personnel, and experimenters and operators.

System personnel, who are expected to be fully
conversant with the overall system operation, are to access
each REDNET function at a terminal by specifying the name
of the desired function, without having to identify the host
processor. Since the function may be available in a number
of REDNET host processors, the terminal support facility is
to allocate the host that is currently ready to provide the
function.

A system user should also be able to access a
function in a specific host processor, and to establish a
communications link with another terminal by giving the
remote terminal's identity.
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Experimenters and operators, on the other hand,
need access to only a limited number of well-defined system
functions, and they must be able to call up these functions
with simple procedures based on menu techniques and function
keys .

Furthermore, a user in this group should, with a
simple action, be able to force any terminal to revert from
its current state to a standard "home" state, where the
terminal displays the basic user's menu and awaits requests
via the terminal's function keys.

In addition to the user considerations, the
terminal support facility should also permit software
functions in host processors to establish communications
links and carry out data exchange with remote terminals and
functions.

3. TERMINAL SUPPORT IMPLEMENTATION

Host processors and terminals will be linked
together via three physically independent but logically
interconnected Terminal Support Subsystems to provide
separable communications [2], as shown in Figure 1.
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FIGURE 1: REDNET Terminal Support Facility
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In the current phase of the REDNET project, only
the NRX and Global Subsystems are being implemented. The
NRU Subsystem will be installed later.

The NRX Subsystem links together two MODCOMP IV/35
host processors and about ten terminal devices, and is
located entirely within the NRX research reactor building.

The Global Subsystem extends around the site to
link together host processors (including the CDC computer
complex) and terminal devices in other buildings. The two
subsystems operate independently but terminals and
processors on one are able to communicate with those on the
other via the Inter-Channel Communicator.

The key feature of the REDNET terminal support
facility is the use of virtual circuits for communications
(see Figure 2). Once a virtual circuit has been established
between, for example, a terminal and a software function,
data exchange can be carried out between the two as if there
were a physical link between them.
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FIGURE 2: Communications in REDNET Terminal Support
Facility
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TIIP jiioni.noring and control of both the virtual
circuits and the d'*':a flow in them are provided by the
Terminal Pr.pnort Subsystems, Inter-Function Communicators
and Menu Support Packages.

4. TERMINA.L SUPPORT SUBSYSTEMS

Each Terminal Support Subsystem (TSS) provides
dynamically assignable interconnections for all communica-
tions between terminals and host processor functions in the
REDNST system.

4 .1 Physj ca.1 Description

ftach subsystem uses a CATV-type coaxial cable co
distribute data, with terminals and host processors accessing
the subsystem facilities via modems. Cables may be extended
when necessary to cover other areas, and modems may be
connected or disconnected at any time, even during system
operation.

The computer modems use the CC1TT X.2 5 protocol
[3] for communications with the REDNET host processors,
while each terminal modern supports a local protocol matched
to the attached terninal type.

Each local protocol is translated into an internal
TSS protocol used for transactions between modems. This
internal protocol supports virtual circuits dynamically
established between terminals and/or X.2 5 logical channels.

Modems have access to a common RF channel which
consists o." a transmit carrier frequency in the 5 to 115 MHz
band operated as an "up-link", and a receive carrier
frequency in the 160 to 260 ME.?, band operated as a "down-
link" . The translation from "up-lirk" to "down-.1 ink"
carrier frequency is carried out by a remodulator at one end
of the cable run.

The modem RF components support a 50 kBaud data
rate with a bandwidth (including guard bands) of 200 kHz.
Based on previous experience with similar RF components [4],
error rates ever the ceble of less than one in 10^ bits
aro expected.

To avoid common-mode failures, dual redundant
remodulators.. line amplifiers and other active components
are used.

The communications channel is shared by each.
modem using a CRNL-developed time division multiplex method.
Each m.)dfin he.s access to a guaranteed minimum data trans-
port capacity. A higher capacity is also available to the
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modem on a "burst" basis, and is shared by all modems on a
subsystem.

For modems that have much higher data transport
requirements (e.g. modems for processors and line printers),
a second RF channel is available. Instantaneous access to
this channel is not guaranteed but the channel utilization
is more efficient.

In addition to the modems, each subsystem includes
the following hardware:

i. a Diagnostic/Test Monitor for performance monitor-
ing and fault diagnosis,

ii. a pair of Arbiters for maintaining a dual redun-
dant functional-to-physical address list necessary
for the TSS addressing feature, arbitrating the
"burst" requests and performing some subsystem
housekeeping functions, and

iii. an Inter-Channel Communicator for controlling the
coupling of virtual circuits between subsystems.

4 .2 Operating Features

4.2.1 Virtual Circuits

All transactions in the subsystems take place over
virtual circuits (VCs) (see Figure 2). Each end of a VC is
"attached" to a terminal or an X.2 5 logical channel. A VC
is dynamically established from a terminal by entering a
connect command:

#CN name, data

where # is a prefix to indicate to the terminal modem
that the following text string is to be inter-
preted as a command;

CN is the connect command mnemonic;

name is the desired function or terminal name; or is a
concatenation of host processor and function
names if the function on a specific host is
required; and

data are optional data for the function.

Alternatively, a VC is established from a pro-
cessor with an X.2 5 "call request" packet.



A-Jinor •--. 'JC has been established, the terminal or
sorcwcire function at each end of the VC is supplied by the
TSS with type codes to identify remote terminal type or X.2 5
logical channel. The type codes permit software functions
to make use of any special terminal features (e.g. graphics
and color) that may be available.

The VC is deallocated either from the terminal by
the release command:

#RL

or from the processor with an X.25 "clear request" packet.

Data transfers over established VCs take place in
full duplex with a choice of transmission modes in each
direction. Modes supported are: character by character,
line by line and block by block.

Permanent VCs, established at system generation
time, are available for the TSS and the host processors to
monitor the performance of each other.

4.2.2 Addressiny

The TSS addressing capability enables a function
to be accessed either in any suitable host processor (as
chosen by the T33}, or in a particular processor (as directed
in the "connect" command) . In the first case, only the
function name needs to be supplied when establishing a VC,
while in the latter case, a concatenation of the processor
and function names is needed.

Within the TSS, addressing is a distributed function
resident partially in each modem and partially within the
Arbiters. Each modem has a short list of commonly used
functions or terminals with their physical addresses, and has
access to a larger master list in each Arbiter. In the
unlikely event that both Arbiters fail, the modems can con-
tinue to provide the addressing service using the local
lists•

If a function is supported in several host pro-
cessors, the function will have more than one physical
address in the address lists. When establishing a VC, if the
host identity is not supplied, the TSS will automatically
request a connection to the function in different hosts in
sequence until successful.

The Arbiters maintain up-to-date master address
lists by interacting at regular intervals with the host
processors on each subsystem over permanent, virtual
circuits.
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4.2.3 Terminal Modem Features

Since terminals with different capabilities are
used in the REDNET system, the terminal modems facilitate
keyboard entry by providing the following minimum local
features where necessary:

i. echo of characters as they are typed in, and

ii. text editing functions such as character delete,
line delete and horizontal tabulation.

The terminal modems also provide a macro-like
facility whereby a single character input from the terminal
can be expanded into a command string which is then pro-
cessed normally by the TSS. In the REDNET system, this
feature will be used to force a terminal into the "home"
state (see Section 2.1).

5. INTER-FUNCTION COMMUNICATOR

The Inter-Function Communicator (IFC) is a group
of programs in each REDNET host processor that enables
several software functions within the host to communicate
with the Terminal Support Subsystem. It employs the X.2 5
protocol for all interactions with the subsystem, and, in
effect, extends the X.25 logical channels from the TSS
virtual circuits to the software functions in the host (see
Figure 2).

5.1 IFC Services

A number of IFC services are available to both the
software functions within the processor and the TSS.
Software functions invoke the services by submitting i/o
requests to the IFC through the executive services of the
operating system, while the transactions with the TSS are
carried out by exchanging X.2 5 packets containing directives
or data.

5.1.1. Connect Service

A connect service request from a software function
is used for establishing a communications link with a named
terminal device or another function in a host processor.
The IFC reserves a logical channel, and a "call request"
packet is forwarded on that channel to the TSS for final
resolution. The logical channel is actually allocated for
transactions only after the TSS returns a "call connected"
packet.

An "incoming call" packet from the TSS represents
an attempt to establish a communications link with a soft-
ware function, and specifies the logical channel to be used.
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If ~;K? .inrli ",nto i 'inaction is available in the host processor,
it. is p.ctivatei and the logical channel is allocated for
transactions with the function.

The function in. either case is given the logical
channel "allegiance", which means that only this function
can receive data on that channel.

5.1.2 Disconnect Service

A disconnect service request on a logical channel
from a software function forces the IFC to deallocate the
chanael and forward a "clear request" packet to the TSS.
The latter then returns a "clear confirmation" packet to the
IFC when the logical channel has been freed and the remote
terminal or function has been notified.

If the "clear indication" packet is received from
the TSS, the IFC deallocates the specified logical channel
and aborts the activation of the software function
associated with that channel.

5.1.3 Transfer/Accept Allegiance

Transfer allegiance is a service provided by the
IFC to enable a function that currently has a logical
channel allegianr.e {and henca the right to receive data on
that logical channel) to transfer it to another function in
the processor. This special service is available only for
software functions and has been provided to satisfy require-
ments for the experimenter and operator level terminal
support in the REDNET system (see Section 6).

Actual transfer of allegiance only takes place
after the recipient function has submitted an accept
allegiance request to the IFC.

5.1.4 Send/Receive Data

A send data service request from a software
function causes the IFC to assemble the supplied data into
X.2 5 data packets, and pass them to the TSS on the specified
logical channel for transmission to the remote function or
terminal.

The receive data service request from software
function causes the IFC to monitor the specified logical
channel for data packets arriving from the TSS, provided
that the function has the logical channel allegiance. When
data are received on that channel they are transferred to
the function.
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If data packets are received by the IFC on a
logical channel currently in use prior to a receive data
service request, the data packets are saved until the
correct function makes a request to receive the data.

5.2 Software Structure

The IFC consists of three modules: Doorman, Modem
Receiver Task and Modem Transmitter Symbiont (see Figure 3).
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FIGURE 3: Structure of Inter-Function Communicator

Doorman

The Doorman, the main control and monitoring
module of the IFC, is a symbiont* that interfaces the
software functions in the processor to the TSS. Its
activities are:

i. monitoring and control of logical channels and
their utilization;

ii. receipt and processing of service requests from
software functions for establishing communications
links and for data exchange with remote terminals
and functions via the TSS;

*A symbiont is a special privileged task that processes i/o
requests directed to it by the executive services of the
operating system, and operates as an intelligent device
handler.
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iix. acceptance and processing of X.2 5 packets on each
logical channel from the TSS (via the Modem
Receiver Task), and transmission of data to the
appropriate functions;

iv. assembly of dar.a from software functions into X.25
packer .-and transmission of the packets to the TSS
(via the Modem Transmitter Symbiont);

v. performance of software function activations and
deactivations as necessary; and

vi,. maintenance of address lists in Arbiters on
request from the TSS.

Most of the X.2 5 packet level (Level 3) services
are performed by the Doorman. The packet REJECT service,
which is designated as optional in the X.2 5 recommendation,
is not implemented since it involves the overhead and added
complexity of maintaining a queue of unacknowledged packets
for each operating logical channel.

5.2.2 Modem Receiver Task

The Modern receiver Task (MRT) constantly monitors
th^ host processor1G X.25 link level (Level 2) interface
with the TSS, and awaits frames from the TSS.

In addition to the link level supervisory and
control services, the MRT ensures that information frames
are received in correct sequence, and passes to the Doorman
the X.2 5 packets contained in the information field of the
valid franes. If errors are detected in the frame sequence,
retransmission of frames is requested from the TSS.

The [IRT also monitors the acknowledgement of the
frames received by the TSS. If it detects that TSS is not
receiving frames in correct sequence, or if a retransmit
request is received from the TSS, the Modem Transmitter
Symbiont is asked to retransmit the necessary frames.

5.2.3 Modem Transmitter Symbiont

The Modem 'Jransmitter Symbiont (MTS) operates on
requests from the Doorman and MRT modules to transmit frames
to the TSS. It assumes that the frames are received in the
X.2 5 link level format. The MTS supplies the frame sequence
numbers and maintains a queue of unacknowledged frames which
are retransmitted if and when indicated by the MRT.
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6. MENU SUPPORT PACKAGE

The Menu Support Package in the host processor is
designed to provide the experimenters and operators with a
man-machine interface enabling simplified access to system
functions. This package is activated whet, a user forces a
terminal to revert to the standard "home" state by pressing
the designated function key (see Section 2.1). Upon activa-
tion, the basic menu is displayed on the terminal screen,
following which the package awaits further input from the
terminal keyboard.

If a user enters a function request by keying in
parameters and pressing a function key, the text string is
transmitted by the TSS to the Menu Support Package, which
decodes it and activates the necessary software function.
The allegiance of the logical channel on which the trans-
actions are occurring is transferred to the function so that
the latter can carry out interactive dialog with the user,
if necessary.

After the function has completed direct inter-
action with the user, the logical channel allegiance is
transferred back to the Menu Support Package, which then
resumes monitoring terminal input for further function
requests.

7. CURRENT STATUS

Prototypes of the TSS modems have been built and
are undergoing extensive testing. The terminal modem
software and the TSS internal protocol are operating, and
further refinements in addressing and failure recovery
functions are being implemented. The X.2 5 software for the
computer modem is being designed.

The preliminary design of the IFC and the Menu
Support Package is complete, and detailed design of these
modules is in progress.



- 238 -

8. REFERENCES

1. YAN, G., L'ARCHEVEQUE, J.V.R. and WATKINS, L.M.,
"Distributed Computer Control Systems in Future Nuclear
Power Plants", Nuclear Power Plant Control and
Instrumentation, Vol. II, International Atomic Energy
Agency, Vienna, 1978.

2. CAPEL, A.C and YAN, G. , "Distributed Systems Design
Using Separable Communications", IWG/NPPCI Specialists'
Meeting on Distribute^ Systems for Nuclear Power
Plants, International Atomic Energy Agency, May 14-16,
1980.

3. "Provisional Recommendations X.3, X.25, X.28 and X.29
on Packet-Switched Data Transmission Services", Inter-
national Telegraph and Telephone Consultative Committee
(CCITT), Geneva, 1978.

4. CAPEL, A.C., YAN, G., "An Experimental Distributed
System Development Facility", IEEE Trans, on Nuclear
Science NS-2 4, No. 1, pg. 395-400, February 1977.


