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INTRODUCTION

For approximately the last five years, Westinghouse has been involved in the design
and licensing of a distributed microprocessor based system for the protection and
control of a pressurized water reactor nuclear steam supply system. A "top-down"
design methodology was used, in which the system global perforrrince objectives
were first specified, followed by increasingly more detailed design specifications
which utlimately decomposed the system into its basic hardware and software
elements.

The design process and design decisions were influenced by the recognition that the
final product would have to be verified to ensure its capability to perform the
safety-related functions of a class IE protection system.
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The verification process mirrored the design process except that it was
"bottom-up" and thus started with the basic elements and worked upwards through
the system in increasingly complex blocks.

It is our intention in this paper to concentrate on a number of areas which are of
interest in a distributed system. Some are unique to distributed systems, while
others are considerations in any control and protection system.

Two systems will be discussed. The first, the Integrated Protection System (IPS) is
primarily responsible for processing signals from field mounted sensors to provide
for reactor trips (scrams) and the initiation of the Engineered Safety Features
(ESF). The Integrated Control System (ICS) which is organized in a parallel
manner, processes other sensor signals and generates the necessary analog and
on-off signals to maintain the plant parameters within specified limits.

Since the IPS in general represents a more limiting case, the majority of the points
discussed will make reference to the IPS, however, in most cases the same factors
are a consideration for the ICS.
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SYSTEM STRUCTURE

Figure 1 shows the overall structure of the IPS and ICS in relation to each other
and to the control room. This collection of equipment is called the Plant
Integrated Control Center (PICC). The IPS is composed of two major sub-blocks,
the Integrated Protection Cabinets (IPC) and the Integrated Logic Cabinets (ILC).
Similarly the ICS is composed of the Integrated Control Cabinets (ICC) and the
Integrated Control Logic Cabinets (ICLC).

Finer details of the IPS are shown in Figure 2 in which the four way separation
among the four IPC's and the two way separation between the two sets of ILC's is
evident. Each IPC processes one of four redundant process signals to generate a
channel trip. The channel trip in each IPC is combined with channel trip statuses
from similar channels in the other three IPC's in a two-out-of-four (2/4) voting
matrix within each IPC. The result of this vote provides outputs to the reactor trip
breakers or to the system level ESF actuation circuits in the ILC's.
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Channel trip information is communicated among the IPC's and ILC's by serial data
links running at 19.2 kilobaud. Where isolation is required to avoid interaction
between redundant circuits, the transmission medium is a fiber optic cable,
otherwise, a twisted shielded copper pair is used.

The internal details of an IPC are identified in Figure 3, which shows the major
functional blocks. Note, in particular, that both analog and digital signal
processing is used. A resident tester is provided which, automatically (on
command), checks the system from the input A/D converters to the outputs of the
IPC.
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In Figure 4, the organization of the IPS is shown in a way that more clearly displays
its distributed nature. The signal processing blocks are shown feeding into either
the trip logic computer or to the ILC via data links from the ESF module. The
communications module collects information from the other modules through
shared memories and formats it for transmission to the control system, computer
system and control board. Each module, except the analog module is organized
around a microcomputer with appropriate I/O. Each microcomputer runs
asynchronously with respect to the others.

The ILC, as shown in Figure 5, consists of the three cabinets per train which
include a microcomputer based system level logic and multiplexing systems, and a
hard-wired interposing logic for individual actuated devices. Critical portions are
made internally redundant to mitigate the effects of an internal failure on to plant
availability. Power interface devices, typically solid state switches, convert from
low level signals to signals capable of operating contactors and switchgear.
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SYSTEMS PARTITIONING STRATEGIES

Initial design constraints established that the IPS design would contain four
redundant sets of microprocessor based equipment for the IPC and two redundant
sets for the ILC. Immediately, however, the second design question of how to
handle the various functions required in the IPC was raised. A hardware designer
strives to make each printed circuit card in the system as efficient as possible.
The software designer strives to reduce the number of processors by operating each
one near its limit. The thrust of this effort was to configure a series system. All
incoming signals would be digitized and processed by one microprocessor which
would provide all appropriate signal scaling, range checking, limit setting, and so
forth. The results from this operation were then passed on to a second
microprocessor which would perform all arithmetic operations, and so on. In such a
system, a failure of any microprocessor caused the entire channel set to fail.

Upon reassessment a design with greater fault tolerance was adopted. The
approach partitioned the total system into three function groupings as shown in
Figure 6. Each of these functional groups were supported by a sensor and signal
conditioning subsystem. This subsystem provided individual A/D converters for
each incoming analog signal and processes each incoming contact closure in a
parallel, hardwired configuration. This minimized the possibility that a single
failure in this subsystem would cause the entire channel set to lose its incoming
signals.

In some eases, as in the trip logic module, multi-microprocessors are used to
further reduce the reliance of large portions of the system on one processor. This
distributed system was designed to function in an asynchronous mode and
furthermore, is designed to avoid the use of interrupts. Since each microprocessor
is operating asynchronously and a single failure of one processor must not affect
any other, the processors must have access to the same information but yet be
functionally isolated. This was achieved by using two-ported memory arrays which
allow two different processors to reach into the memory location to read or write,
but prevent one processor from reaching the other through the memory location.
This isolation capability of the two-ported memory allows one processor to
continue operating while an adjacent one is inoperable.

Common Mode Failures (CMF) cannot be dealt with by redundancy alone since all
like elements are presumed to fail. Instead, they can be addressed by a
combination of intensive testing of the smallest system building blocks to minimize
the effects of a CMF and by providing functional diversity. The system can be
thought of as providing three echelons or levels of defense> as shown in Figure 6.
The first echelon is the Control subsystem, which keeps the plant operating within
its normal limits. This is backed up by the Reactor Trip subsystem, which shuts
down the reactor if the plant operation goes outside acceptable limits with the
Engineered Safety Features (ESF) providing the ultimate backup.

The partitioning of the IPS supports these three echelons of defense. The
Communications module (Figure 4) plus the ICS represent the Control Subsystem
echelon. The remainder of the IPC with the exception of the ESF module represent
the Reactor Trip Subsystem echelon. The ESF module plus the ILC's provide the
ESF subsystem echelon.
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Figure 6 Interconnecting Paths Among the Three Echelons of Defense

While parts of all three echelons are located in the IPC, they are physically self
contained with the functions being performed by separt.+e hardware for each
echelon. Interfaces between the echelons are designed to minimize the likelihood
of failures propagating between the various echelons. This form of partitioning is
supportive of the requirements of NUREG 0493 (Reference 12).

COMMUNICATIONS TECHNIQUES

The design of the IPS and the ICS had imposed on it one severe design constraint.
Regardless of the nature of the new system and the communications medium or
method used between its various parts, it must also communicate with existing
plant instrumentation and actuating devices. Thus, a large number of parallel
wired inputs and outputs were to he handled by this new system.
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The initial evaluation indicated that to provide enough space in the IPC's and ILC
to interface with these plant components would double or triple the size of the
enclosures required for the microprocessor hardware itself. Initially, multiplexing
was evaluated to replace the large quantity of parallel inputs. However, two major
concerns became apparent.

Multiplexing only part of the plant signals did not appear economically or
techically justifiable.

Most actuating devices are supplied by the customer/AE making coordination
of the design effort very difficult.

Several key factors evolved from the evaluation which were factored into the
design.

Congestion in the cable spreading rooms could be reduced substantially by
collecting the sensor and actuator signals together and routing multiconductor
cables into the IPC's and ILC's.

The large quantity of signals routed between the various protection system
cabinets and between these cabinets and non-protection equipment could be
multiplexed.

Fiber optics was a viable communications medium.

Once the evaluation was complete, certain design decisions were made. These
decisions resulted in a number of different external communications methods being
used for the data links shown in Figure 1.

Hardwired inputs have been collected into field termination cabinets located
throughout the plant and cabled into the appropriate cabinet using multi conductor
cables. Even if the quantity of field termination cabinets varies, the impact on the
cable spreading area, near the control room complex, is minimized. In fact, it will
be possible to make some design changes without affecting the plant wiring.

External multiplexing has been employed extensively in the IPS design.
Multiplexing is employed in the following areas.

between each IPC and the other three redundant IPC's
between each IPC and each ILC
between each IPC and the plant computer/display system
between each ILC and the main control board

These areas were chosen because they could further reduce cable spreading area
volume, simplify separation requirements, and reduce the quantity of isolators
required.

The data links identified in the first three categories above require isolation. Fiber
optic cables became a logical ehoise for this application because of its inherent
immunity to electrical interference and its ability to prevent the propogation of an
electrical fault back into the protection system. Physical isolation was achieved
by using the fiber optic cable as the Interconnecting medium between cabinets.
This placed the data link transmitter and receiver in different, physically separate
cabinets.
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Multiplexing in a nuclear power plant protection system posed some new concerns
which were addressed in the design. Loss of a single data link was considered a
credible failure, but this could not be allowed to make the system inoperative.
Redundant data links are employed to eliminate this probability. Furthermore, the
protocol for these data links include error detection codes which allow the receiver
to determine that it is receiving good data. These communication techniques have
provided a large reduction in the cabling congestion in and around the cable
spreading area of the control room complex.

In addition to the external data links, several memory buses are employed for
internal communications between the distributed microprocessors.

SOFTWARE DESIGN CONCEPTS

It was recognized at the outset that the design of a distributed processing
protection system would pose special problems with respect to the need to design
and verify the software. A study was commissioned with personnel from the
Westinghouse Research Division (Ref. 1) playing a key role to identify and specify
concepts and procedures to ensure that the software for the IPS would be designed
and documented in a manner which would lend itself to the level of verification
appropriate to a safety related system.

The design rules developed were aimed at three areas of concern: 1) a proper
documentation and review process, 2) development of code that is relatively easy
to verify and 3) constraints on the interconnections among the microcomputers in
the system to minimize and simplify interaction.

Documentation was addressed from two aspects. Specific rules were identified
regarding the scope and contents of each document. This ensured that the steps in
the design process were capable of being reviewed and followed by independent
observers. Procedures were then implemented which identified specific points in
the process where independent reviews of the documentation would take place.

A key document in the process is called the Software Performance Specification
(SPS). The SPS is written by the programmer prior to coding and serves to
document his understanding of the system requirements to be implemented by the
code. The SPS is reviewed and approved by the group which originated the system
requirements thus providing a check to determine that the requirements have been
correctly interpreted by the programmer.

The software rules are those 'associated with the concept of structured
programming. Their intent is to improve the readability and reliability of the
program and are typified by: "Avoidance of GO TO statements" and "single
entry/single exit for sub-routines". An addition to the so called style guidelines, a
high level programming language (WEMAP) was developed for microcomputer
applications (Ref. 2). This language supports structured programming and to a
large extent enforces the structured programming rules, for example no GO TO
statement is provided.

Interconnectors among microprocessors in a distributed system can have a major
impact on the overall quality of the system performance. This is especially evident
where the interconnections must be interfaced through software. The architecture
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of the IPS was designed with this eonside* ition in mind. As a result, efforts were
made to minimize the number of interfaces between microcomputers and to keep
the remaining ones as simple as possible. As can be seen from Figure 4, the most
important interfaces, those between each functional microcomputer and the Trip
Logic Computer (TLC), occur through parallel contact closures. While this
approach is not very elegant, it produces an interface which is simple, easily
controlled and tested, and which provides a high degree of fault isolation. None of
the software executes on an interrupt basis. Each microcomputer is operated in a
continuously looping program whose execution rate is compatible with the system
time response. Inputs and outputs are sampled once each cycle. This simplifies the
code by avoiding the necessity for providing the interrupt support software and
avoids a whole class of verification problems associated with determining that the
program returns to the correct point after servicing an interrupt. The other
interface of interest, shown on Figure 4, is the shared memory. A shared memory
is a two port memory card that operates under a very rigid protocol which allows
two microprocessors to access memory on the card without communicating directly
with one another. The shared memory thus acts as a "software isolator" by rigidly
limiting the degree of permissible interaction between the two microcomputers.
As such, the influence of the failure of one microcomputer will be limited to the
inability to place data into or retrieve data from the shared memory and not in any
other way affect the operation of the other microcomputer.

RELIABILITY AND MAINTAINABILITY

The architecture of the IPS reflects concerns related to the attainment of
reasonable reliability and maintenance goals. The reliability goal selected was per
demand for reactor trip and was chosen to be equal to the calculated reliability of
the system it replaces. The maintainability goal was based on experience with
systems of a similar size and was specified to be less than two card failures per
month. These goals are, in themselves, contradictory since the redundancy needed
to meet the reliability goal works against the need to minimize the quantity of
hardware which favorably impacts maintainability.

The architecture of the IPS was evaluated during its design phases and significant
changes were made in response to unfavorable predictions. The architecture
pictured in Figure 4 was originally conceived with a number of bases
communicating partial trip information across the various functional modules under
the control of microcomputer based data handlers. Shared memories allowed for
the transfer of data while keeping the microcomputers operating independently and
asynchronously. Each functional module performed its own two our of four (2/4)
voting logic. The need for reliability mandated a minimum of four buses, three to
distribute partial trip information from the other channel sets and one to collect
information for transmission to the other three channel sets. When the design was
evaluated for maintainability, it was determined that the quantity of "overhead"
cards required to support the communications function was so large. This placed
an unrealistic mean time between failures (MTBF) on the cards needed to meet the
maintainability goals.

The final design, shown in Figure 4, dealt with this problem by restructuring the
blocks so that the voting logic is localized to only one module, the Trip Logic
Computer (TLC). The other functional modules input to the TLC by simple contact
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closures to provide one of the voted inputs. The TLC serves as the terminal of
data links between one IPC and the other three. Such an arrangement significantly
reduces the quantity of cards required in the system and brought the
maintainability goal within the realm of possibiility.

It can be seen from Figure 4, however, that solving one problem raised another.
All trip signals now pass through one module thus making its proper operation
critical to the attainment of the reliability goals. The solution to this problem was
to design the TLC around two microcomputers operating in a quasi-redundant
manner and with each checking on the proper operation of the other. One
microcomputeris setup to receive the partial trip inputs from the channels in its
host cabinet and those inputs with one out of three of the equivalent channel trips
from the other three cabinets to effect a reactor trip signal. The second
microcomputer examines the partial trip statuses of only the three incoming
channels in the other cabinets and performs a two out of three vote to generate a
reactor trip signal. The combination of the logic performed by both
microprocessors can be shown to be equivalent to classical 2/4 logic, however, due
to the partitioning of the functions a failure of either microcomputer will only
disable part of the TLC. This approach, plus the cross checking and immediate
reporting of a failed input permitted the achievement of the reliability goal.

To further enhance reliability and to minimize plant upsets and their effect on
availability, due to loss of power, each cabinet is designed to accept two sources of
AC power which energize redundant DC power supplies. The DC power from each
supply is distributed to each card through on-card auctioneering diodes. If the AC
power sources are selected to be independent of each other in response to
reasonable failure modes, the cabinet is ensured a continuing source of power. It
should be noted that both sources of AC power must be derived utlimately from the
same source of Class IE power to preserve the required separation.

COMMERCIAL COMPONENT AVAILABILITY

One of the basic ground rules during the design of the IPS and ICS was to utilize
commercially available components. It was further determined that, wherever
possible, the standard utility/process line of circuit boards would be used. This
strategy was based on two premises. One, the use of "popular" commercial
components permits the selection of devices which are "second sourced" thus
minimizing the risks associated with being tied to one supplier. In addition, the use
of components that are widely used provides a more reliability data base and
enhances the likelihood that they will be available over a long period of time.

Secondly, by using printed circuit cards that are shared by other product lines, one
gains the advantages of borad production base. These include economies of scale,
an increased familiarity of design, manufacturing and test personnel with the
characteristics of the equipment and the ability to have the equipment checked out
in non-nuclear applications. Only in cases where there is no fossil utility or process
application have circuit cards been designed specifically for the nuclear systems.
These are primarily in the area of special cards used to interface with nuclear
instrumentation detectors.
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The microprocessor selected is an example of the selection of popular components.
After evaluating many models, the 8080A type was selected. It is second-sourced
by a number of vendors. Because of its wide usage, a complete set of support chips
was available. The processor and its support chips are expected to be available for
many years.

Even the most widely used components can be expected to become obsolete or
prohibitively expensive over the years. The use of a carded approach allows
flexibility to deal with this problem since it permits the selected redesign of
certain cards in the system in response to the unavailability of particular parts and
also to make selective localized improvements within the usual constraints of
form, fit and function.

There are inevitable tradeoffs to be made concerning the use of commercially
available components and their incorporation into a carded system. Typically,
vendor quality control for commercial products is less stringent than for military
products. This must be countered by a strengthened program within the system
manufacturer's operation for vendor qualification and incoming inspection. There
are some times when a circuit board of a universal type contains unused functions.
These functions may contribute to the unreliability of the card yet offer nothing
directly in return. The consideration here is the increased likelihood of spare parts
availability and the benefits of having a large history of usage which reduces the
likelihood of undetected design flaws.

EMI AND RFI SUSCEPT ABILITY

In earlier designs, the major concern in this area was electromagnetic interference
(EMI) from electrical wiring and equipment permanently installed in the plant.
However, with the increased use of radio communications on plant sites and
telemetry for offsite communications, the concern has been broadened to include
Radio Frequency Interference (RFI) as well. The latter is much more difficult to
design against because of the portable transmitters used. For example the
transmitters could be used:

adjacent to equipment cabinets with all doors open,

adjacent to equipment cabinets with some doors open.

near congested areas of low level signals affecting several circuits
simultaneously.

near individual transducers both inside the plant and at remote locations on
the site.

near display devices affecting -«ly the readouts,

near computer and data processing equipment.

It was apparent early in the design that immunity to both EMI and RFI must be an
established goal. However, no good standards or criteria exist for the installation
and operation of installed equipment, that would assure a consistent design
approach.
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For example, how close to solid state electronic cabinets or its signal wiring may a
480 VAC bus operation several 600 hp motors be routed? Is it permissible for plant
personnel to operate a walkie-talkie inside the electronic equipment room? The
control room?

In the IPS and ICS certain specific efforts were made to design for EMI and RFI
conditions. The total quantity of wires entering the cabinets was reduced by using
multiconductor cables and multiplexing where appropriate. Fiber optics were also
used in selected applications further reducing the susceptability to these noise
sources. All low level signal cabling has been shielded and care has been exercised
to assure a consistent logical grounding approach to avoid ground loops and other
common grounding problems.

Coupling fiber optics to electronics is an area of severe sensitivity to RFI. In the
initial design of the equipment for this application, it was determined that if a
certain walkie-talkie were within six inches of the card edge that the data link
communication was disturbed. The circuitry and packaging of the optic receiver
was redesigned to eliminate the problem.

The IPS prototype will be subjected to several tests to confirm that EMI and RFI
susceptability has been reduced to an acceptably small level. However, until
industry wide standards have been developed and accepted by all parties,
manufacturers, utilities, licensing agencies, and constructors the question of how
small is small will remain.

LICENSING ISSUES

In the development of any new class IE product, licensing issues are bound to
arise. This is to be expected since any departure from the previously accepted way
of accomplishing a safety related function must be closely scrutinized by the
regulators to ensure that the new design meets the appropriate criteria. In the
case of the IPS, many things are being done differently from previous designs and
in recognition of this, a series of information meetings were held with members of
the U.S. Nuclear Regulatory Commission (NRC) to review the new areas of provide
necessary background information and design criteria. In most cases, the design
differences were easily reconcilable within the framework of existing regulatory
criteria. Several areas did develop, however, which strained the interpretation of
the criteria or were not adequately covered by existing criteria. Those latter areas
required considerable mutual effort between Westinghouse and the NRC to obtain
resolution. These issues were verification and validation (V<5cV) of software and
common mode failures.

The V&V of software was of particular concern to the NRC. The use of software
based protection equipment had very little precedent and the criteria by which the
adequacy of a V&V program could be judged were in a formative stage. The NRC
utilized the experience of the aerospace and avionics industry to form the basis for
the development of criteria for the evlaluation of software V&V programs. These
criteria were applied to the IPS software V&V program developed by Westinghouse
(Ref. 1) and it was established that the IPS program was substantially in agreement
with the criteria. Minor differences were subsequently resolved to the satisfaction
of all.
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Common mode failures (CMF) are particularly difficult to deal with in a
methodical manner since the identification and treatment of a particular CMF
mechanism merely removes one CMF from consideration and an unknown quantity
of them still remain. Fortunately, sound engineering judgement and prudent design
principles go a long way towards producing a system in which the residual threat of
CMF can be considered to be acceptably low. The difficulty of showing that this is
so lies in the lack of a systematic methodology by which the design can be
evaluated and conclusions drawn.

This problem was addressed during the licensing phase of the IPS in a joint
NRC/Westinghouse effort. The outcome of this activity was a document
NUREG-0493, in which guidelines for the systematic evaluation of a design for its
susceptability to CMF's are provided (Section 3). NUREG-0493 also states that the
architecture of the IPS "is not in conflict with the guidelines" and on that basis, a
recommendation for a preliminary design approval was given. Certain additional
work was specified to be done prior to the final design approval. This work is
primarily analysis and testing to demonstrate that the IPS conforms to the
guidelines of Section 3 and is currently under way.

APPLICABILITY

The IPS system, a digital microprocessor system, has inherent design features not
available in todays protection systems. These additional features, such as two
level 2/4 voting logic and real time calculations of DNB and KW/ft., provide a much
more powerful system. The system has the capability, if installed in operating
plants, to make available additional operating margin. To fully achieve this,
however, means of modifying or replacing many existing plant components such as
reactor trip switchgear, quantity of protection system sensors, ESF actuation
devices, and most of the main control room complex must be available. Such a
total package is the plant integrated control center (PICC).

Most operating plants do not have the space for such a major redesign effort and
even if they did, could not justify the plant downtime or the cost of such a major
change. The technology developed and proven for the IPS, however, does have
many potential applications in both the NSSS and BOP areas. The following is a list
of such applications.

Core Limit Calculation
Provide directions continuous indication of flux distribution and core
limits on a CRT display

Multiplexing
Provide proven multiplexing hardware/software, and where required fiber
optics, for plantwide communications.

Stand-Alone Systems
Provide basic building blocks for plant upgrades and additional imposed
requirements (such as TMI).

The basic system, as shown in Figure 2, is a four train reactor trip systm with a
two train ESF actuation system. This design is expandable by simply adding a third
ILC to a three train ESF actuation system and likewise to a four train system.

4411A



- 116 -

The concepts and the resulting design configuration, though applied to the NSSS
initially, are equally applicable to the balance of plant systems and to other
non-nuclear plant applications where a high degree of reliability and availability
are necessary with commercially available equipment.
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