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ABSTRACT

This report, the second in a series, discusses
in some detail the applicability of various risk
modeling techniques to facilities f>-. processing,
handling and interim storage of sp 4 fuel,
plutonium and radioactive waste. ; i s concluded
that no particular analysis techr - e is, in
every respect, superior to all ot.1 n , and that,
in most cases, two or more must !t used in
conjunction.

The study was performed as assign t-nt B4/79 for
the Swedish Nuclear Power Insper^ -irate (SKI).

HUVUDINNEHÅLL

Föreliggande rapport, som är den andra i en
serie, behandlar detaljerat till.^npbarheten av
olika riskanalysmodeller på anläggningar för
behandling, hantering och mellanlagring av
använt bränsle, plutonium och radioaktivt avfall.
Slutsatsen är att ingen metod är överlägsen alla
andra i samtliga avseenden, och att, i de flesta
fall, två eller flera måste användas samtidigt.

Studien har utförts som uppdrag B4/79 för statens
kärnkraftinspektion.
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SUMMARY

This study of probabilistic short-term risk

modeling of back-end fuel cycle and waste

management facilities represents the contin-

uation of work started in 1977. The purpose of

the report is to present a more detailed survey

of models and analysis techniques that may be

applicable. The somewhat separate problem posed

by the need of long-term risk analysis of waste

repositiories is beyond the scope of the study,

and is not discussed.

A survey of models and methods must start with a

clear definition of the risk concept and with

some ideas as to how risk is to be represented.

The nature of the facilities and events which

are to be analyzed must also be described. With

the above as a basis, certain criteria can be

formulated which the model or method must fulfill.

The most important criteria are that the model

or method shall be quantitative, logically/scienti-

fically based, and be able to handle systems of

r,*..».. i complexity.

Several formalized analysis methods are described,

most of them emanating from reliability theory.

It can be easily stated, that no single model

will fulfill all criteria simultaneously, to the

degree desired. Nevertheless, fault tree analysis

seems to be an efficient tool in many applica-

tions, although it must probably be used together

with other models in most cases. Other method-

ologies described can also be useful, such as

failure modes and effects analysis, renewal

theory and Markov chains, reliability block

diagrams, event trees and cause/consequence

diagrams, the GO methodology, Monte Carlo

simulation, and, often necessary, various

consequence modeling techniques.
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1. PURPOSE AND SCOPE OF STUDY

This report is the second in a series dealing

with the applications of risk analysis to the

back-end fuel cycle and radioactive waste of

nuclear power. An introductory study was

repor.ted in late 1978 (1) and was intended to

give an account of the state-of-the-art, inter-

national development work, and to make sugges-

tions regarding future Swedish efforts in the

field.

The purpose and scope of the work performed for

this second report, which is most accurately

described as a status report, is to outline the

direction of continued work in short-term prob-

abilistic risk modeling of facilities for

processing, handling and interim storage of

spent fuel, plutonium and radioactive waste. The

final aim is to establish a generic model that

may serve as a tool in licensing and supervision

of such facilities.

The report does not specifically concern itself

with transportation risk modeling and long-term

risk modeling of repositories for ultimate

disposal of radioactive material. However, the

possibility of using facility type modeling as a

complement to the more ordinary statistical

approach to transport risk analysis is considered.
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2. THE CONCEPT OF PROBABILISTIC RISK

ANALYSIS

2.1 Risk and probability

The concept of risk and the concept of prob-

ability are, naturally, very closely linked.

Even if we, in our perception of risk, often

think only of the possible consequences of an

accident, something concerning the degree of our

belief that the accident is going to occur or

not going to occur is most certainly involved.

The view that probability is only another word

for degree of belief or uncertainty is sometimes

referred to as the subjectivistic viewpoint (2).

The question as to whether probability really

exists, or whether our creation of the concept

only reflects our imperfect knowledge of "das

Ding an sich" will, however, not be discussed in

this report. Probability will be interpreted in

the axiomatic sense presented by Feller (3) or

generally used for uncontroversial derivations

thereof.

This report will adopt the following definition

of risk:

The risk emanating from a certain risk
source (an object, phenomenon, or
activity) is in its whole constituted
of the likelihoods of the occurrence of
all the possible undesirable consequences
associated with the existence of that
source.

This means that it is, in most cases, virtually

impossible to estimate the complete risk arising

from a risk source.
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The above definition gives the assessor a certain

freedom in choosing the type of probability

measure, as well as the consequence Measure to

be used, and what is undesirable and what is not.

To represent a risk, the consequences must of

course be undesirable.

Reference 1 gives a short introduction as to

what probabilistic risk analysis may be used for

and how it has been applied in the nuclear

field.

2.2 Estimation and representation of risk

To discuss the social aspects of risk or nuclear

power is beyond the scope of this study and the

subject could easily fill a thick monograph by

itself. Reference 1 discusses the related problems

very briefly, and the reader may look for more

detail in the references of Reference 1 or in

References 4 and 5 of this report. However, some

idea concerning the social aspects of risk

always dictates the manner in which to represent

risk or to present calculation results. Risk

also represents a concealed threat to society

and the individual, a fact which makes us want

to quantify that threat and to make it percep-

tible.

The art of risk analysis is closely related to

that of forecasting: extrapolating the past into

the future. Equipped with reliable statistics

and for large probabilities, this is an easy

task for the analyst. For instance, if traffic

conditions do not alter too much, the number of

fatalities from motor vehicle accidents will,

unfortunately, be about the same next year as

the year before, that is, the frequency is well
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known. For large, complex technological systems

this is often not the case. Small probabilities

and a lack of statistics sake it necessary to

base assessments on calculations, using sophis-

ticated analysis techniques for breaking the

systems and processes down into parts having

well-known failure characteristics and statistics.

There are a large number of ways of presenting

results from a risk analysis; as risk at a

specific point or over a period of time. The

Rasmussen Reactor Safety Study or RSS (6) gives

some illustrative alternatives. Table 2.1, from

the study, shows the calculated total societal

and individual risks as frequencies or hazard

rates (see Section 4.2) of various events. The

individual risks are obtained from the societal

by dividing the latter by the number of indi-

viduals in the exposed population. Since the

frequencies are assumed to be constant in time,

the distinction between points and periods of

time becomes unnecessary. Although the way the

RSS displays the individual risk figures and

compares them with other individual risk is

criticized by the Lewis Commission, there is

generally no objection to the method by which

they are obtained (7).

A very condensed and yet exhaustive presentation

is provided by the Rasmussen type of diagram in

Figure 2.1. The curves give the total expected

frequencies (hazard rates) of events leading to

a certain number, or more than that certain

number of fatalities. Other variables may be

used, for example the total probability over a

period of time on the vertical axis, and property

damage in monetary units on the horizontal axis.
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Table 2.1 (fro* Ref 6)

Approximate average societal and individual risk
probabilities per.year fro» potential nuclear
plant accidents

Consequence Societal Individual

Early Fatalities(b>

Early Illness ( b )

Latent Cancer Fatalities

-3

(c)Thyroid Nodules

(dl
Genetic Effects

Property Daaage ($)

3 x 10

2 x 10'1

7 x I0*2/yr

7 x lO'Vyr

1 x 10"2/yr

2 x 10 6

2 x 10
,-10

-8
1 x 10

3 x 10"10/yr

3 x 10~'/yr

7 x 10' U/yr

(a) Based on 100 reactors at 68 current sites.

(b) The individual risk value is based on the IS million people living in
the general vicinity of the first 100 nuclear power plants.

(c) This value is the rate of occurrence per year for about a 30-year
period following a potential accident. The individual rate is based
on the total U.S. population.

(d) This value is the rate of occurrence per year for the first generation
born after a potential accident; subsequert generations would experi-
ence effects at a lower rate. The individual rate is based on the
total U.S. population.

In order to arrive at some risk representation,

such as those exemplified by Table 2.1 and

Figure 2.1, separation of the problem is nearly

always beneficial and often necessary, at least

for short-term risk calculations as opposed to

long-term risk assessments of, for example,

high-level waste repositories. Separation is

achieved by the specification of events for

which the probabilities of occurrence and the

consequences are calculated separately. These
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10 100.000 1.000.000

Figure 2.1 (from Ref 6)

Frequency of man-caused events involving
fatalities

sub-problems can then be attacked with the aid

of various methods. The methods for calculating

the radiological consequences of radioactive

releases and effluents are fairly well developed.

This report is mainly dedicated to the investi-

gation of methods, known from reliability theory

and other fields related to probability and

statistics, to see if they are valid as tools

for estimating probabilities in risk analyses.

As previously stated, the problem of analyzing
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the long-term risks of ultimate disposal will

require different methods and will not be

discussed here.

How did the Rasmussen Safety Study arrive at its

results? The presumed accident sequences were

divided into release categories as shown in

Table 2.2. By estimating quantities like the

fatalities for each category, the product of the

frequency and the expected number of fatalities

for each sequence could be added to give the

total, like the figure of 3-10~3 fatalities per

year in Table 2.1. The frequencies of the

different release categories may also be

collected in a histogram, as in Figure 2.2.

Integration from category 1 to category S then

gives the cumulative type of diagram shown in

Figure 2.1 as another representation of the

total risk.

2.3 Uncertainties in probabilistic risk

assessements

Naturally, risk assessments suffer from uncer-

tainties. These may be divided roughly into

three categories:

Uncertainties in numerical data

Computational and modeling errors

Incompleteness

The first may arise from statistical spread or

from lack of experience. There are ways of

treating the propagation of known uncertainties

in primary failure data to achieve error bounds

on the final results. Where the lack of measured



STUDSVIK ENERGITEKNIK AB STUDSVIK/K2-79/188

1980-03-24

Table 2,2 (from Ref 6)

BWR dominant accident sequences of each event
tree vs release category
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Figure 2.2 (from Ref 6)

Histogram of BWR radioactive release
probabilities

data is total, subjectivistic expert opinion

methods of analysis like the Delphi technique,

including statistical processing, might prove

helpful (probability is only a degree of belief

anyway, from the subjectivistic point of view).
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Numerical approximations and cutoffs for practical

reasons lead to computational errors. They are,

fortunately, often easy to control, something

which is more difficult for modeling errors. All

models, however detailed, are always based on

simplifications and assumptions. It is especially

difficult to model human behavior.

A controversial issue of risk analysis is that

of completeness. Have any essential accident

sequences been overlooked and unconsciously

omitted in the assessment? The omitted part of

the total risk reflects a genuine uncertainty

for which we have no degree of belief at all.

The Rasmussen type of diagram makes a continuous

curve out of single points, thereby assuming

that these points can be smoothed out to integrate

a continuous range of sequences. There is,

however, no guarantee against lack of completeness.

The completeness problem has been addressed by

several authors (8, 9).

This short account can only give an idea regarding

the uncertainties in risk assessments. Bearing

in mind the limitations will help to make them

less significant.
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3. HAZARD POTENTIAL IN BACK-END FUEL CYCLE

AND WASTE MANAGEMENT FACILITIES

In co itrast to reactor operation, the back-end

of the fuel cycle involves a variety of facilities

for handling, processing and storage of radio-

active material, see Figures 3.1 and 3.2.

Reactor operation

Central storage

u
Encapsulation

1>

——•„>

Final storage

Figure 3 . 1

Back-end of the fuel cycle without reprocessing.
Facilities and material flow of interest to this
study are framed. Broad arrows denote material
with considerable fissile content, ordinary arrows
denote major waste streams, dotted arrows denote
minor waste streams.

The potential hazards are radiological as well

as unique industrial and related to chemical

toxicity. The similarity between several back-end

fuel cycle facilities and chemical process

plants is obvious, giving a hint that the same

risk analysis methods may be used.

The radionuclide inventories in stored spent

fuel, stored plutonium and various types of

waste are considerably less than in fuel exposed

to neutron irradiation in commercial reactors,
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Reactor operation

Central storage

U Fuel reprocessing

HLW

Interim storage

Storage/
encapsulation i

Encapsulation

4-
Final storage

Figure 3 . 2

Back-end of the fuel cycle with reprocessing.
Facilities and material flow of interest to this study
are framed. Broad arrows denote material with considerable
fissile content, ordinary arrows denote major waste streams,
dotted arrows denote minor waste streams.

which are often operated at high power densities.

Thus, the driving forces and accidental releases

will be less from the back-end fuel cycle and

waste management facilities, with the possible

exception of highly concentrated fresh high-level

waste from reprocessing of spent fuel that has

not been allowed to cool after discharge. The

core melt accident type of release is not fore-

seeable in the back-end parts of the nuclear

fuel cycle that are considered in Sweden. This

does not imply, however, that occupational and

public exposures cannot occur in the handling,

processing and storage of radioactive materials.
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Typical for the facilities are processes and

equipment such as mechanical treatment, chemical

engineering unit operations, air-cooled and

water-cooled storage, piping, controls, sensors

and monitors, etc. Those are, naturally, sensi-

tive to failures like equipment failure, explosion

and fire, common cause failure (explained in

Chapter 4) and human error. Wood (10) gives a

long list of items to be considered in assessing

the safety of a spent fuel receiving and storage

facility:

Accident initiators

Equipment failure (cooling systems,
power systems, filter systems, crane
drops, arrival accidents etc)

Human error (performance, procedure,
inspection etc)

External sources or accidents (earth-
quake, tornado, meteorite or aircraft
impact, fire, flood etc).

Energy sources for dispersal

Decay heat

Gravity

Vehicle or equipment motion

Chemical and physical reactions (fire,
corrosion, criticality)

External events

Stored fuel.

Radiation sources

Fuel pellets (non-volatile, but can fre
washed out or volatilized at higher
temperatures)
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Pellet gaps - volatiles

Cladding - activation and corrosion
products

Criticality

Dirty cask

Deionizer resins

Filters

Waste tank.

Release barriers

Pellet structure

Cladding

Water absorption

Shielding

Cask seal

Building seal

Plateout

Basket spacing and poison strips
(criticality).

Consequence limiting systems

Cooling systems

Cask flush system (and off-gas treatment)

Filter systems (air and water)

Rare gas absorption system

Exhaust stack.

Isotopes and amounts

Rare gases

Volatiles

"otentially volatile (if dissolved or
heated)

Non-volatile.
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Actions performed on fuel

Transport

Cask unloading, cleanup and cooldown

Fuel unloading

Storage

Preparation for reprocessing.

Release types

Gas, liquid and solid

Elevated (stack), surface and under-
ground .

Durant (11) breaks the reprocessing hazards down

into more specific failures emanating from

inappropriate procedures, human error and equip-

ment failures:

Transfer error
Overflow
Chemical addition error
Uncontrolled reaction

explosion
eructation
boilover
gassing

Criticality
Fire
Leak
Pluggage
Radiation exposure
Siphoning
Suckback
Natural phenomena
Externally induced.

Although reprocessing is not considered in this

study, the above failures seem typical of chemical

processes. The DuPont study (by Durant) also

develops the failures more in detail, for instance

primary causes of transfer errors, reproduced in

Table 3.1 below.
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Table 3.1

Transfer error causes in Savannah River fuel
separation plant (from Reference 11).

Transfer errors - primary causes:

Transfer error 54 %

Personnel difficulties 18 %

Piping error 11 %

Equipment failure 9 %

Procedural error 5 %

Miscellaneous 3 %

Personnel difficulties resulting
in transfer errors:

Failure to follow procedures 23 %

Inattentiveness 21 %

Incomplete turnover 9 %

Communication difficulty 6 %

Incorrect action taken 6 %

Inexperience 6 %

Inadequate training 3 %

Others less than 3 % each 29 %

The above will hold as good examples of possible

events in back-end fuel cycle and waste management

facilities. A compilation of accidents experienced

in the nuclear energy field and chemical industry

relating to anticipated credible events at a

fuel reprocessing plant may be found in (12).

Descriptions of possible failures in anticipated

Swedish facilities for spent fuel storage and

spent fuel encapsulation can be found in (13, 14).

In the following chapter, we proceed to formulate

modeling criteria based on the general nature of

the problems to be handled.



STUDSVIK ENERGITEKNIK AB STUDSVIK/K2-79/188

1980-03-24

18

4. FORMALIZED ANALYSIS METHODS AND

APPLICABILITIES

4.1 General criteria

Chapter 3 is intended to give an idea of the

kind of processes and events which have to be

modeled in risk analyses. In this chapter, a

survey of possible methods is made.

Bearing in mind the kinds of events and processes

outlined in Chapter 3, we proceed to formulate a

few criteria which the methods or models must

fulfill. The method or model shall

be quantitative and logically/scien-
tifically based

be able to handle large, diversified
complex systems

give numerical estimates of probabilities
and consequences of system failure

be compatible with system knowledge and
data

model not only straightforward equipment
failure but also inspection, maintenance
and repair, dependent events, common
cause failure and human error.

The list of requirements may not look too over-

whelming; it is, however, hard to find a method

that will fulfill the criteria in such a way

that one is completely happy with the situation.

In particular, it is difficult to create a

unified model to describe both the likelihoods

and the consequences of events. The risk analysis

problem has to be separated in the manner described

in Section 2.2; probability calculations require

one approach, consequence calculations require

another. The art of calculating doses from

activity releases is developed and well
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known and will be dealt with briefly in the

following. The survey will concentrate on

methodologies potentially capable of handling

the probability part of risk calculations. If a

methodology is also capable of assessing conse-

quences, this must of course be considered to be

a great advantage.

There are a number of ways to classify risk and

reliability assessment methodologies. Short

explanations of a few common concepts may be of

some value.

There are two principal methods of analytical

risk assessment, inductive and deductive. Inductive

analysis starts with the postulation of some

initiating event, and proceeds by tracking it

down the system analyzed to determine the possible

overall effect. Deductive analysis is the opposite

of inductive analysis: it starts with the postu-

lation of overall system or sub-system failure,

and proceeds by identifying the states or events

which may have contributed to the failure.

Risk analysis methods may also be characterized

as qualitative or quantitative. As the designations

imply, qualitative analysis does not assign

numerical values to probabilities, reliabilities,

unavailabilities or consequences, whereas

quantitative analysis does.

A logic diagram for a system is a diagram that

depicts the logical interrelationships between

states, failures, human error, and various other

possible events. This feature separates it from

other system diagrams, such as flow sheets,

which show the physical connection between

system components.
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Maintenance models use basic probability theory

and statistics to model the processes of repair,

replacement and inspection of components and

systems.

Monte Carlo simulation simulates, mathematically,

an imaginary experiment performed on the system

studied by using a random number generator to

pick samples from statistical distribtions. This

technique makes it possible to model, in detail,

any stochastic or deterministic process, simple

or complex.

Common cause failure is most generally and

simply defined as "multiple failure due to a

common cause". Human error is often related to

common cause failure (CCF). Sometimes the term

"dependent events" is used as synonym to CCF.

Common cause failure and human reliability are

somewhat problematic to model, and often require

specific methods which are hard to incorporate

into the ordinary reliability analysis techniques.

4.2 Probabilistic preliminaries

4^2^1 ?he_axiomatic formulation_of_grobability

So far in this report, mathematics and mathematical

notation has been avoided. It is, however,

necessary to introduce some at this stage as an

introduction to the presentation of analysis

methods.

The axiomatic approach to probability theory may

be formulated using set theory. The concept of

sample space is essential in this formulation.

The sample space (S) consists of all the
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possible outcomes of an experiment. Subspaces of

S represent various events {A-}. The notions of

intersection, union and complement may be illus-

trated graphically as in Figure 4.1.

Figure 4.1

Venn diagram illustrating relationships
between subspaces of S

A. and A2 are two sample space subsets (events).

The intersection between the two is constituted

by the sample points common to both. The inter-

section is written as A.-A-, logical multipli-

cation, implying that both A., and A, occur. If

A,'A2 = ff, where f is the null set, the events

are mutually exclusive.

The union of the events A. and A-, denoted

Aj+A», logical addition, is made up of the

sample points from both A. and A» (taken once)

A.+A, implies that either A. or A2 or both

occur.
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The set of saaple points of S not contained in

A- is denoted Ä-, iaplying that

occur, and is called the coapi*

obvious reasons, &-+Ä- = S. A.+A- is, of course.

the saaple points contained in neither of

A_ (the event that neither occur).

A- does not

t of Ai. For

or

Probability theory assigns a non-negative nuaber,

P ( A ) , to each event fro» the saaple space, such

that P(S) = 1. It follows that

0 % P(Ai) (Eq 4.1)

The probability that two events A., and A_ both

occur (the probability of the intersection) is

P(A1-A2) = P(A1)-P(A2) (Eq 4.2)

if A1 and A. are stochastically independent;

they may not, for instance, be mutually exclusive.

The above may be extended to

^ = nP(Ai) (Eq 4.3)

The conditional probability of the event A,

given that the event H has occurred (condition H

exists), P(A/H), is defined by

P(A/H) = P(A-H)/P(H) 4.4)

If there is no stochastic dependence,

P(A-H) = P(A)-P(H) and P(A/H) = P(A), uncondi-

tionally.
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The probability that either of two events A1 or

A2 or both occur, the probability of the union,

is

•A2) = P(A1)+P(A2)-P(A1-A2)

(Eg 4.5)

This may be extended to

n n
P(Z A.) = 2 P(A.) - 2 P(A.-A.)+

I P(A.-A.-Ak) -

(Eg 4.6)

These relations and axioms, which are similar to

those of Feller (3), can be illustrated by a

coin tossing example.

The only possible outcomes of tossing a coin

once is "heads" and "tails". The probability of

the coin displaying "heads" in toss No. i is

) =0.5 and the probability of "tails" is

the same, P(T-) = 0.5. Assume we toss the coin

twice: the probability of getting both "heads"

and "tails" in the first toss is P J H J ' T J ) . Since

the events are mutually exclusive PfH.-T^

*P(H1)-P(T1), in fact P(H1-T1) = 0. However, the

probability of getting "heads" in the first toss

and "tails" in the second, P(H1«T2), is

P(H1)«P(T2) = 0.5«0.5 = 0.25, since the events

are stochastically independent.
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The probability of getting "heads" in either of

two tosses or both is P(H1+H2). Since the events

are stochastically independent, P(H,+H_) =

P(H1)+P(H2)-P(H1-H2) = P(H1)+P(H2)-P(H1)-P(H2) =

0.5+0.5-0.5-0.5 = 0.75. That the overall probability

is not the simple two term sum is easily under-

stood since this would give P = 1 for two tosses,

P = 1.5 for three tosses, and soon.

Another way of looking at the union is to express

its complement as an intersection: H~+H2= ÉL-iL,

that is, the event of not getting at least one

"heads" in two tosses is equivalent to the event

of not getting it in any cf them. H = T gives

5i;fi2 = V T 2 or

P(T1)-P(T2) = 0.5-0.5 = 0.25. This means that

the probability of getting at least one "heads"

in two tosses is 1-0.25 = 0.75, since P(S) = 1

and (H1+H2)+(Hj+H2) = S. The result achieved

by Equation 4.4 comes out naturally in this

case.

4.2.2 Random variables and failure charac-

The use of random variables is a feature of

probabilistic risk analysis. Assigning a unique

number to each sample point in a sample space

makes it possible to define a function on the

sample space, a random variable (often den ted

by "X"). Random variables may be either discrete

or continuous. A simple discrete variable may be

associated with the function or malfunction of a

device, or the outcome of a single coin-tossing

experiment:

X =
the device is operating (heads)

the device is out of order (tails)
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A continuous variable could be, for instance,

the "time to first failure" (TTF) of a certain

device or a piece of equipment. The discrete

random variable above may of course also be a

function of time, X = X(t).

The cumulative distribution function (cdf)

associated with a random variable X is often

denoted by F(x):

F(x) = P(Xix) (Eq 4.7)

where P(X§x) is the probability that the variable

X assumes a value less than or equal to a number

x. For instance, F may give the probability that

the time to first failure of a device, T, is

less than or equal to a time t, F(t) = P(TSt).

The expected value (expectation) of a random

variable may be expressed as

E(X) = JxdF(x)
S

(Eq 4.8)

which is often denoted as the mean.

By defining a gain function on the variable, the

expected gain is expressed as

E(g(X)) = Jg(x)dF(x)
s

(Eq 4.9)

For discrete variables, this will reduce to

E(g(X)) =.lg(xi)p(xi) (Eq 4.10)
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where

p(xx) = P(X=xi)

and

(Eq 4.11)

F(x) = I p(x±) (Eq 4.12)

In the case of a single coin-tossing experiment

with heads = 0 and tails = 1, E(X) = 0.5,

p(0) = 0.5 and p(l) = 0.5.

For continuous variables dF(x) can be written

dF(x) = f(x)dx or

«•> • I (Eq 4.13)

f(x) is called the probability density function

(pdf) of the distribution F. f(x)Ax is the

(unconditional) probability that the random

variable X falls in the interval (x,x+Ax) if Ax

is an infinitesimal quantity.

An often used entity in probabilistic risk and

reliability analysis is the distribution of the

time to first failure of a component or piece of

equipment.

If the pdf for time to first failure is denoted

f(t), then f(t)At is the (unconditional) prob-

ability of the first failure occurring within

(t,t+At) and

F(t) = Jf(T)di
0

(Eq 4.14)

is the probability that the first failure will

occur in (0,t). F(») = 1.
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The complement to F is often called the reliability,

R(t), and is defined as

R(t) = l-F(t) = l-Jf(T)dT = Jf(T)dT
0 t

(Eq 4.15)

R(t) is the probability that no failure will

occur within the tine t. This definition is a

strictly mathematical one. In a less strict

context, the word "reliability" is, of course,

used in a more general sense.

A very important concept in risk and reliability

analysis is the hazard rate, h(t) (hazard function,

failure rate). h(t)At is the probability that

the first failure will occur in (t,t+At), condi-

tional (see Equation 4.4) on the criterion that

no failure has occurred in (0,t), that is

h(t)At = f(t)At/(l-F(t)) or

(Eq 4.16)h(t) = _jm_ = fin
n i ' l-F(t) R(t)

Hence:

F(t) = l-exp(-Jh(T)dx) (Eq 4.17)
0

The hazard rate has the dimension (time)"* .

The exponential distribution is of particular

interest, and is very useful due to the fact

that it has a constant hazard rate, often denoted

by \:
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f(t) = Ae~Xt

F(t) = 1-e

R(t) = e"

h(t) = \

"Xt

(Eq 4.18)

(Eq 4.19)

(Eq 4.20)

(Eq 4.21)

The general behavior of these functions is

depicted in Figure 4.2.

Figure 4.2

Probability density function (f), cumulative
distribution function (F), reliability (R) and
hazard rate (h) for the exponential distribution
of the time to first failure with \ = 0.2

The mean time to first failure (Jtf(t)dt) for

0

the exponential distribution is, simply, I/A.
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The unavailability concept is often used in risk

and reliability analysis. A time-dependent

discrete random variable, X, may be defined on

the states of a system in the following manner:

X(t) =
0 the system is operating at time t

1 the system is out of order at time t

(Eq 4.22)

The pointwise unavailability (q(t)) is the

expectation of X at a specified point in time:

q(t) = E(X(t)) = JxdF(x,t) =
S

= 0*p(0,t)+l*p(l,t) (Eq 4.23)

where p(x.,t) is a function of time, and

p(0,t) = P(X=0) at t and p(l,t) = P(X=l) at t.

In other words, q(t) is the probability that

the system is not available at time t:

q(t) = P(X(t)=l) (Eq 4.24)

The pointwise availability, p(t), is, of course,

l-q(t), since p(0,t)+p(l,t) = 1:

p(t) = l-q(t) = P(X(t)=0) (Eq 4.25)

The interval or mean unavailability during

is obtained by integration:

(Eq 4.26)
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System characteristics are rarely well known,

and the long term unavailability is often used

for the the mean unavailability

q = lim p(l,t)

4.3

(Eq 4.27)

Failure modes and effects analysis

Failure modes and effects analysis (FNEA) is a

qualitative method and does not fulfill the

criterion of Section 4.1 that the method or

model used shall be quantitative and give numeri-

cal estimates of probabilities and consequences

of system failure. It seems, however, that FMEA

is the most widely used of the various qualitative

analysis techniques in the field. FMEA is some-

times also a prerequisite to quantitative methods,

such as fault tree analysis. It is, therefore,

included in this report as an example of quali-

tative methods.

Failure modes and effects analysis is a single-

thread inductive analysis technique for analyzing

the effects on a system from each failure mode

of each component. After having identified all

the significant failure modes of each component,

the analyst has to determine their effects and

trace them down the system in order to evaluate

the ultimate effect on system performance. An

efficient way of doing this is to fill in some

sort of form or table. Many types of formats may

be used.

An excellent example is provided by Lambert (15)

who has performed an educational analysis of the

domestic hot water system in Figure 4.3. A

useful and typical format as well as the resulting
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CM

Figure 4.3 (from Ref 15)

Schematic of domestic hot water system.

Functional order of system

a. Gas valve is operated by controller, which in turn is
operated by temperature measuring and comparing device. Gas
valve operates main burner in full-on/full oft modes.
Check valve in water inlet prevents reverse flow due to
overpressure in hot water system.
Pressure relief valve opens when pressure in system exceeds
100 psi.

b. When temperature of water is below preset level (140° to
180 F), the temperature measuring and comparing device
signals the controller to open gas valve and turn on main
gas burner, which is lit by pilot burner. When water
temperature reaches preset level, the temperature measuring
and comparing device signals the controller to turn off gas
valve and thus turn off main gas burner.



Table 4.1 (from Ref 15)

Failure modes and effects analysis of domestic hot water system

Component

Prossute
ro L IOE
valvo

Gas val'/o

Tomoera-
ture meas-
urinq and
compar i riq
device

Fai1uro or
or ror mode

Jammed open

Jammed
closed

Jammed opon

Jammed
closed

F^Us to re-
act to tem-
'lernturc
rise above
pre-set
level

Fails to re-
act to ton-
ture drop
bo low pro-
se t ievf-1

Effect;

other components

Increased o'jera-
tion of tempera-
ture sensinq
controller! qas
flow due to hot
water loss

None

Burner continues
to oncrate.
Pressure relief
valve opens

Burner ceases
to operate.

Controller, nas
valve, burner
continue to func-
tion "on" .
Pressure relief
valve ooens

Controller, qas
valvo, burner
continue to
function "off"

on

whole system

Loss of hot
water! qreator
cold water
input; qreater
qas consump-
tion

None

Water tempera-
ture and nres-
sure increase
water —. steam

System fails, to
produce hot
witor

Water temoera-
ture too hi'ih
water —• steam

Water tempera-
ture too low

Class*

I

X

X

X

X

II 111

X

X

IV
Failure
frequency

Hoasonably
probable

Probable

Reasonably
probable

Remote

Remote

Remote

Detect ion
methods

Observe at
pressure
relief
valve

Manual
test inq

Water at
faucet too
hot ; pres-
sure relief
valve open
(observa-
tion )

Observe at
output
(water
tempera-
ture too
low)

Observe at
output
(faucet)

Observe at
output
(faucet)

Compensati ny
provis ions
and remarks

Shut offwator
supply,resea1
or replace .
rel ief v a 1 ve

Unless com-
bined w/othor
component
fa i lure , this
f ,i i 1 are has
no consecjuonse

Ouen hot water
faucet, to re-
1iove pressure
Shut offqas
supply. Pres-
sure relict
valvo compen-
sates.

Pressure re]ief
valve compen-
sates .
Open hot water
faucet to
relievo pres-
sure. Shut off
qad s u p p l y .

I. II. M a r g i n a l , I I I . C r i t i c a l , [V. catastrophic.
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analysis (or at least part of it) is shown in

Table 4.1. FMEA can be applied to fairly large

and complex systems.

According to Lambert (15), FMEA was first applied

to aircraft engines in 1957 and is now a requirement

in the U.S. in military and NASA contracts.

Conclusions:

Failure modes and effects analysis is a system-

atic, efficient and general analysis method that

is easy to apply and can be used for studying

fairly large and complex systems. It is quali-

tative but often a prerequisite to quantitative

methods.

4.4 Renewal theory and Markov chains

Renewal theory and Markov chains are often

referred to as maintenance models, which implies

that their use is restricted to reliability

theory and repair/replacement problems. However,

renewal and Markov processes are very general

probabilistic concepts. Hence they are appli-

cable not only to failure and replacement of

light bulbs, but also to various processes and

event chains which might occur in back-end fuel

cycle and waste management facilities. Never-

theless, the presentation below is oriented

toward reliability analysis.

A renewal process is formed by a sequence of

non-negative random variables, {X^}, which are

all identically distributed (ordinary renewal

process), or all but the first of which are

identically distributed (modified renewal process)
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Renewal theory deals with the connection between

distributions of the individual random variables

and the sum of these variables. It might be

helpful to illustrate this in terms of, for

instance, the successive failures of non-repairable,

identical components. If T. is the time between

the (i-l)th failure and the ith failure, a cdf

and a pdf can be expressed for each T•:

= 4>(t) (Eg 4.29)

Ht) -Ä
dt

(Eq 4.30)

If the sum of the T.'s is (see Figure 4.4)

and

n
(Eq 4.31)

4>(n)(t) (Eq 4.32)

d»
dt

(n)
(Eq 4.33)

then the following will hold:

(Eq 4.34)

4>(2)<t) = /<»(1)(t-T)O(T)dT (Eq 4.35)

*(n)(t) =

(Eq 4.36)
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Since t is the SUB of random variables, the

convolution theorem »ay be used, giving the

above integrals. The proof of the theorem can be

found in almost any textbook on statistics and

probability.

' • n

Figure 4.4

A renewal process

From the above densities and distributions,

which are general and hold for any sequence of

continuous, identically distributed random

variables, several guantitites can be derived:

the expected number of renewals during a period,

the time-dependent renewal density etc. Equations

4.34 - 4.36 look somewhat complicated, and

solutions are readily obtainable only for small

systems and a few distributions. This fact reduces

the applicability of the method and no example

will be given here. However, some results obtained

from renewal theory are used in fault tree

analysis.

Markov theory deals with multistate entities and

can be applied to any system which can exist in

states between which the probabilities of tran-

sition do not depend on its history per se, but

only on its state at the present time. In mathe-

matical notation, a stochastic process X(t) is
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called a Markov process if, for any set of n

time points t.<t2<
 < t n < t in ^ i n d e x ***

the process and any real numbers {x.}? -,x.

P(X(t)Sx/X(t1)=X11 ,X(t n)=x n) =

= P(X(t)$X/X(t n)=X n) (Eq 4.37)

If the transition probability depends on the

time difference t-t only, not time itself, then

the Markov process is time-homogeneous or station-

ary in time. In a stationary Markov process, the

transition rate between states x- and x-

P(X(t+At)=X./X(t)=x.)
a . ( t ) = lim -rrH —
1D At*O

(Eq 4.38)

is constant in time.

The Markovian approach has the same sort of

drawbacks as renewal theory. In reality, only

constant transition rates are manageable, and

the amount of calculational work necessary tends

to grow exponentially with the number of states

involved. All the same, some results obtained

for single or redundant systems and components

are used in other analysis methods, and to

illustrate the Markov chain methodology an

example will be given.

Let us consider a system which can exist in any

of two mutually exclusive states (X = 0 and

X = 1 ) . The rate of transition from 0 to 1 is A,

and from 1 to 0 it is Mr s e e Figure 4.5.
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Figure 4.5

System states and transition rates

If PQ(t) and P,(t) are the probabilities that

the system is in state 0 and 1 respectively,

then

PQ(t+At) = P0(t)e"
AAt+P1(t)(l-e"

MAt)+...

= PQ(t)(l-\At)+P1(t)MAt+O(At
2)

(Eq 4.39)

where the first term on the rightmost side

equals the probability that the system is in

state 0 at time t and remains there during At,

and the second term represents the probability

that the system is in state 1 at time t and

enters state 0 during At. The higher orders of

At represent the expansion of the exponentials

and the probabilities that several transitions

occur in (t,t+At). Dividing by At and At-»0 gives

0
dt"

(Eq 4.40)
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The same exercise for P1 gives

dP

dt
1 = -liP1+AP( (Eq 4.41)

To solve this system of differential equations,

two initial conditions are needed. They could

be, for instance, PQ(0)
 = 1 a n d pi^°) = ° (of

course PQ+P, = 1 at all times).

For a system in general a system of differential

equations, a form of the so called Kolmogorov

differential equations, can be derived:

dt
(Eq 4.42)

or, in vector and matrix notation,

£
dt

(Eq 4.43)

A number of methods for solving Equation 4.43

are available, some of which are suited for

computer applications.

The solutions to Equations 4.40 and 4.41 with

PQ(0) = 1 and Px(0) = 0 are

P l ( t ) = Än7 U-e"(X+M)t] (Eq 4.45)

If the transition 0+1 is a component failure and

l-*0 is some kind of repair, then PQ may be

interpreted as the availability and P. as the

unavailability of the component. The asymptotic

behavior (t-*») is interesting:
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q = X+p (Eq 4.46)

P = X+p
(Eq 4.47)

The hazard rate and the reliability are obtained

by setting n = 0, making state 1 an absorbing

state in the context of Markov chains:

Px(t) = F(t) = 1-e-Xt (Eq 4.48)

where F(t) is the cdf of the time to first

failure. Then

R(t) = e-Xt (Eq 4.49)

and the hazard rate or failure rate is

h(t) = X (Eq 4.50).

If X is a failure rate, then M must be the

corresponding repair rate, and

q = (Eq 4.51)

P = (Eq 4.52)

where t- is the mean time to failure and x the

mean time to repair.

In some cases of non-Markovian systems, a merger

between renewal theory and Markov chains can be

applied to what is referred to as semi-Markov

processes. Semi-Markov processes will not be

discussed here, but it may be of some value to

be aware of their existence.
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Markov chains have, in some cases, been applied

to nuclear safety problems. Webster and Benjamin

have used them to analyze the safety of fire

protection systems (16), whereas Cohen et al

(17) and Campbell et al (18) have applied them

to the ultimate disposal of radioactive waste.

Conclusions:

Renewal theory and Markov chains are created

from basic probability theory and represent a

mathematical approach to risk and failure analysis

as compared to the engineering type of approach.

In reality, only small, simple systems or systems

which can occupy only a few states can be treated.

Some results obtained for small systems may,

however, be used in other analysis methods. In

special cases, renewal theory and Markov chains

can also be applied more directly. The general

conclusion is, though, that they are not generally

applicable to the extent wished.

4.5 Reliability block diagrams

Reliability block diagrams are half-way between

the ordinary flow sheet and the logic diagram.

In the block diagram, system building blocks are

depicted as combinations of elements in series

and parallel, making it look like an electrical

circuit diagram as shown in Figure 4.6.

The evaluation of the diagram is accomplished by

tracing a hypothetical signal through the infor-

mation flow paths connecting the starting and

end points of the network. Reliability block

diagrams are success oriented rather than failure

oriented. North American Aviation, Inc, has

developed a computer code, under contract to the
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Figure 4.6

Typical reliability block diagram structure

US Air Force for the numerical evaluation of

block diagrams (19): ARMM (Automatic Reliability

Mathematical Model), later modified by Holmes

and Narver, Inc. The model does not allow for

repair.

Reliability block diagrams have been applied to,

amongst other things, reactor safety systems and

electrical supply systems. It appears that the

system analyzed must be somewhat adapted to the

analysis method. Electrical and electronic

circuitry seem well adapted, but not all systems

can be represented by a series-parallel diagram.

It also appears that reliability block diagrams

form a subset of fault tree analysis, discussed

in the preceeding section.

Conclusions:

Reliability block diagrams can be an efficient

tool in the analysis of certain types of systems
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but are mere or less included in fault tree

analysis (see Section 4.6).

4.6 Fault tree analysis

4.6.1 Introduction

Fault tree analysis (FTA) is a deductive method

for analyzing the reliability, failure and

safety characteristics of systems. The method

has been extensively used ever since it was

developed in 1961 at Bell Telephone Laboratories

for a study performed under a U.S. Air Force

contract; a safety analysis of the Minuteman

missile launch control system. Much of the

development in the early stages of FTA was

accomplished by the Boeing Company. Fault tree

analysis is most well-known for its role in the

work for the Reactor Safety Study (6) in the

early '70's. The following definition is borrowed

from that study (20):

"A system fault tree (as opposed to
fault tree analysis) is a logic diagram
that depicts the component failure
modes and other fault events that can
through AND and OR combinatorial logic
produce system failure. It is a binary
model of the fault modes of a system
and, as such, can be readily converted
to a probabilistic model of the system
- a model to which individual component
fault probabilities can be assigned and
combined to obtain system failure
probabilities."

Symbolic systems have been developed for the

construction of fault trees. The symbols in such

a system may be divided into two categories:

event representations and logic operations/gates.

The most commonly used symbols are shown in

Figure 4.7.



STUDSVIK ENERGITEKNIK AB STUDSVIK/K2-79/188

1980-03-24

43

MULT TRIE

EVENT REPRESENTATIONS

Tht rectangle identifies an event
tf«at results from tht combination
of fault tvtnt» through tht input
logic gate. •

Tht house is usad as a switch to
include or diminatt parts of tht
fault trat as thost parji may or
may not apply to cartain
situations.

Tht cirdt dtscribti a basic fault
tvtnt that requires no furthar de-
velopment. Frequency and modt
of failure of ittms so idtntifitd art
dtrivtd from empirical data.

LOGIC OPERATIONS

AND gtta dsscribss tht logical
operation whereby tht cot xistance
of all input events is required to
product tht output tvtnt.

Tht trianglts are used as transfer
symbols. A lint from tht apex of
the triangle indicates a transfer in
and a line from the side denotes
a transfer out.

TTT
OR gate defines the situation
whereby tht output event will
exist if ont or more of the input
tvtnts txirtj.

The diamond describe» a fault event that is
considered bask in a given fault tree. The
possible causes of the event are not developed
whether because the event is of insufficient
consequence or the necessary information
is unavailable.

INHIBIT gates describe a causal relationship
between one fault and another. The input
event directly produces tht output event if
the indicated condition is satisfied. The
conditional input defines a state of the sys-
tem that permits the fault sequence to
occur, and may be either normal to the
system or result from failures.

The circle within a diamond indicates
a subtree exists, but that subtree was
evaluated separately and the quanti-
tative result» inserted as though a

Figure 4.7 (from Ref 20)

Standard fault tree logic and event symbolism
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For some applications and analysis algorithms,

additional symbols may have to be used. For

instance, it is sometimes desirable to separate

events* from states at AND-gates, to use gates

for exclusive OR (only one of the inputs may

occur, not several), or to use NOT-logic. The

symbols in Figure 4.8 are sometimes used. Entirely

different symbolic systems from that of Figures

4.7 and 4.8 exist.

NOT
I

STATE XOR

Figure 4 . 8

Additional fault tree symbols

Being a deductive method, fault tree analysis

starts with the definition of the top event and

continues with an investigation of which sub-

events that, combined by the AND/OR logic, may

have led to the top event, consecutively breaking

down events into new sub-events until the resol-

ution limit of the system under study is reached.

This is where the earlier described symbols come

in: the events, which in the framework of FTA

must be described as binary, that is, be of an

ON/OFF nature, are connected by logic gates. The

limit of resolution is represented by the circles,

basic (primary) events, and by the diamonds,

The term "event" denotes a dynamic change
of state that occurs to a system element.
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undeveloped events. The ON state of an element

may correspond with a failed state and the OFF

state with successful operation. Transfer between

the states may be accomplished by failure and

repair. Lambert (15) describes the structuring

process in the fo1lowing manner:

"Any fault event must be written to
include what the fault state of that
system or component is and when that
system is in the fault state. The
established procedure answers two
principal questions: (1) Is the event a
state-of-component or state-of-system
fault? and (2) What is immediately
necessary and sufficient to cause the
event?

If the fault can consist of a simple
failure of the component under investi-
gation, it is a state-of-component
fault. In this case we use an OR gate
at an immediately lower level to combine
the inputs that consist of the three
following causes:

1. A primary failure, which is
failure of a component within
the design envelope, i.e.,
failure due to inherent charac-
teristics of the system element
under consideration.

2. A secondary failure, which is
failure of a component outside
the design envelope, i.e.,
failure due to excessive
environmental or operational
stresses placed on the component.

3. A command fault, which is
inadvertent operation of the
component due to failure of a
control element, i.e., failure
of a system element due to a
normal operation being commanded
at the wrong time.

Note that these causes represent related
failure mechanisms of a component
failure.
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If the fault event cannot consist of a
simple component failure, it is a
state-of-system fault. In this case the
fault will be preceded at a lower level
by an AND gate, an OR gate, an inhibit
gate, or no gate at all. To determine
which gate to use, we must specify the
minimum necessary and sufficient fault
events. Note that those must be the
immediate fault events."

A graphical outline is given in Figure 4.9.

Let us for a minute return to the domestic hot

water system of Reference 15, previously partly

analyzed with FMEA (see Table 4.1 and Figure 4.3).

Lambert has performed an analysis (15) of the

top event "Rupture of water tank when system is

in operation" (Figure 4.10). This provides a

good example to compare with the FMEA of Table 4.1.

A fault tree diagram, per se, provides the

interpretor with a comprehensive and yet condensed

qualitative information about system failure

characteristics. This quality is one of the

distinctive features of fault tree analysis. The

tendency of FTA to condense the analysis problem

makes it applicable to large systems. There are

generally many different, but equivalent trees

for a system.

The issues of quantitative evaluation of fault

trees, algorithms and computer codes, common

cause failure and human reliability, automated

fault tree construction, and applications of FTA

will be presented in the next few subsections.

Quantitative evaluation of fault trees can be

accomplished in a number of ways. The most

commonly used methods are based on Boolean logic
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Segments of
•Miysis development

Fault tree
levels

fUndesired
jsubevents

(Systw
(phases

i -TT ,

Component
fault
states

Top
structure

Major
systen
levels

Subsystem
•nd detailed
hardware flow

(Secondary
(failures

Inhibit
gate

Figure 4.9 (from Ref 15)

Levels of analysis development
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^ ' le C M -*•" M<

Figure 4.10 (from Ref 15)

Fault tree example for domestic hot water system
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and Boolean algebra. Boolean logic is related to

set theory, on which the axiomatic formulation

of probability rests, a fact that Makes the

probabilistics of fault tree analysis very

consistent.

Boolean logic is built on the notion of a prop-

osition, which, in the formulation of the theory,

must be either TRUE or FALSE. In FTA applications,

this might be replaced by ON and OFF, or failed

and in order (or tails and heads in coin tossing).

A one-to-one mapping will define a binary (Boolean)

indicator variable on a proposition, X, such

that

TRUE (ON, failed, tails) <=> X = 1

FALSE (OFF, in order, heads) <=> X = 0

(Eq 4.53)

If X is looked upon as a random variable, the

probability that the proposition is TRUE may be

expressed as

P(X=1) = E(X) (Eq 4.54)

Boolean expressions are now readily obtainable

for AND and OR gates. The output variable from

an AND gate, X&Mn' s e e Figure 4.11, is an indi-

cator function of the inputs {X-}n_, given by

the logical product (intersection)

n= n X. = min {X.}n_1 (Eq 4.55)
i=l x x 1~ 1

For the output to be TRUE (to exist), all the

inputs must be TRUE (exist), that is, all X^ = 1

and the minimum = 1. If only one of the inputs

does not exist, the product will be zero.
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The output variable fro» an OR gate, X__, see

Figure 4.11, is an indicator function of the

inputs {X} n_., given by the logical union or

SUB

X0R =.", Xl = » a X (Eq 4.56)

0l l l l
1 2..-n

AND Gate

= XJXJ. . .

OUTPUTS

INPUTS

x n XB

QTTTT
1 2..-H

OR Gate

-,X.,...,X "* y *vf • • • t ̂ _ *

Figure 4.11

Gate logic

For the output to exist, at least one of the

inputs must exist, any of X. = 1, or several,

and the maximum^ 1. Logical multiplication, on

one hand, is carried out just as ordinary arith-

metic multiplication; logical addition, on the

other hand, does not obey the ordinary rules of

the addition of numbers. Therefore it is sometimes

convenient to express the sum as

OR
(Eq 4.57)

The extension to other Rinds of gates is obvious

and straightforward.
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Successive eliminations of gates by replacement

with their algebraic expressions will eventually

lead to an expression for the top event:

4-58>

that is, X̂ .-.p is a function of the set of the

indicator variables of all basic (primary)

events. Most fault tree analysis techniques use

some algorithm to reduce the often very compli-

cated expression that is obtained by ordinary

successive eliminations. The most commonly used

algorithms are based on the concepts of binary

(Boolean) indicated cut sets, BICS, or just cut

sets, and minimal cut sets, MCS.

A cut set is any group of primary inputs which,

if all are TRUE, cause the TOP proposition to be

TRUE. This implies that the BICS is a logical

product of indicator variables X B I C S = nx^ such

that X ^ p = 1 when X ^ g = 1.

A minimal ("min") cut set is a cut set such that

it will cause the TOP event to be TRUE if and

only if all its primary inputs are TRUE. There

may not be any extraneous indicator variables in

the cut set product, whose existence do not

contribute to the TOP event. When reduced to MCS

form, the TOP event can be expressed as

n
= I MCSj (Eq 4.59)

where the MCS are intersections of primary

events,

MCS. = nX.. (Eq 4.60)
3 i J 1
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where X.. is the ith primary event of the jth

min cut set, where no MCS. is a subset of another

MCS. (the primary events of MCS. are not all
" J

contained in another MCS.), and where no X.. is
K J1

repeated in the same MCS. Hence, the fault tree

can be redrawn with one top OR gate and with AND

gates, representing the min cut sets, as inputs

to that OR gate, see Figure 4.12.

TOP

1
MCS1

A
1 1 1

1
MCS2

A.
1 1 1

1

A
n i

I
MCSn

A,
111

Components Components . . . Components
of MCS] Of MCS 2 Of MCSn

Figure 4.12

Min cut set representation of a fault
tree

The transformation of a tree to MCS form is

carried out by the use of the laws of Boolean

algebra. In the following, A, B and C are Boolean

variables:

Idempotency

A-A - A

A+A = A

(Eq 4.61)

(Eq 4.62)
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Distributivity

A'(B+C) = A-B+A-C (Eq 4.63)

Absorption

A+A-B = A (Eq 4.64)

As in ordinary algebra, • has priority over +.

To illustrate the technique, the fault tree in

Figure 4.13 is analyzed as an example.

LL

Figure 4.13

Example fault tree
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The TOP event is expanded and reduced:

T = (X3-X4)]-[X1-X5+X2) =

= (X1+x2x3x4)(x1x5+x2) =

= * 1 X 1 X 5 + X 1 X 2 + X 2 X 3 X 4 X 1 X 5 + X 2 X 3 X 4 K 2

(Eq 4.65)= x1x5+x1x2+x2x3x4

To produce the TOP event, X. and X 5 must occur

simultaneously, or X., and X2, or X2, X3 and X4,

see Figure 4.14.

Q

Figure 4.14

Example fault tree reduced to MCS form

Let us now return to the similarity between the

axiomatic formulation of probability and fault

tree logic. Besides giving valuable qualitative

information, the minimal cut set representation

strongly facilitates probability calculations,

which can be performed on other representations

of a tree, but often with excessive effort. The
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MCS formulation of the TOP event is related to

the concept of coherent structures. A structure,

represented by a structure function t|* ({X.}),

where {X.} are indicator variables, is coherent

(monotonic) by definition if the occurrence of a

basic event cannot cause a transition from 4» = 1

(e.g. a failed state) to t|> = 0 (e.g. an unfailed

state), that is, it is non-decreasing in each

argument. This definition does not permit comple-

mentary events. A coherent structure contains,

by definition, all relevant basic events each of

which must contribute to the occurrence of the

TOP event. If we do not allow any complementary

events in a fault tree or in its NCS representation,

then the union of the entire MCS will be a

coherent structural representation of the TOP

event. This property of the MCS formulation of a

tree makes numerical evaluations more straight-

forward .

n n
X_,np = 2 MCS. = I n

j=l D j=l i
X. . (Eq 4.66)

is the MCS form of the TOP event. To proceed

with a probability calculation, we must return

to Subsection 4.2.1, Equations 4.1 - 4.6. It

might be helpful to exemplify the problem by

thinking of the TOP event probability, P(X T O p),

in terms of the pointwise unavailability of a

system:

P(XTOp) = = E(XTQp(t))

(Eq 4.67)

The X.. may in this case be looked upon as

time-dependent discrete random variables X-H

The corresponding probabilities are denoted by
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Applying Equation 4.6 to the top event expression

gives

n
P(XTOp) = P( I ^

n
= I P(MCS) - I P(MCS-MCSV)

+ I P(MCS-MCS, -MCS,)- +

(-Dnp(nMcs.)
3

(Eq 4.68)

When going further with Equation 4.68, we remember

that X^QP is coherent, implying that no cut set

is included in another, which might complicate

things, and that no complementary, mutually

exclusive events occur, mathematically speaking.

There is, of course, no inherent guarantee that

there will not be any contradictory statements

from an engineering point of view. It is up to

the analyst to avoid these.

Equation 4.3 cannot, however, be applied immedi-

ately since there may exist a dependence between

the min cut sets. One obvious type of dependence

occurs when the min cut sets have one or more

basic event in common. This is the case with our

example fault tree, where X..X5 and X-JXJ both

contain X.. Other, more intricate dependencies,

from the engineering viewpoint, may also exist

between events. These problems will be discussed

in the subsection on common cause failure and

human reliability. When all the MCS are stochasti-

cally independent, Equation 4.2 will hold and,

together with Equation 4.57, gives

n
P(XTop) = 1- n (Eg 4.69)
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Equation 4.60 gives

(Eq 4.70)

If the primary events of a min cut set are

stochastically independent (this may not

necessarily be the case) Equations 4.3 and 4.70

will yield

P(MCSj) = (Eq 4.71)

and, if there is a total stochastic independence,

P(XT0P) = 1"." U ..)]

(Eq 4.72)

Other approaches may be required to obtain

quantities such as the hazard rate, reliability,

mean time to first failure, and mean time between

failures for the fault tree. They will not be

presented in this context, and the reader is

advised to consult the literature in this field.

The earliest computer codes for fault tree

evaluations did not use the minimal cut set

methodology. Instead, they maintained the gate

logic of the original input tree, and used Monte

Carlo simulation to obtain a mean time to failure

(MTTF) and a MTTF distribution for the system.

Programs of this kind were the SAFTE (19) (SAFTE

= Systems Analysis by Fault Tree Evaluation) and

SAFTAC (21) codes which were in fact quite

similar. For each component individual times to

failure (TTF) and times to repair (TTR) are
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sampled stochastically from given distributions.

The system is tested for system failure as each

basic input event occurs. If repair of a component

is completed before system failure, the calcula-

tion continues with a new TTF and TTR for that

component. System failure times are collected

and noted. This is more logically explained by

the SAFTAC flow chart and the failure and repair

cycle example in Figures 4.15 and 4.16.

SAFTE-1 assumc-s exponential failure rates and

Gaussian repair rates, as does SAFTAC; the

latter alao considers constant repair times.

SAFTE-2 is used for systems without repair.

SAFTE-3 calculates the mean unavailability of a

system by comparing the asymptotic component

unavailabilities with random numbers checking

for simultaneous outages leading to system

failure within the logic of the tree.

Fault tree evaluation in the Reactor Safety

Study was performed with the PREP-KIT! program

package (22). PREP, the preprocessor, finds the

minimal cut sets and KITT (from Kinetic Tree

Theory) calculates system failure probabilities.

PREP uses either deterministic testing or Monte

Carlo sampling to obtain the MCS. The deterministic

procedure assumes total independence between

components. First it lets each component fail

individually, then it goes through the tree

logic to test for one-component cut sets. The

next step is to proceed to two-component MCS

(any combination of two) and so forth until

finally n-component cut sets are obtained, where

the limit n has been specified in the input

data. This technique becomes too elaborate for
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Figure 4.IS (from Ref 21)

SAFTAC computer program flow chart
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Figure 4.16 (from Ref 21)

Basic input event failure and repair cycle example

large fault trees and the Monte Carlo option is

mostly used. Assuming independece and no repair,

the simulation assigns a time to failure for

each component based on exponential failure

distributions. These TTF are kept shorter than a

specified system mission time. The tree is

searched for system failure after the failure of

each component to give a min cut set. Then, a

new set of times is created and a new MCS is

compared with those already found in order to

eliminate redundant sets. This technique tends

to screen the MCS on the basis of the proba-

bilities of their occurring, an advantage that

outweighs the drawback of the possibility of not

finding all the min cut sets within the specified

number of runs.

Given the MCS, the KITT code calculates and

prints the time dependent pointwise unavaila-

bilities, availabilities, failure rates, and

failure intensities at time t, and the expected

number of failures during time t, for the system

as well as for each min cut set and component.

The KITT-1 version assumes constant component

failure rates and constant repair times (or

non-repairability). KITT-2 considers multiphase

timing with piecewise constant failure rates and

repair rates (or non-repairability).
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The SAMPLE code was used in the RSS to simulate

error propagation by Monte Carlo. SAMPLE accepts

an input function of random variables, which

could be, for instance, a cut set probability/

unavailability expression, and calculates an

overall distribution mean, standard deviation

and confidence limits, given the distributions

of the input variables. The purpose of the code

is to give estimates as to how uncertainties in

input failure data propagate to give uncertainties

in calculated system failure data, thereby

assigning a probability to the probability.

SAMPLE is not specifically oriented toward ETA;

it can be used for a number of error propagation

applications.

MOCUS (23) was one of the first in a series of

more efficient deterministic min cut set computer

programs developed in the early '70's. MOCUS

begins with the TOP event, splitting it into new

cut sets each time an OR gate is encountered,

and including new basic events in cut sets each

time an AND gate is found. Each event beneath an

OR gate will combine with the MCS including that

gate to create a new MCS, and each event beneath

an AND gate will be included in the cut set

including that gate. A two-dimensional matrix,

corresponding to a series of Boolean expansions,

is created. Each row represents the logical

intersection of primary and intermediate gate

events. The logical union of all rows yields the

TOP event expression. When all gate events are

expressed in terms of primary events, each row

will be a BICS, and the matrix has to be reduced

to MCS form by elimination of extraneous events

and cut sets. MOCUS does not evaluate the cut

sets numerically and must be used together with

some other code such as KITT.
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As opposed to MOCUS, the MICSUP code (24) uses

an upward algorithm. MICSUP begins with the

lowest level gates having basic input events

only. Each lowest level AND gate will create a

cut set with all primary events to that gate in

it. Each lowest level CR gate will produce a cut

set for each of its inputs. The inputs to these

gates are used as substitutes in inputs to

higher level gates and the process is repeated

with the new gates until the final cut sets are

found. The cut sets are finally reduced to

minimal sets. This procedure has the advantage

of also being able to produce MCS of intermediate

gates. MICSUP is said to be faster and more

efficient than MOCUS and stores all the MCS of a

tree in one single array to reduce memory storage

space requirements. However, like MOCUS, it has

no routine for calculating probabilities or

related quantities.

ALLCUTS (25) uses essentially the same downward

algorithm as MOCUS but also employs Boolean

reduction to MCS at intermediate steps. Unlike

MOCUS and MICSUP, ALLCUTS calculates proba-

bilities and related quantities for each minimal

cut set using the so called lambda-tau method.

Probability characteristics for the TOP event,

that is, the logical union of the MCS, must

however be calculated separately- ALLCUTS is

equipped with an auxiliary program, BRANCH,

which is used for creating gate cross references

and for debugging to detect logical loops etc.

The code can also be provided with a special

fault tree plotting program.

The ACORN-MFAULT-RAFT package (26 - 28) was

developed at Battelle's Pacific Northwest Labora-

tories (PNL) especially for fuel cycle and waste

management risk applications, see Figure 4.17.
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Figure 4.17 (from Refs 2 6 - 2 8 )

PNL risk assessment computer package

ACORN is a fault tree plotting code, originally

intended to draw fault trees analyzed by SAFTAC.

HFAULT uses an upward min cut set algorithm

similar to that of MICSUP, although they have

been developed separately. HFAULT also calculates

TOP event probability characteristics employing

the \x-method, assuming constant failure rates.

The analyst has the option of choocing between

screening procedures by which cutoffs regarding

min cut set chain length and probability may be

specified. A unique feature of HFAULT is the

possibility of deleting the reduction of BICS to

HCS. This could be used when the analyst wishes

to give the TOP event such a broad formulation

that the consequence magnitude may occupy a
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whole spectrua. Two cut sets, one of which is

entirely included in the other, »ay represent

different consequences. The probabilities cf the

extraneous BICS must be small so that the deviation

from strict Boolean logic will not introduce

errors. HFAULT is, of course, compatible with

ACORN.

RAFT is really a consequence analysis code (see

Section 4.10) but will be mentioned here since

it is a part of the PNL risk analysis code

package. Cut sets and probabilities are supplied

as input to RAFT from an external fault tree

analysis code (such as HFAULT). Using the total

radionuclide inventory available, along with

release fractions for each basic event in a cut

set, the release terms are calculated for each

cut set. Each release term is multiplied with

the corresponding BICS probability. RAFT orders

and screens cut sets to obtain the most dominant

according to probability or risk (probability x

release), There are input options to eliminate

redundant sets and to recalculate probabilities.

Four different release fractions together with

their conditional probabilities may be specified

for each basic input event.

In recent /ears, modularization and list processing

techniques have been developed for fault tree

evaluations. Modularization of fault trees is

based on the theory of modularization of coherent

structures (29). In FTA, a module is defined as

being a set of gates and primary inputs which

can be grouped together as a "super-event". A

group of gates and events is said to form a

module (super-event) if it is sufficient to know

the state of the supei-event to determine the

TOP state; this does not require knowledge of
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any of its inputs. A gate or basic event cannot

be incorporated into a module if it is replicated

somewhere in the tree outside that module. The

modular approach is said to be more fast and

more efficent than the MCS methods, although it

requires the use of list programming languages

such as the PL/1. For instance, an OR gate with

inputs A and B may be expressed as the module

M = {A,B,+}. Another advantage appears when

replicated events do occur, in which case

modularization is said to provide the possi-

bility of obtaining more accurately calculated

TOP event probabilities than ordinary MCS methods.

The PL-HOD computer code (30) uses specific

modular cut sets to cope with the problem of

replicated events. It also allows mutually

exclusive events and k-out-of-n gates. Another

code along these lines is PATREC (31). The

reader is referred to the references for more

details.

Another alternative to the ordinary min cut set

algorithms is provided by the notion of prime

implicants, based on ordinary Boolean algebra.

Any Boolean expression may be expanded to its

corresponding union of prime implicants, which

are relatives to cut sets. This involves the use

of complementary events. SETS (Set Equation

Transformation System) is a general purpose code

for the manipulation of set equations, in parti-

cular Boolean prime implicant expansion (32).

SETS may be applied to fault trees and allows

ordinary AND and OR gates, XOR, NOT and SPECIAL

gates defined by Boolean equations, as well as

complementary input events. A code for evaluating

probabilities, SEP (Set Evaluation Program), has

been developed as a companion to SETS.
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The main program of the WAM computer code package

(33), BAM (Boolean Algebra Minimization), is

based on Boolean expansion and uses an efficient

truth table algorithm to obtain what is called

the canonical P form of the logical expressions,

and to calculate unavailabilities in one step.

This has the advantage of expressing for instance

the TOP event of a fault tree as a logical sum

of mutually exclusive logical products, using

complementary events. This feature facilitates

the numerical evaluation of the tree, in some

cases considerably, partly because replicated

events present no problems. The approach also

has the capability of handling other kinds of

common cause and dependency behavior, see Sub-

section 4.6.4.

BAM allows AND, OR, NOT, NOR, NAND, ANOT, ONOT

(various combinatorial) and COM (combination,

complex logic) gates to be used. Other codes in

the package are DRAW, which is a fault tree

plotting code, TAP, CUT and SPASM. TAP allows

the analyst to let BAM re-evaluate the system

with changes made to input failure probabilities

by an as-simple-as-possible procedure. CUT uses

Boolean reduction to obtain minimal cut sets for

qualitative system failure information, and may

also be used to compute a TOP event probability

with error bounds using a moment method, given

the error bounds of the inputs. SPASM (System

Probabilistic Analysis by Sampling Methods)

determines the entire error propagation distri-

bution of the system unavailability, given the

distributions of the inputs, by a Monte Carlo

sampling technique similar to that of the SAMPLE

code used in the RSS. The WAM package is very

flexible and is said to be much faster than
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most other codes. It is, however, somewhat

machine specific (CDC 7600) and currently has

the drawback of only calculating unavailabilities,

not giving any information on hazard rates,

reliabilities etc. By courtesy of EPRI and SAI,

it has been possible to implement the WAM package

on the computer at Studsvik (34). More details

are given in the Appendix.

FRANTIC (Formal Reliability Analysis including

Normal Testing, Inspection and Checking) is a

code recently developed for special purposes

(35). The code evaluates the average as well as

the time dependent unavailability for any general

system model, which could well be a fault tree

model, but need not be. What makes FRANTIC

unique is its detailed, time dependent modeling

of periodic testing which includes the effects

of test downtimes, test overrides, detection

inefficiencies, and test-caused failures. Together

with the ability to incorporate common cause

failures, those features give FRANTIC a unique

capability of handling human error and human

reliability problems.

A number of codes, such as CADI, LENC, RELY-4

and SAFTE-LR, could have been added to the list

of descriptions. It is felt, though, that the

codes and algorithms which have been presented

in some detail above, reflect the variety and

the main streams of development of fault tree

evaluation methods appropriately.
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4.6.4 Common cause failure and human reli-

ability

"Common cause failure" (CCF) is most generally

defined as "multiple failure due to a common

cause". This definition is not very strict and

is mostly used for almost any kind of dependency.

Human error and reliability, and man-machine

interactions, represent one aspect of CCF but

are often treated as separate from it. Perhaps

the most appropriate term would be "dependent

events". However, the term "common cause failure"

will be used in the following to cover all the

above aspects. When man-machine problems are

considered specifically the term "human reliability"

will be used. "Common mode failure" (CMF) was

previously a synonym to CCF but has recently

come to denote CCF in redundant systems.

The problem to incorporate common cause failures

in risk and reliability analysis is a general

ona, not only restricted to fault tree analysis.

It is nevertheless felt that the difficulties of

analyzing CCF are most obvious for large and

complex systems, and that they are somewhat

specific to FTA, although the extension to

inductive methods is often quite clear. Common

cause failure and human reliability are, conse-

quently, presented under Section 4.6.

A recent classification of common mode failure

causes by Edwards and Watson (36) seems also to

be applicable to common cause failures, see

Figure 4.18. The diagram gives an excellent

overall view of the processes involved. An

attempt has been made by the authors to indicate

how CMF can logically be incorporated into

generic failure models (Figure 4.19).
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Classification system for common-mode failures

Basic probability theory is the starting point

of common cause failure analysis. The Reactor

Safety Study introduces a bounding technique

based on the following (37): if P(A-B) is the

probability of both A and B occurring and A and

B are indepedent, then

P(A-B) = P(A)-P(B) (Eq 4.73).

If there is a dependency between A and B, and

the probabilities include all relevant individual

and common cause failure modes, then we can at

least say for certain that

P(A)-P(B) i P(A-B) min{P(A),P(B)}

(Eq 4.74)
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Sub-system CMF modeling structure
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where the "min" denotes the smallest value

inside the brackets. For simplicity.

P(A)P(B) = p (Eq 4.75)

and

min {P(A),P(B)} = P (Eq 4.76)

In some cases the RSS uses a geometric mean to

approximate the "true" probability, assuming a

log-normal distribution for the range of possible

values:

P(A-B) ~ (P-p) (Eq 4.77).

Use of this technique (and its extension) is, of

course, possible when dependent events appear in

min cut sets from a fault tree. When necessary,

it can be directly applied to OR gates. The

rather crude and somewhat arbitrary assumption

with respect to the log-normal distribution has

been the subject to some criticism, for instance

from the Lewis Commission (7). The procedure

must be used with caution.

The beta factor method (38) begins by assuming

that the total constant hazard rate for each

unit, \, can be expanded into its independent

(i) and common cause (c) components:

\ = \ +\ (Eq 4.78).

The beta factor, p, is defined as the fraction

of the total hazard rate attributable to common

cause failures:

(Eq 4.79)
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With these definitions as a basis, useful results

can be achieved through, for example, Markov

chain analysis. Some statistics concerning

p-factors for various systems are also accessible

from the literature.

The Marshall-Olkin approach to CCF has its

starting point in time to failure distributions

rather than in hazard rates (39). Common cause

failure probabilities can be evaluated in a

direct manner using the Marshall-Olkin multi-

variate exponential model. Consider, let us say,

two elements which can fail from various causes.

A vector, x, is assigned to each failure cause,

x = (1,0) being the individual failure of element

No. 1, x = (0,1) being the individual failure of

element No. 2, and x = (1,1) being the simul-

taneous failure of both elements. Each failure

cause is then assumed to have an exponential

distribution for its time to first occurrence:

fx ( t> " (Eq 4.80)

where A is the hazard associated with cause x.

The failure causes are assumed to be competing.

For two identical components, the reliability is

interpreted here as the probability that neither

element will fail in (0,t):

R(t) = e"2Alt"A2t (Eq 4.81)

where A, is the individual hazard rate for

x = (1,0) or x = (0,1) and A- is the common

cause hazard rate for x = (1,1). The discussion

may be extended to more complex situations. A

comparison with the p-factor method for the

above example implies that
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and

(Eq 4.32)

(Eq 4.83)

In fact, it has been shown that the Marshall-Olkin

approach is theoretically consistent with the

beta factor method, and that the results obtained

tend to agree with those obtained with the RSS

log-normal/geometric mean technique when the CCF

contribution is not dominant (38).

The Boolean algorithms of the BAM fault tree

computer code (33), described in 4.6.3, allow

the user to incorporate common cause failures in

the analysis in a very efficient manner. The

code expands the TOP event into a sum of products

which, by their structures, are all mutually

exclusive. Common cause events may be introduced

into the fault tree via NOT gates, giving the

analyst the ability to define disjoint events.

This technique is also compatible with the

p-factor and Harshali-Olkin methods.

The COMCAN computer program (40) has been

developed for qualitative common cause analysis.

COMCAN searches the input fault tree min cut

sets for shared susceptibility to secondary

events (common causes) and common links between

components. The required inputs are descriptions

of the basic events in the MCS, their generic

susceptibility to CCF, and the MCS themselves.

Optional inputs include for example manufacturer

data and the locations of components. The output

consists of lists of common cause candidate cut

sets.
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Many general theoretical treatments other than

the above can be found in the literature. The

human performance aspect of CCF is, however, not

so much of a problem of probability theory. The

relevance of inintenance errors to multiple

equipment failure is quite obvious, as only one

example from an unexhaustible list. Having the

right data, from experience, obtained from

the appropriate conditions in terms of stress

and environment, etc, is crucial. The Reactor

Safety Study pointed out the importance of human

reliability (41) and collected a great deal of

data. It has nevertheless been criticized for

not giving enough consideration to the problem.

The Human Factors Program at Sandia Laboratories

(42) has led to the development of human relia-

bility analysis models. Two major human factors

techniques are employed: man-machine systems

analysis (MMSA), which is a qualitative method,

and the THERP model. THERP (Technique for Human

Error Rate Prediction) is a quantitative "method

to predict human error rates and to evaluate the

degradation to a man-machine system likely to be

caused by human errors in association with

equipment functioning, operational procedures

and practices, and other system and human charac-

teristics which influence system behavior".

Techniques like these will certainly help in

giving the analyst a fruitful approach to human

reliability problems.

Common cause failure analysis and its applications

to fault tree analysis are still in a development.



STUDSVIK ENERGITEKNIK AB STUDSVIK/K2-79/188

1980-03-24

75

4.6.5 Automated fault tree construction

The manual construction of the fault trees in the

RSS required an extensive man-power effort.

Large and complex systems, for which fault tree

analysis has actually been developed, will gen-

erally be time-consuming, mostly because of the

construction process which has to be elaborate

if reliable results are to be obtained from the

analysis. The difficulties have led FTA theorists

to develop more or less system independent algo-

rithms and methods for computer aided, automatic

fault tree construction.

The Synthetic Tree Model (STM) is an algorithm,

initially intended for electrical systems, used

by the DRAFT computer program (43). It is based

on modeling each device in the system by a set

of failure transfer functions, one for each

relevant failure mode. These failure transfer

functions are really mini fault trees of components

or sub-systems, and are not system specific. The

STM requires that a component coalition scheme

(a sort of electric circuit drawing) is specified

to show which components share an alliance with

respect to current flow. DRAFT constructs the

fault tree from the failure transfer functions,

using the component coalition scheme The algo-

rithm is generally applicable to various kinds

of systems, but it is said to work best with the

electrical systems for which it was adapted.

The CAT code (44) represents a more general

approach to automated fault tree construction.

Component operating and failure modes, that is,

the description of how the output states of each

component are influenced by the input states and
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internal operational modes of the component, are

modeled by employing decision tables rather than

mini fault trees. A system chart must also be

given in the input to the code: a description of

how the inputs and outputs of each component are

connected to other components. No actual signal

flow is required - only some kind of interaction

between inputs and outputs. CAT seems to be most

efficient when applied to electrical, mechanical

or hydraulic systems.

Specific complications seem to arise in fault

tree construction for chemical processes. Lapp

and Powers (45) have developed an algorithm

based on an intermediate level of system

description, digraphs. The digraph (directed

graph) models the cause and effect relationships

between variables and failure events for the

components of a system. It represents an inter-

mediate level between the system flow sheet and

the system fault tree. Nodes representing process

variables and certain types of failures are

connected by directed edges, implying inter-

relationships. The automated fault tree synthesis

is triggered by the selection of a TOP event

node and uses the input digraph to construct the

tree. The algorithm seems particularly beneficial

through its abilities to overcome the difficulties

of the necessary binary event representation of

FTA, to find and delete logical loops (contra-

dictory events) below AND gates, and to handle

time sequencing.

The RIKKE computer code system (46) constructs a

fault tree from a process flow sheet using

component unit models. The technique is similar

to that of Lapp and Powers. RIKKE is still the

subject of development.
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Automated, computer-aided fault tree synthesis

provides a means for speeding up the slow con-

struction process for large, complex systems.

The algorithms can also be used to construct

trees manually, preferably for smaller systems.

The consistency in the analysis is an advantage.

Different analysts will obtain the same results

if they use the same system definition. This

factor opens the possibility for interesting

comparisons between algorithms. Other advantages

are the possibility to reduce the drawbacks of

the ON/OFF nature that must be assigned to

components, to detect loops, and to handle time

sequencing, which might be important in certain

cases. The risk of omitting important events is

also reduced.

Automatically constructed fault trees tend to be

larger and more complex than manually constructed

ones. One of the main advantages with FTA over

analysis techniques like renewal theory and

Markov chains is supposed to be its relative

simplicity and engineering orientation. The

manual construction process helps the analyst to

understand the system. Some of this is, unfortu-

nately, lost in the automated methods (some

manual checking of the trees is anyway necessary).

The advantages tend, however, to be more important

than the disadvantages.

Automated fault tree construction is still

developing and the future prospects look promising.

4i6i6__ Applications

Fault tree analysis emanates from the aerospace

industry and was first used in that field.

Attention has later been focused on its appli-

cations to nuclear reactor safety, primarily due
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to the work performed for the Reactor Safety

Study. FTA fulfills most of the criteria laid

down in Section 4.1; the possible exception

might be that it does not give estimates of the

consequences of system failure, if this require-

ment is stretched so far to include environmental

impact and radiation doses to the public. The

generality of the method has led assessors to

apply it in a number of areas, including fuel

cycle safety and radioactive waste management.

Cooperstein et al have employed fault tree

analysis to analyze the safety of a generic fuel

reprocessing plant '12). They used rather loosely

defined top events. Sample fault trees from the

study are given in Figure 4.20, and part of

the results are given in Figure 4.21 as an

example of risk representation.

A model high-level waste solidification plant

has been analyzed by Briicher (47). The major

risks were shown to be associated with accidents

involving the off-gas cleaning. A flow sheet of

the off-gas cleaning system is reproduced in

Figure 4.22; the TOP part of the system fault

tree is shown in Figures 4.23 and 4.24. Figure

4.25 is a Farmer diagram in which the analyzed

accidents are plotted as points, representing

the expected hazard rate and release from each

accident. It should be noted that the Farmer

diagram does not constitute a basis for inte-

gration to obtain the total risk associated with

the operation of the plant. The study is a

contribution to the German radioactive waste

study, which has also performed a HLW tank

storage risk analysis using fault trees (48).
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Figure 4.20 (from Ref 12)

Top of the reprocessing plant fault tree and details of

a sub-tree
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Ruthenium releases anticipated for the hypothe-
tical accidents analyzed
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Farmer diagram for solidification plant accidents

Z = Amount released.(A.U.)
H = Hazard rate (y )
(G accidents are associated with off-gas cleaning)

Fault tree analysis is applied to cask handling

by Jackson and Hanson (49) and by Gachot and

Barbet (50). A fault tree from the first is

found in Figure 4.26. The frequency for cask and

car tipover was calculated to be 4*10~'/year.

Gachot and Barbet use FTA to design a safer cask
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handling system by showing how accident proba-

bilities may be reduced by altering it.

111 !l«tt(« will'

/"« i» L13

Figure 4.26 (from Ref 49)

UCRR - Cask and car tipover with cask in vertical
position

Fault tree analysis has also be«sn applied to

conventional chemical plants (51) and even to

kitchen fires in domestic households (52).

Battelle, Pacific Northwest Laboratories, have

carried out a series of transportation risk

studies (53 - 58). The basis of the analyses is

provided by the accident environment statistics
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compiled by the Sandia Laboratories (59, 60).

Fault tree analysis is used to calculate proba-

bilities of cargo damage and release caused by

these environments. Figures 4.27 and 4.28 give

examples of vehicles used for transporting

uranium hexafluoride, and of the related fault

trees (57). The results are presented in Figure

4.29 together with the results from other PNL

analyses compared with some natural and man-

caused hazards.

Four 10-ton Cylinders

Two 10-ton Cylinders

Figure 4.27 (from Ref 57)
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Figure 4.29 (from Ref 57)

Risk spectrum for shipment of UFg and
other risk spectra

These are only a few examples of fault tree

analysis applications. They have been chosen

because of their relevance to problems asso-

ciated with the back-end of the fuel cycle and

radioactive waste management, as well as the

transportation of radioactive material. Repro-

cessing and high-level waste solidification are

not expected to take place in Sweden in the
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foreseeable future. Fault tree analysis appears

to be an efficient method for probabilistic risk

analysis also for operating or proposed Swedish

facilities and for the Swedish transportation

system, even if there is a dearth of statistics

for sea transportation.

4.6.7 Conclusions

Fault tree analysis is a general and versatile

method for the probabilistic short-term risk

modeling for back-end fuel cycle and waste

management facilities. Together with the par-

ticular statistics concerning accident environ-

ments, it can also be used for analyzing the

risks associated with transportation. Dependent

events, common cause failure and human relia-

bility can be incorporated into fault tree

analysis, which fulfills all the criteria of

Section 4.1, with the exception that it is not

efficient for calculating environmental effects

and radiation doses to the public.

In summary, the major advantages of fault tree

analysis are that it

can be applied to fairly large, complex
systems

is an engineering oriented type of
method

is deductive and "head-on" without
dealing with irrelevant analysis side-
tracks

can handle common caune failures and
human errors (but involved)

gives valuable qualitative failure
information as well as numerical
estimates.
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The major disadvantages are that fault tree

analysis

has a binary ON/OFF modeling approach
to events

is less suited to cope with slow processes
and time sequencing of events

makes modeling of common cause failure
and human reliability somewhat involved
(but possible).

Fault tree analysis is still under development.

4.7 Event trees and cause/consequence

diagrams

Event trees and consequence diagrams are the

logic charts used in the corresponding inductive

analysis methods. The great advantage of the

deductive methods is their direct approach,

avoiding irrelevant sidetracks. It is, however,

not always possible to define strictly a TOP

event as the basis of the analysis. At times,

one might be interested in the possible and

initially unknown system consequences of an

initiating event; or one might find that the

order and sequencing of events are crucial. This

is where the inductive analysis methods have

their strong points.

Valuable qualitative accident characteristics

are provided by event trees and consequence

diagrams. However, these charts are primarily

intended to form a basis for numerical proba-

bility and consequence evaluations. The reader

may note that failure modes and effects

analysis, previously mentioned in Section 4 3,

is basically a qualitative inductive method.
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Event trees were used in conjunction with fault

trees in the Reactor Safety Study from which

this simple explanation is taken (6):

"An event tree is a logic method for
identifying the various possible out-
comes of a given event which is called
the initiating event. The number of
possible final outcomes depends upon
the various options that are applicable
following the initiating event."

Decision trees used in economics, business

administration and management etc have been the

model for event trees.

The definition of initiating (critical) events

connecting the fault tree part of the analysis

to the event tree part was essential in the RSS.

A dichotomous (two-state) modeling was used with

one failed state and one success state defined

for each system. In general, however, more than

two mutually exclusive states for each system

can be defined. The large loss-of-coolant accident

event tree of Figure 4.30 can be taken as an

example of the methodology.

In the case of a pipe break as an initiating

event, the access to electric power is vital and

the tree is branched with the success, upwards,

and failure, downwards, of that system. Sub-

sequent branching is necessitated according to

the success and failure of the emergency core

cooling system, fission product removal and

containment integrity. With regard to engineering

and logic the original event tree can often be

reduced, which is the case with the example from

the RSS.
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Simplified event trees for a large LOCA
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The resul ing event tree can be used as the

basis for probability and release magnitude

calculations. It must be borne in mind, that the

probability of an event in the tree is always

conditional on its precursors. So is, for example

PAxPDxPE = P(A)-P(D/A)-P(E/((D/A)-A))

(Eq 4.84)

in Figure 4.30. The Reactor Safety Study uses

fault tree analysis to calculate the probability

of occurrence of the initiating event, and the

conditional probabilities of the occurrence of

subsequent events.

Little use of event trees has been made in risk

analysis of fuel cycle facilities and waste

management, although they are employed to some

extent in (17). Event trees are used by van

Otterloo in a risk analysis of road transpor-

tation of low- and intermediate-level v aste

(61), Figures 4.31 and 4.32.

Consequence diagrams (62) are essentially a more

elaborate and sophisticated form of event trees.

Besides the failure-success branching, they

incorporate the use of symbols representing

delay and AND/OR logic, see Figure 4.33. Events

may also be connected to illustrate more intri-

cate cause relationships. The definition of a

critical (initiating) event is the starting

point of the analysis. As in the RSS event

trees, the probability of the critical event and

subsequent events are given by fault trees,

which in this context are called cause diagrams,

which are connected to the consequence diagram,
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see Figute 4.34. Overall accident probabilities

and release magnitudes are calculated as for

event trees, taking the conditional requirements

into account.

tou»

Mutually

OtlcnplMn

.O»

Figure 4.33 (from Ref 62)

Symbols used in consequence

A Conl,ni>a<r«n

Conclusions:

Event trees and consequence diagrams are valuable

tools in risk and reliability analyses, especially

when deductive methods are less efficient, when

consequences of an initiating event are initially

unknown, and when the order and sequencing of

events are important. Event trees and consequence

diagrams can be used in conjunction wi in fault

tree analysis. Besides providing a basis for

probability assessments, they give logical and

condensed qualitative information. Common cause

failures may be incorporated into the event tree

and consequence diagram methodologies, a feature

partly due to their inductive, conditional

branching techniques.
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Figure 4.34 (from Ref 62)

Typical structure of a cause/consequence diagram
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4.8 GO

The GO methodology (10) was originally developed

for the defense and aerospace industries in the

late '60's. It shows similarities with many

other common formalized reliability assessment

techniques, such as reliability block diagrams,

fault tree analysis, event trees and cause/conse-

quence diagrams, as well as the STM and digraph

approaches to fault tree construction. GO is

basically an inductive analysis method that

utilizes a set of standardized operators which

describe the logical operation, interaction, and

combination of physical equipment.

The GO chart is a diagram that indicates the

relationships between operators and signals, the

latter interpreted as random variables. The

operators create new signals and form the joint

distribution of these signals together with the

old ones. The different operator types are shown

in Figure 4.35. The chart must be started with

operators having no arguments, signal generators.

The GO computer program package carries out the

quantitative evaluation of an input chart by

identifying the possible system states and

calculating point estimates of their proba-

bilities of occurrence. System availabilities,

mean times to failure and sensitivities may

determined. The Fault Finder (FF) codes find the

cut sets as far as the fourth order, given a

selected TOP event in the GO chart to trigger a

deductive analysis.
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Actuottd Normally
Open Contoct

Artuotixi Normally
Closed Contoc»

52

Figure 4.35 (from Ref 10)

GO building blocks

The GO methodology has been used to perform a

risk analysis of a spent fuel receiving and

storage facility (10). Figure 4.36 shows a chart

from that study and gives a typical example of

how GO charts may look. The total result for the

whole facility is given in Table 4.2.
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Table 4.2 (fro» Kef 10).

release in each section

Section Signal Type State Fraction Occurrence Inventory average Isotope
value per year release

per year

Curies Ci

101

102

103

104

105

106

107

108

109

*

17

27

37

47
49
47
47

57
59

67
69
67
67

77
79
77
77

87
87

97
97

Gs

Gs

Gs

Gs
Ge
Gs
Ge

Gs
Ge

Gs
Ge
Gs
Gs

Gs
Ge
Gs
Gs

Gs
Gs

Gs
Gs

-

Not including

6
5
12
14

6
5
10
12

3
2
2
-

6
8
12
14

13
6
-
-

10
7
12
12

2
5
2
2

6
0

14
9
_
-

85Kr

.001

.003
io"
10 7

.001

.003
10-6
10*

.03

.1

.1
-

10~*lol2
10 7

3-19
10

-

lo"5

3-10

io"*
10*

.1

.003

.1

.1

.001
1.0

lo"7

3-10

-

which is

-7

50

.00014

.0077

.0077

.007

.007

<

>
-

1.4-10*5

9 ,
3-io:*
3-10

.009

.9
-
-

7-10"5

2 1 -5
7-10 I
7-10

1.6il0"8

10Io
io!
10

io"6

.2

.2
_
-

times larger.

1.5-10*
s-ie:

2.5-10*
7.5-10

1.5-10"1

5-10?
2.5-10*
7.5-10*

1.5
5-10
2.5-10,
7.5-10

1.5-10"1

5-10
2.5-10*
7.5-10

1.5-10*1

5-10*
2.5-10*
7.5-10

1.5-10"1

5-10* ,
2.5-10!
7.5-10*

1.5-101

5-10*
2.5-10?
7.5-108

500
300*

1.5-10"1

5-10*

7.5-10*

2-10~8

2-10 Z

3.5-10 *
1-10**

10"*
1.2
.16
.053

5.,o;>
5-10
2.5-10
-

2-10-9

•5 _5
7-10 *
2-10*

4-10"10

45
-
-

i-io*10

33 -4
1.7-10 *
5.2-10

2.4-10*8

1.5
.25
.74

5-10*7

3-10"**

3-10'9

.33
•
-

ifl
Kr

P.V.
N.V.

129
85Kr
P.V.
N.V.

129
85Kr
P.V.
N.V.

129
« *85Kr
P.V.
N.V.

IT1
Kr

P.V.
N.V.

if1
P.V.
N.V.

129
oc *85Kr
P.V.
N.V.

all halides
all noble
gases

129

asB*Kr
P.V.
N.V.
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Conclusions:

GO is a methodology that can be applied to large

and complex systems. It appears to be most

efficient for electrical, and perhaps mechanical/

hydraulic systems for which the GO chart resembles

the actual circuit or network. Difficulty could

be experienced when looking for analogues to the

GO operators in chemical processes or related.

4.9 Monte Carlo simulation

All risk models and methods can be said to try

to simulate, mathematically, the behavior of

real systems. Most of them do this by representing

systems and events with some sort of formalized,

simplified, "intermediate level" model or diagram

on which calculations can be performed.

An alternative and more direct approach to

probabilistic risk modeling is provided by pure

Monte Carlo simulation. With computerized Monte

Carlo techniques, times to occurrence of events,

propagation of continuous processes, system

response, consequences etc may be picked from

distributions and modeled in order to simulate

the behavior of the analyzed system with time.

The particular temporal nature of such modeling

makes it an inductive analysis method. In particu-

lar, simulation assigned programming languages

such as GASP can be successfully employed, and

will probably be necessary to model system

interactions.

The benefits of Monte Carlo simulation are that

it can be made very close to "real life" (arbi-

trarily detailed and accurate); time-sequencing,

common cause failures, human error and other

dependencies will come in naturally. Slow and
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rapid processes can be treated in the same

•anner, and the probabilities and consequences

of failure can be calculated in one step with

one Model, without the separation of the problem

discussed previously in Section 4.1. These are

just a few advantages among others.

The other face of the coin reveals drawbacks

such as the necessity of creating more or less

system-specific models and computer programs,

man-time consuming modeling and tendencies

toward prohibitively long computer running

times for large and complex systems, etc. This

last drawback may be circumvented uy using small

computers, cheap to run.

Work has been going on in the simulation field

to develop more or less general models for reli-

ability assessment (63, 64, 65), and it is still

in progress. Some of these methods use logical

models to describe the system analyzed. The

reader is also reminded of the SAFTE, SAFTAC and

PREP codes from Subsection 4.6.3. They must,

however, be considered to be fault tree algo-

rithms rather than simulation models. Monte

Carlo has been more widely used for estimating

uncertainties and assessing error propagations.

It has also been employed in probabilistic

consequence calculations to describe weather

conditions etc randomly. The so called response

surface technique allows the risk analyst to

make a small number of runs on a complicated

consequence analysis code using randomly distri-

buted inputs in order to create a less complex

model on which the actual simulation is performed.

This method will be described in more detail in

Section 4.10.
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Conclusions:

Computerized Honte Carlo simulation has great

advantages as it is straightforward and close to

the real nature of processes. The principal

disadvantage is the long computing times, even

if costs can be reduced by using mini computers.

The Honte Carlo technique might in any case be

useful, particularly for systems with a few

components but intricate interactions and depend-

encies, mixtures between rapid and slow processes,

or as one part of a more comprehensive analysis.

4.10 Consequence modeling

We have, so far, dealt mainly with methods

oriented toward reliability assessment which

calculate probabilities of system failure.

Little has been mentioned on the modeling of the

possible hazards of those failures. The separation

of risk analysis problems into a systems analysis

and a consequence analysis part has been discussed

previously. General rules as to where the former

ends and the latter starts, that is, the connec-

tion point in the web of events and processes,

are difficult to formulate. Sometimes the

analysis has to be carried out using one or more

intermediate steps. The Reactor Safety Study

used fault trees, event trees and several models

and codes to carry out thermodynamic and thermo-

hydraulic calculations, assess characteristics

of physical processes in meltdown accidents,

estimate release fractions, calculate doses etc.

It can be anticipated that quite ordinary calcula-

tions regarding physical and chemical processes

have also to be made in connection with the

analysis of back-end fuel cycle and waste manage-

ment facilities, lhe aim of risk assessments in
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the nuclear field is principally to estimate the

health hazards or radiation doses to the public.

The art of Modeling radionuclide dispersion in

the environment is fairly well established.

Economic models can be used to translate

environmental impact into monetary units, but

those will not be discussed here. The computer

codes used in Studsvik for assessing radionuclide

dispersion and calculating doses to the public

will be presented below. They give a few good

examples out of the vast "sample space" of

models developed in different countries.

UMIDOSE (66) is a program package for calculating

the consequences of radionuclide releases to the

atmosphere. It employs a Gaussian plume model to

compute individual external doses from a cloud

and from material deposited on the ground as

well as doses from inhaled activity. The package

includes routines for calculating collective

doses and health effects. Basic meteorological

input data are hourly mean values of temperature,

wind speed and wind direction, recorded at

several heights, and, if available, precipitation

data. Meteorological data for several sites in

Sweden are stored on magnetic tapes. The program

package treats atmospheric dispersion of radio-

nuclides in the range of 0 - 50 km from the

release point.

A model based on trajectory statistics, REC2000,

has been developed for calculations of atmospheric

dispersion on a regional scale. 5 0 - 2 000 km

from the release point (67). Expressed simply, a

trajectory is the path traveled by an air parcel

or airborne particle subjected to forces of some

kind. Trajectory statistics from five cities in
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Europe are used in the model. The code package

includes programs for handling the weather

statistics, for calculations regarding the

vertical dispersion and deposition, and for the

administration of population statistics. Popula-

tion mapping is based on the division of the

earth's surface into twelve regular pentagons

each of which is divided into five isosceles

spherical triangles. By consecutive divisions of

each triangle into four smaller ones, the desired

degree of resolution is obtained and collective

doses can be calculated. A typical plotting of

isodose curves (individual doses) can be found

in Figure 4.37.

PASDOS (68) is a simplified atmospheric disper-

sion computer code based on the Pasquill stability

categories. Wind velocities are taken from

site-specific data, or assigned a typical value

for each category. Individual and collective

cloud and inhalation doses can be evaluated.

The biospheric cycling of radionuclides released

to the atmosphere beyond as well as within

the 2 000 km area can be quantified using the

BIOPATH computer program (69, 70). BIOPATH is a

general multi-purpose radioecological model

based on compartment theory. Its use is not

restricted to releases to the atmosphere; any

primary recipient can be specified. The biosphere

is divided into compartments between which

transfer coefficients determine the radionuclide

migration rates. A typical example (release of

iodine-129 to the biosphere) is shown in Figure

4.38 with the results in Figure 4.39.



STUDSVIK ENERGITEKNIK AB STUDSVIK/K2-79/188

1980-03-24

BARSEBACK

Cs 137 TOTAL WHOLEBODY DOSE (REM YR**, UNIT RELEASE 1 Cl YR**)
EXTERNAL DOSE/ (CLOUD + GROUND SHINE) AND INHALATION
DOSE
SHIELDING FACTOR 0 . 3 5
COLLECTIVE DOSE 2 . 3 ' 10* MANREM C T *

Figure 4.37 (from Ref 67)
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Figure 4.38 (from Ref 69)
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Figure 4.39 (from Ref 69)
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Of course, BIOPATH is able to deal with any

system of reservoirs, not only global ones, as

long as the necessary data are available. Dose

to critical group individuals may be assessed,

by defining compartments small enough, as well

as collective doses on any scale. BIOPATH was

used in the KBS study (70), froa which the

compartjnental system of Figure 4.40 was taken. A

number of exposure pathways were considered, see

Figure 4.41.

"'i-ni I I sediment { | sediment | d c e p o t e a n

local and regional
ecosystem

intermediate
ecosystem

global
ecosystem

Figure 4.40 (from Ref 70)

Reservoirs for the different ecosystems. The
details of the local ecosystems are not shown.

A geosphere model is presently under development

at Studsvik (71). It is a two-dimensional migra-

tion model, taking into consideration convective

transport, diffusion and dispersion, chain

decay, equilibrium sorption and sorption kinetics

It can also be used to generate 2-D potential

flow patterns and the intention is that it be

modified to handle non-potential temperature

gradient flow.
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inhalation

sediment

Figure 4.41 (from Ref 70)

Pathways for human exposure in the ecosystem

Probabilistic consequence analysis (as opposed

to pure deterministic) is often a logical course

of a probabilistic systems analysis. This comes

out naturally in some cases, for example in

atmospheric dispersion and weather statistics

where probabilities can be assigned to certain

weather situations. In other cases, event trees

and consequence diagrams can be used rather late

in the analysis chain, their inductive properties

being particularly efficient.

As noted earlier, consequence analysis often

involves ordinary calculations with models and

codes describing physical and chemical processes,
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or with geosphere and biosphere computer programs.

It is sometimes desirable to introduce a degree

of randomness into such computations by assigning

probability distributions to certain input

variables. Monte Carlo sampling from these

distributions and a vast number of runs with

different input data often have to be the solu-

tion, making the analysis very expensive. The

same problem arises in dynamic systems simulation

as described in Section 4.9.

The response surface technique (72) appears to

be of great value in situations such as those

above. A small number of data sets are cleverly

selected from the distributions of the input

variables, and the computer program used for the

analysis is run with those inputs. A particular

type of function, much simpler than the original

model, is then fitted to the results to create a

so called response surface, on which the actual

Monte Carlo simulation is performed. This technique

can probably reduce costs considerably.

Conclusions:

The estimation of radiological consequences of

undesirable events in back-end fuel cycle and

waste management facilities has mostly to be

carried out separate from the probabilistic

systems analysis. The consequence analysis may

employ specific models for atmospheric, bio-

spheric and groundwater dispersion, as well as

ordinary modeling of physical and chemical

processes. Consequence analysis can also be made

probabilistic by using, e.g., weather statistics,

event trees, consequence diagrams and Monte

Carlo simulation, the latter possibly with the

aid of the response surface technique.
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5. FINAL CONCLUSIONS

Probabilistic risk modeling has not been so

extensively applied to fuel cycle and waste

management facilities as to nuclear power reactors.

There are no models specifically adapted for the

former. The generality of existing reliability,

risk and consequence analysis techniques makes

them applicable, however, to many types of

problems. There would appear to be no special

need for radically new methodologies.

It can be concluded further, that no particular

analysis technique is superior to the others in

all respects, that is, there is no such thing as

a "best for all problems". In addition, in most

cases the analysis must be performed in two or

more steps using different models: a separation

of the problem at hand.

Nevertheless, fault tree analysis will be the

most efficient method for many systems of con-

siderable variety and complexity, at least for

the basic system failure analysis part of risk

assessments. Fault tree analysis is quantitative,

deductive-straightforward, engineering oriented,

and is able to handle common cause failures and

human reliability. It can also be applied to

transportation risk analysis problems. Fault

tree analysis functions well in conjunction with

other methods, particularly failure modes and

effects analysis, event trees and consequence

diagrams.

Failure modes and effects analysis, event trees

and consequence diagrams are all inductive. The

first is a qualitative method of a kind which

is, almost, a prerequisite to fault tree analysis.
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The last two are graphical, quantitative and

most efficient in cases when the order and

sequencing of events are important.

Renewal theory and Markov chains are rather

theoretical in nature and generally limited in

application to small or simple systems. They

may, nevertheless, be useful when a very accurate

and detailed analysis must be made of a small

system, or as a part of a more comprehensive

risk assessment.

•

The block diagram and GO methodologies can be

efficient tools for analyzing certain systems,

especially electrical ones.

Monte Carlo simulation is very straightforward

and close to the real nature of processes.

Intricate interactions and dependencies, as well

as sequencing and rapid and slow processes are

easily handled by Monte Carlo. Systems and

consequence analysis can be performed in one

step, without separation (at least in theory).

Unfortunately, computer simulation may be

expensive.

The consequence analysis, that is, the estimation

of the radiological impact of events, must often

be separated from the systems analysis and

probability calculations part of a risk assessment.

Consequence analysis involves the use of various

kinds of physical and chemical models as well as

atmosphere, ecosphere and geosphere modeling.

Probabilistic considerations may be introduced

through, e.g., weather statistics, event trees,

consequence diagrams and response surface modeling.
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WAM COMPUTER PROGRAM PACKAGE

By courtesy of Science Applications Inc and the

Electric Power Research Institute in Palo Alto,

the implementation of the WAM computer program

package has been made possible. The summary

below is an excerpt from Bento & Pörn (34).

PRINCIPLES OF THE WAM-CODE PACKAGE

The WAM-codes constitute a family of computer

codes originally developed by Science Applica-

tions Inc (SAI) in Palo Alto (Ca.) and sponsored

by the Electric Power Research Institue (EPRI).

After contacts with both EPRI and SAI, the

latter kindly sent code listings to Studsvik.

Properties of the WAM-BAM code

The BAM code uses Boolean Algebra Minimization

techniques to find the resultant logic expressions

from an input tree, and then calculates the

associated point unavailability. By incorporation

of the NOT operation capability, with AND and OR

gates, BAM makes possible the explicit modeling

of dependent events, including disjoint events

and common-mode events.

Capabilities of WAM

A pre-processor for BAM, named WAM, allows the

system analyst to communicate easily with the

BAM code. Many checks are performed to advise
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the user of mistakes in his models, and the

input to BAN is optimized to reduce the running

time and maximize result, accuracy. WAN also

allows the input of combinational failures, for

example the 2 out of 4 coupling.

Properties of WAN-TAP

The input to BAN can be saved from a WAN run and

subsequently called by WAN-TAP. WAN-TAP allows

probabilities to be changed for specified compo-

nents or groups of components identified by

common characters in the component name. Such a

capability allows sensitivity studies, or common-

cause studies to be accomplished easily.

Properties of WAN-CUT

WAN-CUT produces the minimum cut sets (NCS) for

a given fault tree. MCS are useful as they

provide a qualitative evaluation of a system, as

well as providing a means for determining the

probability density function for the top of the

tree. WAN-CUT works from the bottom up forming

the NCS of a gate from the NCS of its input

until the top gate is reached. Duplicates,

supersets and cut sets with a probability less

than a specified minimum are deleted as the set

is being built.

Properties of the SPASN code

The algebraic polynominal representing the

system from the minimal cut sets can be used as

input to SPASN. This allows the analyst either

to calculate the top event moments (and thus the

mean standard deviation) from the input event

moments, or to utilize the algebraic polynominal

as a model in a Monte Carlo simulation. In other
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words, given the probability distribution of

each basic input of the tree, SPASM makes it

possible to calculate the probability distri-

bution of the top event, and thus to estimate

how uncertainties in the input data propagate

through the fault tree.

CONCLUSIONS

The work reported in the present paper was

initiated mainly to assess how uncertainties in

the input data to a fault tree propagate through

the tree and influence the probability of the

top event of the tree. In order to fulfil this

aim the computer codes of the WAM family -

initially EPRI codes - have been implemented on

the Studsvik computer Cyber 172.

Those codes revealed themselves to be adequate

and flexible, as well as efficient in performing

the required type of reliability analysis for

complex systems.
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Varied Component
t'navai labil i t i t s
Plus Other Changes

TAP

Logical
Expressions

Component
Unavailabilities

WAM

BAH CUT DRAW

SPASM

BAM = Boolean Arithmetic Model

SPASM = System Probabilistic Analyses by Sampling Methods

TAP, WAM, CUT, DRAW = Not acronyms

Figure A.I (from Ref 34)

Functional relationship between code modules
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Mean - 1.27 E-3 Median * 9.57 E-4 Standard deviation = X.26 E-3

« i« • • -i*

Figure A.2 (from Ref 34)

Probability density function for the AFWS top
event studied

Remark The scattered points are a result of
the high resolution in the interval of
the argument as compared to the coarse
character positioning on the line-
printer .
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Figure A.3 (from Ref 34)

Cumulative probability distribution produced by
SPASM
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