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ABSTRACT 

Hanford Engineering Developrent Laboratory (HEDL) is developing a compu
terized accountability system that addresses the concerns of data access and 
data protection. The· system utilizes a distributed processing network with 
transaction oriented software.. Microprocessor cqntrolled data accumulation 
stations are utilized which permit data editing-to reduce errors, while main
taining several levels of backup protection. Software changes are allowed only 
after thorough review, protected by passwording, and are overchecked by audit. 
Protection against misuse by unauthorized individuals utilizes extensive physi
cal security of the computer and the remote terminals. The positive identifi
cation devices and strict software control ensure that individuals cannot sub
vert the system without leaving an audit trail of their actions. This se~ves 
as a deterrent against malevolent acts by the authorized user. 

INTRODUCTION 

Since the early 1970's, HEDL has maintained an on-line, real-time computer 
system for nuclear materials accountability. This system has seen expanded ac
tivity that includes nuclear materials rre.na.gerent functions, process control, 
criticality safety and safeguards. Over the years the data.maintained and the 
functions ·served have increased to the point where data integrity and system 
availability have becorre extremely important operational considerations. In 
addition, the regulations pertaining to data classification·of nuclear lll3.te
rials inventories have become increasingly more stringent, which has added an
other dimension to the problems of data protection. All of these things have 
ma.de the concept of computer and data protection an important issue in computer 

k system .design an<;i operation. 

ANALYSIS OF THE PROBLEIVI 

In an on-line system, the data must be available to users in real-time, 
and at the same time be protected from unauthorized modification. Thus, the 
system must be capable of sinrultaneously satisfying two diametrically opposed 
goals: data protection and rapid data access. rn the following sections, each 
of these goaln will be examined in more detail. 

DATA PRCJI'ECTION 

Protection of data includes such things as reduction of data input errors, 
protection against delib~rate sabot.age, inadvertent destruction of files or the 
dat11. ha.:=;P., and the preve,ntion of unauthorizedviewiilg of data. Simultaneous 
processing of classified and nonclassified data adds another dimension to data 
protectfon. · 
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output needs to be distributed.into areas where the users are working. Thus, 
centralized control and protection is not possible with.an on-line system. 
Techniques that establish SOITE distributed control are necessary to enable rap
id data access. 

Individuals must· be" allowed to perform their job functions. Therefore, 
sufficient latitude must be· granted.··.in authorization to permit access to a wide 
range of data so that they.may.perform normal activities. In W1usual circum
stances individuals may reqUire rapid access to computer data for which they 
are not normally authorized· in order.that .they may forestall an emergency. 
Thus, the principle of strict control to protect the.data is in opposition to 
the need for normal use of the data. 

In the case of software development, the programmer needs to have access 
in order that changes and improvements can be made. This access,. however, · 
opens the door to roodifications, which,"in the worst case, could be aimed at de
liberate sabotage. 

In any system which maintains data, the capability must be present to cor
rect erroneous information. This data· could be.the result of bad input, soft
ware logic errors, hardware failures, or a combination of these events. In any 
case, the users of an on-line system require data that are accurate and tiITEly. 
Their concerns rarely extend to the cause of errors, only that they do or do 
not exist. 

Throughout the life of the computer system both hardware and software 
failures will occur. When this happens, data are either lost, destroyed, or 
data file errors are created. : In soITE cases, such as disc head crash, large 
segme:p.ts of the data base can be destroyed. In an on-line system, the empha
sis is placed upon an imnediate return of .the system to servic~. If .the fail
ure is in the ;hardware, the system.rnu5t ·be turned over to the maintenance group. 
When classified data are included in the computer, special precautions are 
necessary to assure that only:properly cleared personnel have access. 

. . 2 . 

Similar precautions must be taken if the problem is in the software. Soft
ware logic errors sometimes take considerable time to W1cover.· At times this 
rrey require the services of the vendor or other outside software consultant. 
Until the problem is solved, a software· patch is.installed or administrative 
procedures are put into effect that protect against recurrence .of the failure 
to the on-line operation. In either case, the system is often vulnerable to 
exploitation. 

HEDL'S DEVELOPMENT REPORTS 

HEDL is developing an on-line, real-time system that will be capable of 
processing both classified and nonclassified data.- The system will service a 
munber of users with different data requirements. Technicians performing the 
fuels processing will enter and receive information relating to roovement, mix
ing, and other functions that affect the nuclear material ·inventory. Nuclear 
Materials lVIa.na.gement personnel.will enter and receive information relating to 
material balances and offsite shipment. DOE will receive reports providing 
surrnnary material balances. In addition, financial and criticality safety re
ports will be generated. Therefore, the.problems of data protectlon become 
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Data input errors include such things as keystroke errors, data in wrong 
fields, missing data, out-of-limit data, and requests for nonexistent data. 
It is of great benefit if data errors are.detected and either corrected or re
jected as soon in the data input stream as possible, since the" difficulty in 
finding, tracing, and correcting these errors is compounded many titres once 
they enter the.data base.· · 

While sabotage includes a wide range of. activities, basically it involves 
an individual's malevolent use· of the· ·computer. Motivation can range from cu
riosity to revenge, with the· greatest potential danger coming f'rom the indivi
duals who have a world.ng lmowledge of the· system, its data, and its vulnerabil-
ili~. . . . 

If the sabotage is extensive, the system operator or system administrator 
becores aware that an unusual event haS taken place and, under normal circum
stances, takes :inmediate steps to correct it. The.difficulty with this type of 
threat sterns from the ·.likelihobd of beirig assessed as a rromentary hardware 
failure, or an Wlknown software logic problem. Unless the· system is designed 
to detect it, this type of threat may not ·be classified as an attempted sabo
tage. 

The effect of hardware failures depends upon the backup capabilities 
planned for the. system. It matters little from the operations point of view 
whether the failure was caused by equipment malft.lnction, equipment theft, or 
deliberate sabotage. If enough of the.hardware is rerroved from service that 
the computer is ·inoperable, processing must be suspended: until repair or re
placement has occurred. It might take weeks or longer to repair the damage, 
and confidence in the system may never be completely res.tared. Since hardware 
failures will occur, a contingency plan must be prepared to counter any rmjor 
hardware failure. 

Data loss on either input. or. output can· be attribut.ed to ~ware, soft
ware or data transmission problems. ·The key to protection f'rom data loss of 
this type is a well planned comrnui1.ications system. It requires duplicate data 
copies and planned responses on both ends of the transmission or processing 
stream so that recovery can be made in a timely manner.· For example, if fail
ure occurs during a.data base update, the system needs to be able to determine 
what data have been'nbdified to ·prevent· either partial or· double updates.· Loss 
of data is not too important in a batch oriented environment as the job can 
always be restarted. However, in an on-line environment, data is often only 
generated once, so any loss is irretrievable, especially where process control 
is involved. · · 

Access to the· data by unauthorized individuals is not in and of itself a 
serious threat to the data base, but it is a potentially dangerous situation. 
Individuals who are able to wander unrestricted through the system have oppor
tunity to discover vulnerabilities that can later be exploited. Unrestricted 
access allows individuals to pirate proprietary software, and opens the door to 
personal use of the computer. 

RAPID.DATA.ACCESS 

A major goal o!' an on-line system is dissemination of data to individuals 
where and when theYneed it. This reans that the· capability for inpt,lt and 
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extremely :important, as different levels of protection are required for differ
ent users. 

HEDL's philosophy is that if the· system is usable, the· computer and its 
data cannot be absolutely protected~. Authorized users must.have access to the 
computer, the data and the software. ·Therefore, the· corrputer cannot be pro
tected agp.:inst an authorized· user who wants to subvert the system. However, by 
providirig sufficient control and audit information of all computer use, a 
reco!".d is available to detect any attempts to exploit the system and trace any 
suspicious actions. Wheh coupled with a positive identification system, the 
resultant traceability of actions to an individual acts as a deterrent. 

Each interaction with the system is made through a transaction which re
lates to a single processing function. Each of these transactions is highly 
structured to maintain corrplete control over system access. Each transaction 
is streamlined to require the minimum input and output consistent with safe
guards considerations. This data control is essential to provide proper com
puting capability to each individual user, andyet prevent unauthorized access 
to classified data. 

Early in the design .. it was determined that distributed processing would be 
beneficial to both the· design. simplicity and data protection. Funct.ions were 
separated, assigned to a piece of hardware-whether minicorrputer, microproces
sor or dedicated electronics--and placed as far forward in the processing 
stream as possible. This led to a hardware oriented system with simple, dedi
cated software that makes isolation and repair of failures ITillch easier. 

A microprocessor was assigned to each remote terminal location. Its func
tion was to provide a preprocessor that could control access, accumulate the 
data necessary for a transaction, edit the data elements, ·and monitor the dedi
cated mea.Suring devices. These deVices include electronic balances to pro\ride 
weight, .label scanners to .identify the containers, and nondestructive assay in
~trtnnents to verify container contents. 

Each data element is edited as soon as it is gathered by the microproces
sor. If the erTor is detected during operator input, the assumption is made 
that the error is a simple mistake.:: ... The individual .is given an error message 
and then allowed to reenter the data. A record . is kep·t of the erT()rs that 
occur on a single entry and on all entries. When a preset limit in either 
error category is exceeded, the transaction is term:ina.ted, that term:ina.l is 
logically disconnected from the system, and Security is notified. At this 
point, it is unknown whether the individual is an adversary, or someone who is 
not ·sufficiently cognizant of the operation to supply the corTect answers. In 
the case of the adversary, the goal is to deny all access to the system. In 
the case of the individual making too many mistakes, it is reasoned that if 
those persons are making m.uneroU.s mistakes in things that c·an be precisely 
edited, they are likely to make mistakes in fields that cannot be closely edit
ed, and would compromise the data base. 

A transaction.processor (1'T) was written to provide control over each 
transaction entering the rna.inframe, enable audit capabilities and assist in 
recovery operations. The TP writes a recovery file upon receiving a transac
tion and sends it to the proper application pr_ogram. Ori completion, the TP 
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writes an audit file and routes the result back to the appropriate output 
driver. These files, in conjunction with the data base management software 
package, provide the· information necessary for proper restart in the event of 
a so"ftware or hardware failure. 

All transactions for a specified date and period of time can be recalled 
from the TP audit file to provide a complete history of the transactions over 
a period of interest. Transactions performed by· a specified user can be re
trieved to provide a history of that user's actions. It is also possible to 
extract transactions involving specified material, specific locations, or 
changes in a material composition. These search keys can be used in combina
tions to provide very specific searches. This capability provides an invalu
able tool for resolving discrepancies as well as for responding· to unusual in
cidents. 

Although the software is not classified, it provides a means of access and 
a key to iriterpretation of the. raw data, which is classified. ·For this reason, 
a series of strict controls are maintained over software that protect it along 
with the data. 

o Programmers are required to possess a clearance at least as high 
as the data for which the software is being developed. 

o Programmers and analysts are only allowed copies of the software. 
They can m::xiify these copies and test developments against an ex
perimental data base that is maintained for that purpose. 

o New software is included in the on-line system only after an in
dependent review of both the software and the test results. 

o The on-line software i$ password protected and control of the pass
words is exercised by management. 

0 Periodic audits are conducted to discover any discrepancies between 
·the running software and the approved version. This audit is con
ducted by an independent organization to insure the integrity of 
the results. · 

The philosophy that was used in system design is that failure will occur 
in both the hardware. and the software. Therefore, ·the system is designed .such 
that a·limited processing capability is available in the event of any single 
hardware failure. To these ends, backup hardware is available for all input, 
output and data storage devices. Spare merrory, controllers, CPU boards and 
buses are stored ·in a readily available spares inventory. The data base is 
copied to magnetic tape at regular intervals to form check point images. The 
data base and the records of the transactions are kept on physically separate 
di.scs .. If one of the discs fails, destroying either the transaction records 
or the data base, it can rapidly be rebuilt using the remaining disc and the 
latest magnetic tape checkpoint. A minimum of three checkpoint copies are 
rmintairied to insure that at least one is usable. Similarly, the current and 
the two previous versions of the software, are maintained in the event that 
errors in the roost recently installed software cannotbe~rapidly resolved. 

Special precautions have been taken to protect the computer and the data 
from environmental effects.· An airconditioner.with huinidity control maintains 



the atmospheric conditions. A high temperature detector turns off the pb_jter 
to protect against high temperature darrage if this unit fails. A Halon (ti) sys
tem with sm6ke detec.tors provides· th~ first line of defense against fire. Hi(lfl 
temperature heads release water from.the automatic sprinkler system if the 
Halon is not effective. 

SYSTEM EFFECTIVENESS 

The measures of system effectiveness is an analysis of the problems en
countered by both.outsiders and employes attempting to subvert the system. 
Failure at any step means failure of the mission.· Probabilities have not been 
included here due to the classified nature of that data. 

OUTSIDERS 

Both the computer and the remote terminals are protected by extensive 
physical security. The same protection that prevents diversion of nuclear· 
material also restricts an outsider's access to the processing equipment that 
contains the data. If the adversary gains physical access to the computer or 
remote terminal, he must be able to successfully identify himself as an·author
ized user. The software is constructed such that identification is required as 
the first step to any transaction. Failure results in a silent alarm to 
Security. 

One of the methods being developed for identification is the Identirrat~ 
hand geometry unit. It is being configured with the system to approximate the 
security afforded by a three tumbler combination lock. When coupled with a 
limited number of tries, the probability of protecting the computer data 
against outsiders is equal to or better than the protection afforded to other 
classified data. 

AUTHORIZED INDIVIDUAIS 

Authorized individuals are not hampered by physical security if they de
sire to make malevolent use of the computer, when they remain within their 
realm of authority. The presence of the computer operator in the computer 
room is both norrral and expected. Similarly, a fuels processing technician 
performing transactions at a remote terminal is a familiar sight. Unless in
dividuals attempt to perform some action for which they are not authorized, 
the computer will not produce an alarm. 

It should be noted that the more authority a person possesses, the more 
potential exists for that person to perform malevolent acts and escape immed
iate computer detection. However, as a general rtile, the person with high 
level of authority has more to lose if acts of deliberate misuse are detected. 
Since all transactions are recorded and later·open to the scrutiny of an audit, 
the probability of detection is proportional to the amount and severity of the 
misuse. Thus, the audit and the knowledge that an individual's acts will be 
uncovered provides a deterrent to softWa.re and data tampering. 

CONCLUSIONS 

HEDL has developed a computer system that meets the opposing goals of 
dala security and· data access with a ~imum of compromise. This system 
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provides capability for simultaneously processing classified and nonclassified 
data. Data input errors are reduced through the use of on-line hardware and 
extensive editing in a transaction oriented environment. Deliberate sabotage 
is .countered thl-ough the use .of extensive.auditing and traceability of all 
actions to an individual with· positive personnel identification. Hardware 
failures are anticipated and backUp capability has been provided. Data are 
protected through distributed· hardware., secure corrmunications, and recovery 
processing by theTP. Unauthorized· use is eliminated through limiting use to 
specific· functions or transactions that are controlled by the individual's 
authorization level. 

Normal use is facilitated by providing transactions for functions at each 
processing step. 'Ihe information compiled for each t.ransaction is kept to a 
minimum through the use of on-line automated equipment. Operator input uses 
English in an interactive query. The ability to coITect the data base is re
served for the system administrator. 'Ihe system is constructed so that re
sponse to either hardware or software failures will be rapid and will not in
volve loss of data. 




