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ABSTRACT 
A system performance evaluation methodology has been devel

oped to aid the Nuclear Regulatory Commission (NRC) in the imple
mentation of new regulations designed to upgrade the physical 
protection of nuclear fuel cycle facilities. The evaluation 
methodology, called Safeguards Upgrade Rule Evaluation (SURE), 
provides a means of explicitly incorporating measures for highly 
important and often difficult to quantify performance factors, 
e.g., installation, maintenance, training and proficiency levels, 
compatibility of components in subsystems, etc. This is achieved 
by aggregating responses to component and system questionnaires 
through successive levels of a functional hierarchy developed 
for each primary performance capability specified in the regula
tions, 10 Ci'R 73.45. (Ref. 1) An overall measure of performance 
for each capability is the result of this aggregation process. 
This paper provides a description of SURE. 

INTRODUCTION 
On 28 November 1979, the Nuclear Regulatory Commission (NRC) 

published revisions to 10 CFR Parts 70 and 73. These revisions, 
known as the Safeguards Upgrade Rule, state that certain fuel 
cycle facility licensees "shall establish and maintain or make 
arrangements for a physical protection system which will have 
as its objective to provide high assurance that activities in
volving special nuclear material are not inimical to the common 
defense and security and do not constitute an unreasonable 
risk to the public health and safety" (10 CFR Part 73.20). The 
purpose of such a general performance requirement is to maxi
mize design flexibility within the constraints of each of the 
following required performance capabilities found in paragraphs 
(b) through (f) of 10 CFR Part 73.45: 

(b) Prevent unauthorized access of persons and materials 
into material access areas (MAAs! and vital areas 
(VAs); 

(c) Permit only authorized activities and conditions with
in protected areas (PAs), MAAs, and VAs; 

(d) Permit only authorized placement and movement of stra
tegic special nuclear materials (SSNM) within MAAs; 

(e) Permit removal of only authorized and confirmed amounts 
of SSNM from MAAs; and 

(f) Provide for authorized access and assure detection of 
and response to unauthorized penetrations of the PA... 
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However, fundamental to the success of performance-oriented 
regulations is- the ability to measure physical protection system 
(PPS) performance. Toward this end, a system performance eval
uation methodology, called Safeguards Upgrade Rule Evaluation 
(SURE), was developed to provide the NRC with a defensible and 
practical means of measuring PPS performance relative to the 
Upg.-ade Rule. 

EVALUATION METHODOLOGY DEVELOPMENT 
The evaluation methodology utilizes probability theory to 

derive logical forms of component and system performance mea
sures and employs multiattribute utility theory to aggregate 
these measures, many of which require subjective assessment, 
into a single overall performance score. The methodology is 
unified by a structure which provides clear traceability to 
the Upgrade Rule requirements. This evaluation structure con
sists of a set of hierarchies developed from a functional de
composition of each of the five major performance capabilities 
specified in the Upgrade Rule. 

Each functional hierarchy is headed by one of these-per
formance capabilities. Each capability is partitioned i_-to the 
system functions necessary to achieve that capability. ??iis func
tional decomposition is continued until a task for a generic-
type component can be identified. This task is the lowest level 
in the hierarchy and is called a low-level system task. A partial 
development of a functional hierarchy is illustrated in Figure 1. 
Since the same low-level task may be performed by different com
ponents at different locations, e.g., sense boundary penetration 
at fences, emergency exits, windows, etc., further constraints 
may be imposed for component selection. At this point, an over
all measure of performance, or score, based on an ©valuator's 
responses to component effectiveness test questionnaires (ETQs) 
is assigned to the component selected. 

Once each component has received a score, the scores for 
those components must be aggregated to arrive at a single score 
for that specific low-level system task. In order to determine 
the scores for other levels of the hierarchy, the scores for 
low-level system tasks are combined into system subfunction 
scores, which are then aggregated into system function scores, 
and, finally, into an overall score for each performance capa
bility. Therefore, aggregations must be made for five hierarchies 
using individual schemes that reflect the numerous questions, 
components, tasks, subfunctions, and functions. 
Component Performance Evaluation 

The objective of the component performance evaluation 
methodology is to synthesize responses to individual questions 
from an BTQ into a meaningful overall measure of expected per
formance. Component performance is highly dependent upon many 
factors and contingencies. At best, component performance 
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Figure 1. Partial Development of a Functional Hierarchy 



evaluation is a difficult task. However, experience gained 
through extensive hardware testing supported by the Depart
ment of Energy (DOE) at Sandia Laboratories has provided prin
ciples and guidelines for component utilization. While observing 
such guidelines will not guarantee satisfactory performance, 
it seems reasonable to assume that performance will be degraded 
if these Guidelines are disregarded. With this in mind, effec
tiveness test questionnaires were developed for equipment, de
sign features, and procedures. The performance factors addressed 
in these questionnaires ir.clude the following: 

- Site conditions such as terrain features, structures in 
a sensing area, etc. 

- Environmental conditions which include wind, lightning, 
extreme cold, electromagnetic interference, etc. 

- Installation considerations such as mounting procedures 
for sensors on a tence, etc. 

. - Operation and maintenance considerations which include 
preventive maintenance schedules, criteria for setting 
sensor sensitivity levels, etc. 

- Reliability factors such as self-test capability, emer-
gency power supply, length of duty assignments, etc. 

- Vulnerability aspects which trt.at the equipment's sus-
ceptibility to circumvention, tamper protection, etc. 

- Training and proficiency levels which treat the instruc
tion of personnel or animals performing a procedure, 
proficiency tests utilized, and the frequency of test
ing and retraining. 
The ETQs, which consist of questions designed to address 

performance factors within the categories just listed, were 
developed to cover various adversary contingencies. The ad
versary strategy is treated implicitly in these questionnaires. 
For example, tamper protectic is addressed to treat attempts 
by insiders or outsiders to surreptitiously disable the equip
ment. 

Each question has a set of responses listed in Jescending 
order of preference. The first response is assigned a value 
x^ =* 1. The last response listed for a question is judged 
to be unacceptable and is assigned a value x^ = 0. The question 
responses are assumed to fit linearly on a 0 to 1 scale, e.g., 
for three responses, Xj = l,x2 = 0.5 and x 3 = 0. However, responses can always be reevaluated individually if this assump
tion is not satisfactory. Each response (x^) is then weighted 
by the importance of the question (w^) to obtain a score (s;) 
as follows: 

Si = 1 - Wi (1 - Xj) 
For an aggregation method to be acceptable in this ap

plication, it must treat each question score as if it were 
related to the probability of success or failure of some 
aspect of overall component performance under a given set of 
conditions. Utilizing concepts from fault tree logic, the 



component performance level is obtained by aggregating indi
vidual questions scores (ŝ J using whichever of the follow
ing rules is most appropriate: (1) AND, (2) SOFT AND, (3) 
AVERAGE, (4) SOFT OR, and (5) OR. A description of each 
of these rules can be found in References 2 and 3. 
Low-Level Task Evaluation 

The objective of the low-level task evaluation methodology 
is to combine individual component measures of performance 
(scores) into a meaningful measure of task performance. "Sense 
boundary penetration" is a low-level task within the context 
of the partial hierarchy shown in Figure 1. The method con
sists of three steps: (1) identify specific low-level tasks 
(2) assess the compatibility between components, and (3) 
assign aggregation rules. 

(1) Identify Specific Low-Level Tasks. A low-level task 
is often constrained to a specific location or application. 
In the case of sensing boundary penetration, the set of task 
constraints consists of all feasible access points on the 
boundary of the HAA. These access points specifically locate 
each sensor (or where one should be) and thereby identify the 
role it plays and any unique interfaces or problems, e.g., site 
conditions, environmental, etc., the component may have within 
the system. 

For each specific task identified, the type(s) of compo
nent (s) selected to perform that task must be specified and 
individually assessed by means of a component ETQ. 

(2) and (3) Assess Component Compatibility and Assign 
Aggregation Rule. Components may be used singly or in multi
ples to perform a given task. If a single component is used, 
the score from the ETQ for that component is the same ns the 
performance measure (score) for that specific task. However, 
if multiple components are employed, the total combined effec
tiveness is assessed through a series of pertinent questions 
on component compatibility as well as diversity of functional 
method (to minimize commonality of environmental effects, fail
ure modes, and vulnerability). These questions are weighted 
and the responses scored in a manner similar to that used for 
the component ETQs. These question scores ace used to deter
mine the aggregation rule used to combine individual component 
performance measures into an overall measure for that specific 
task. 

System Subfunction Evaluation 
The object of the system subfunction evaluation methodol

ogy is to combine relevant low-level task performance measures 
(scores) into a meaningful measure of system subfunction perfor
mance. "Detect access/introduction of material through remain
ing MAA boundary" is a system subfunction within the context of 
the partial hierarchy shown in Figure 1. The method consists 
primarily of a determination of the role played by each low-level 



task within the system subfunction, and is used to select the 
most representative aggregation rule. For example, detection 
is the culmination of sensing, alarm reporting, and assesment. 
Only after the assessment task confirms that a valid alarm has 
occurred can a detection of adversary action be declared. Of 
course, a valid alarm must be preceded by sensing of the action. 
This suggests that all three tasks are essential to the perfor
mance of the detection subfvmction under all conditions. There
fore, the AND rule (product of scores) is appropriate for aggre
gating these low-level task scores into a measure of detection 
performance. 
System Function Evaluation 

The objective of the system function evaluation methodol
ogy is to aggregate the appropriate system subfunction perfor
mance measures (scores) into a meaningful measure of overall 
system function performance. An example of a system function 
is the "deny access/introduction of materials through the re
maining HAA boundary" function shown in Figure 1. In order 
to deny access, it is essential that the system both detect 
intrusions and respond appropriately under all conditions. 
Again, this condition indicates the AND rule as most appro
priate to aggregate the system subfunction scores into a mea
sure of performance for the access denial function. 
Performance Capability Evaluation 

The objective of the performance capability evaluation 
methodology is to combine the relevant system function perfor
mance measures (scores) into a meaningful measure of compli
ance with the performance capability in the Upgrade Rule. 
For example, consider the performance capability "prevent 
unauthorized access of persons and introduction of material 
into the MAA/VA." To prevent unauthorized access into the 
area (MAA/VA), access through the portals must be controlled 
and access through the remaining area boundary must be denied. 
However, only if the adversary attempted access by means of 
both the portal and the remaining area boundary would both 
functions be required simultaneously. For such a case, the 
AND rule would be required for score aggregation. Attempted 
access through either the portal or the remaining area bound
ary would require only one of these functions at a time. 
Assuming an equally likely random choice, the scores would be 
aggregated using the AVERAGE Rule. If all of the above modes 
of access are equally likely, then an average of all combina
tions (SOFT AND Rule) seems most appropriate for aggregating 
the scores. 

To implement the methodology described, an evaluation 
computer program has been developed. This program is designed 
to automate the scoring of effectiveness test questionnaires 
and hierarchy elements and to provide maximum flexibility to 
the user for sensitivity analyses and for other revisions. 



EVALUATION METHODOLOGY TESTING 
Comprehensive testing of the evaluation methodology was 

not feasible within the scope of the current program. Within 
the current scope, the following tasks were completed by 
Allied General Nuclear Services (AGNS) under contract to 
Sandia National Laboratories: 

- Based on the NRC Fixed-Site Physical Protection Upgrade 
Rule Guidance Compendium, (Ref. 4) a "good" partial physi
cal protection system which complies with the requirements 
of the performance capability specified in 10 CFR 73.45 
paragraph (b) was designed and documented, (Ref. 5) and 

- Responses to ETQs (component and system) apprcpriate to the 
partial system design were provided to serve as input 
to the evaluation methodology. 
The results of the performance evaluation for the partial 

physical protection system designed by AGNS show an overall 
score of 0.3 on a 0 to 1 scale. At this time , it should be 
emphasized that the aggregate score which results from applica
tion of the evaluation methodology to a physical protection 
system is not intended for use as an absolute measure of system 
performance. It is intended to be used by an evaluator only as 
a guide to making a judgement regarding the adequacy of a 
physical protection system. 

The test results however, did indicate the advantages of 
a hierarchical evaluation approach by providing a measure 
of performance at each level, this approach permits tracing back 
through the structure to identify are*is of concern to the licensee 
and the NRC. This trace-back capability offers a valuable tool 
for discussion and resolution of discrepancies in perceived per
formance of the physical protection. 

SUMMARY 
The performance evaluation methodology described in this 

paper was developed with a particular application in mind, namely 
as an aid to NRC licensors during the licensing phase. However, 
it can also be used in the design and facility assessment phases. 
Although SURE requires more testing, it provides: 

- an explicit, comprehensive treatment of both subjective 
and objective physical protection system data; 

- consistent meaningful performance measures at all levels of 
the physical protection system; 

- easy identification of areas of concern; and 
- traceability to the question level to aid resolution of 
discrepancies. 
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