
( L G ( 0 ^  -  ^ 0 0 6  S C ----

Distribution 
Category UC-83 Special

AGNS-35900-CONF-81

ADVANCED INTEGRATED SAFEGUARDS AT BARNWELL

Karl J. Barabas 
Lawrence D. Barnes

June

For Presentation at the 21st INMM Annual Meeting 
Palm Beach, Florida 
June 30 - July 2, 1980

_____________________________________  — . D ISCLAIM ER  •--------- ■----------- ■------------------------------

7 ms book Win wetwrud «  on accouni o ' w<yk sponsored Oy an agency the Uniied States Government.
N<'HM.ir the Unnwj States Government nor dnv agency thereof, rior any o ' their employees, males any 
warranty. e»uress or implied, or assumes any legal liab ility or fesoaosibility tot the accuracy, 
completene.i. i>r uv.’lu'ness u l any information. apparatus. product, or process disclosed, or 
represents that us use «wuM no< uuvamlv owned rig ms. Reference herein \o any speotic
commefci.il product. process, or service toy trade name, trademark, manufacturer, or otherwise, does 
not necessarily lo u i iln te  or imply its endorsement, recommendation, or favoring by the United 
Sw!e» G'jv.-rnrrvni or dny agency thereof. Tn« views and opinions o l authors e»pressed herein do not 
necessarily State or reflect those o f the United Slates Government or any agency thereof.

By acceptance of this article, the publisher and/or 
recipient acknowledges the U. S. Government's right 
to retain a nonexclusive royalty-free license in and 
to any copyright covering this paper.

ALLIED-GENERAL NUCLEAR SERVICES 
POST OFFICE BOX 847 

BARNWELL, SOUTH CAROLINA 29812

PREPARED FOR THE 
DEPARTMENT OF ENERGY 

WASTE AND FUEL CYCLE TECHNOLOGY OFFICE 
UNDER CONTRACT DE-AC09-78ET35900



ABSTRACT

The development and initial performance testing of an advanced inte
grated safeguards system at the Barnwell Nuclear Fuel Plant (BNFP) is 
described. The program concentrates on the integration and coordination 
of physical security and nuclear materials control and accounting at a 
single location. Hardware and softwt»^2 for this phase have been 
installed and are currently being evaluated. The AGNS/DOE program is 
now in its third year of development at the BNFP.



Perceptions of sabotage and material diversion threats against the 
nuclear industry, and the protection required to reduce to an acceptable 
level the risk associated with these threads have not been clearly 
defined. With that in mind, Allied-General Nuclear Services (AGNS) has 
been assembling an Advanced Integrated Safeguards System (AISS) that 
covers a range of threats, and has also been attempting to analyze the 
performance of such a system in this ever changing environment.

The program concentrates on the coordination of physical security and 
nuclear material control accounting at a single location. Hardware and 
software have been installed and are currently being evaluated. The 
AGNS/DOE program is now in its third year of development at the Barnwell 
Nuclear Fuel Plant.

Let us look at progress in the area of nuclear materials measurement 
technology, where a significant advancement has been obtained in 
measurement of solution volumes in process tanks. Using improved 
instrumentation and special tank calibration techniques, tank volume 
measurement uncertainties have been reduced to less than 0.1%. Table 1 
compares accuracies of volume calibrating instruments used in the past 
with the improved instruments used at AGNS.

TABLE 1

TANK VOLUME CALIBRATION - INSTRUMENT ACCURACY COMPARISON

‘'NORMAL" "IMPROVED"

Liquid Level Measurement

Device Accuracy

Fluid 0.5%
Manometer

Solution Density

Weighing System (for 
measuring tank 
calibration fluid 
increments)

Fluid
Manometer

Platform
Scale

0.5%

0 .1%

Device

Quartz
Bourdon
Tube
Pressure
Gauge

Vibrating
Tube
Densimeter

Electronic 
Trible Beam 
Balance

Accuracy

0.015%

0.06%

0.015%

During full-scale plant tests (using unirradiated natural uranium), 
input-output material balances were performed using the improved tank 
volume measurement system. Table 2 summarizes the uncertainties of the 
material balances for the cold uranium runs which have been conducted at 
the BNFP in the past three years. These results represent a significant 
improvement over similar past measurements made at other U. S. repro
cessing facilities.
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TABLE 2

BNFP MATERIAL BALANCE UNCERTAINTY SUMMARY

Throughput Uncertainty
YEAR (metric tons uranium) (2cr)

FY 1977 
FY 1978 
FY 1979

83
83

301

0.98Z
0.28Z
0.18Z

NOTE: Remote sampling and remote dilutions (as
would be required in ,ehot" operation) 
would be expected to add about 0 .2 0 Z  to 
the L.E.

Another major contributing factor to the improvement in material balance 
uncertainty has been the application of computer-based measurement and 
measurement control programs. Over 400 process and accountability 
instruments are directly linked to CNMCAS, permitting direct acquisition 
of measurement data and near real-time comparison and evaluation of 
instrument readings and analytical results from samples taken from each 
batch. These comparisons, which form the basis of the measurement 
control program, provide a high degree of confidence in the data. The 
improvements realized in the AGNS cold run material balances between 
1977 and 1979 are largely attributable to implementation of the measure
ment control programs.

One of the objectives of the AGNS safeguards program haB been to 
demonstrate the capability of meeting the IAEA diversion detection goal 
of 8 kilograms of plutonium. Even with the improvement in material 
balance measurements, conventional accounting cannot yet achieve this 
goal in a large-scale reprocessing plant because of the measurement 
uncertainty for the large throughput between inventory periods. (The 
plutonium throughput for a typical six-month inventory period in a 
1500 MTU/year reprocessing plant would be about 7500 kilograms with an 
expected uncertainty of about 38 kilograms). Furthermore, such conven
tional accounting does not provide the "timely detection" desired by the 
IAEA. For these and other reasons, AGNS has been developing a computer
ized near real-time in-process inventory system which will produce 
material balances for the process as frequently as once per hour. It is 
expected that this system will have a sensitivity of at least ± 1 .0 Z  for 
the static holdup in the feed and product tanks (average holdup 
-80 kilograms plutonium) and at least ± 5 .0Z  for the dynamic holdup in 
the pulsed columns, lines, and evaporators (average holdup ~80 kilograms 
plutonium). This will provide a total uncertainty per inventory of less 
than ± 5 .0  kilograms. Using computerized statistical evaluation tech
niques fpr the sequential material balances (such as LASL's DECANAL 
program), it is expected that the diversion detection sensitivity in a 
large reprocessing facility can approach the IAEA goals.

-  2  -



One problem which ha» to be addressed in any high-precision measurement 
system is the maintenance and verification of instrument calibrations at 
a reasonable cost. AGNS is developing and installing an automated 
instrument calibration system which can be used to demonstrate routine 
recalibration of plant instruments against a precision reference stan
dard. Data from this system will be collected by the CNMCAS and will be 
used to routinely check and correct the instrument outputs for tempera
ture effects, drift, and other anomalies. It is expected that this 
system will improve the precision of normal plant instruments to a level 
approaching the reference standard.

Other improved instrumentation is being evaluted by AGNS' Analytical 
Laboratory. An on-line isotopic concentration monitor (OLICM) has been 
developed for assaying reprocessing type solutions for total and 
isotopic plutonium content. Laboratory experimentation has shown that 
the total and isotopic content of plutonium nitrate solutions (200 to 
600 grams/liter) can be assayed to within 0.5Z of the reference values 
determined by coulometric and mass spectrometric analyses. Such on-line 
instruments can be used for inventory and safeguards applications 
without breaching the containment of plutonium.

AGNS has also been testing other radiation monitors. Among these are 
the on-line alpha monitors (OLAM) which detect low levels of alpha 
activity present in streams containing high levels of fission products. 
By laboratory experimentation, AGNS has shown that the OLAM's can be 
used to assay the plutonium content of waste streams from the plutonium 
purification cycle.

Complimentary to AGNS development of CNMCAS has been the design, evalua
tion, and testing of concepts for an Advanced Physical Protection System 
(APPS). Significant components of the system include the following:

• Computerized Employee Voice Verification
• Closed-Circuit and Motion Detection Televiuion
• Multiple Barrier Intrusion Detection Sensors
• Card Key Access Control and On-Line Personnel Inventory
• bifurcated Control of Sensitive Operations
• c&nine Explosive Detection
• Centralized Alarm Monitoring, Assessment, and Response Logging

The voice authentication method for positive employee identification was 
developed by Texas Instruments. AGNS has the first unit installed in an 
industry facility. AGNS has designed a personnel access booth and inte
grated the voice unit with other access control elements. The system 
appears to meet basic requirements, i.e., it rejects less than 2% of 
authorized users and accepts lees than IZ of unauthorized users. No 
other known automatic identification system can do this. The true rate 
of acceptance of unauthorized users cannot be measured; and our results 
are based upon study of crossover rates fcietween authorized users.

CCTV equipment has been used extensively in many applications at many 
other facilities; however, AGNS has automated this system to provide
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computer control of the view presented to the Security Force. Thua, 
with a limited number of monitors and staff, a view of an area in alarm 
may be observed on the screen as the alarm comes in. The automatic view 
switching device is installed and can present any one of up to 
40 cameras on any one of 10 monitors where the particular view is 
identified by descriptive text shown on the screen in order to assist 
the viewer.

Motion Detection Television has also been used by others; however, at 
AGNS it is fully integrated into the CCTV system described above. This 
system identifies the moving object on the monitor and enables the 
system operator to track the item or person causing the alarm. Our 
application is unique in the combined ability to follow individuals and 
alarm-related points of interest and to switch a large number of cameras 
in or out of the system.

Many government and private intrusion detection systems are in use that 
contain sensors similar to those at the BNFP. Unique to AGNS is a 
300-foot test zone representing a typical section of the proposed BNFP 
isolation zone with a double fence line. It was installed to test 
equipment and verify if and how to integrate this equipment into an 
effective physical protection system. Three types of sensors (taut- 
wire, microwave, and buried line pressure sensors) were installed so 
that overlapping zones of intrusion detection could be obtained. It was 
found that two out of three systems could be defeated without resorting 
to extraordinary intrusion techniques; however, the combined system has 
not been defeated. A number of site-specific recommendations have been 
developed for placement of buried line pressure sensing equipment, and 
for improving reliability of microwave and taut-wire systems.

Card-key access control systems are in use at many sites. The AGNS 
system is unusual because it is of a proximity type. The card is read 
at a distance of 2 to 3 inches from the plate antenna reader (no slot). 
Each card-key sensor and card are uniquely identified. The cards are 
assigned at random when an individual goes into the industrial security 
area and are associated with the individual user's computer-based 
authorization file as he enters. The user returns the card-key when he 
leaves and cannot anticipate what number he will receive when he enters 
the area again. In this manner, a forged oi duplicated card will not 
work (i.e., it will not open doors) because it will not be associated 
with a specific user by the access control computer. A number of 
software programs to control access and to locate personnel have been 
developed. The system can identify and track personnel in the indus
trial area of the BNFP and identify location within 4 major areas and 
within subsets of these areas for a total of 9 test areas controlled by 
16 door locks. The entire access control system has been functionally 
and operationally tested and has handled the total site population on a 
24-hour/day basis for a short test period.

Nuclear facilities will be required to screen personnel for possession 
of explosives. Currently available electromechanical explosive detec
tion systems are insensitive and time-consuming to use and do not appear
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to be at all satisfactory. Canines have been used to screen vehicles, 
areas, and buildings; however, AGNS1 program is unique in that it has 
identified a way of performing personnel searches rapidly without direct 
contact between the personnel and the canine.

The performance of the canines in all applications has been impressive.
In personnel screening tests, the canines accomplished better than a 97%
probability of correct response. In all, over 1,000 test trials have
been run utilizing two explosives, C-4 and dynamite.

Centralized Alarm Monitoring, Assessment, and Response Logging for a 
variety of intrusion detection devices includes English language color- 
graphic terminal displays of both alarm locations and operator response. 
The research system is designed to handle up to 48 alarm groups with 
16 alarm points in each group. The unit can be easily expanded beyond 
this if required. Ninety alarm points are currently connected and 
operational. The system is operator-interactive and enables the user to 
quickly obtain needed instructions and document response using the 
computer as the logging device.

At AGNS, the primary safeguards systems (CNMCAS and APPS) are seen as 
components of a larger facility management information system which some 
day may coordinate the activities of Operations, Safety, and Safeguards. 
Developments in each of these areas are together serving to continually 
advance the State-of-the-Art.
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