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SUMMARY 

The two basic safeguards measures, materials accountancy and containment 

and surveillance (C-S), are examined with regard to what they attempt to accom

plish, their advantages and disadvantages, their current limitations, and their 

prospects for future improvement, it is shown that, in terms of current safe

guards objectives and criteria, neither materials accountancy nor C-S measures 

as they are currently practiced are likely to be adequate for safeguarding fu

ture large-scale plutonium bulk handling facilities* Several prospects for 

future improvement exist, however* Two in particular, here termed dynamic ma

terials accountancy and dynamic operations monitoring, both of which may be 

regarded as logical extensions of their more conventional counterparts, show 

considerable theoretical promise and deserve extensive developmental and field 

testing efforts* If on-going developments lead to the results anticipated by 

their advocates there would appear to be considerable basis for optimism that 

future large-scale facilities can be effectively safeguarded. 
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SAFEGUARDING FUTURE LARGE-SCALE PLUTOKIUM BULK PROCESSING FACILITIES 

I. INTRODUCTION 

Existing safeguards approaches for small and medium scale bulk processing 

facilities, based on materials accountancy supplemented by containment and sur

veillance (C-S) may be regarded as generally adequate, despite a number of 

practical problems of implementation. However, it is not clear that these ap

proaches can be extrapolated in any straightforward manner to future large-

scale facilities. 

It seems unlikely that the IAEA will be called upon to apply international 

safeguards in large-scale plutonium bulk handling facilities prior to at least 

1989, ten years hence. Nevertheless, if and when such facilities are offered 

for international safeguards, the IAEA must be prepared to safeguard them, and 

to do so effectively, in terms of the then-agreed definition of effectiveness. 

Thus the IAEA is actively engaged in studying all promising ideas as to safe

guards concepts, procedures, or techniques. 

It is too early to make any sound predictions. Many things can happen in 

ten years. Possibly research and development efforts over the next decade will 

lead to the development of safeguards concepts or techniques which have not as 

yet even appeared as ideas, and which will prove to be superior to those cur

rently under discussion. In any case, surely the time available is sufficient 

to permit a better investigation and understanding of the potential of the va

rious safeguards concepts which are reviewed in this or other papers before 

INFCE. 

This paper is an attempt to summarize the current status of research and 

development efforts in the field of safeguards for large-scale plutonium bulk 

processing facilities, insofar as that research and development is known to the 

IAEA. The two basic safeguards measures, materials accountancy and containment 

and surveillance, are examined with regard to what they attempt to accomplish, 

their advantages and disadvantages, their current limitations, and their pros

pects for future improvement. Particular attention is given to this latter 

question, and a number of promising theoretical ideas are examined. 
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A final section summarizes the research and development activities which 

are currently underway (with IAEA knowledge or involvement), and suggests some 

areas in which an increased effort is needed if the various safeguards concepts 

are to be utilized to their fullest potential. 

The nature of the process operations involved in reprocessing on the one 

hand and mixed-oxide fuel fabrication on the other hand are significantly diff

erent. So too the nature of the safguards problems and the potential solutions 

to those problems are also significantly different. A decade ago one sought a 

single safeguards concept which could be applied, essentially without modifica

tion, to all nuclear facilities. If there are any vestiges of that ideal re

maining today, it is clear that they will have to be abandoned in the future. 

It is expected that the specific systems finally adopted must of necessity be 

tailored not only to the specific facility type, but also to the specific faci

lity. 

Relatively little attention is given to the application of international 

safeguards to storage facilities or storage areas. It is not difficult to sur

round a storage facility with any desired level of seals, surveillance cameras, 

motion detectors, radiation detectors, etc., and thereby to guarantee to any 

desired degree of assurance that no nuclear material quantities (above a de

fined minimum) could leave the storage facility/area without prompt detection. 

The question before INFCE, and the question to which this paper is directed, is 

whether adequate international safeguards can be applied to operations, not to 

storage. 

Likewise relatively little is said about the safeguarding of existing 

smaller facilities. Despite a host of practical problems, as a general state

ment materials accountancy, extensively supplemented by containment and sur

veillance measures, is capable of providing effective international safeguards 

for these facilities. Existing safeguards practices were reviewed in a separ

ate paper [1], and need not be considered here. 
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II. MATERIALS ACCOUNTANCY 

A. Description of the Materials Accountancy Concept [1] 

The technical basis of the materials accountancy concept rests in an equa

tion, called the closed material balance equation or MUF equation [2]. This 

equation has been written in a number of mathematically equivalent forms, it is 

given here as follows: 

BI + R - S - D - E I = MUF (eq. 1) 

where: BI = Beginning Inventory, measured at the start of a material 
balance period 

R = Receipts (or other input entries) during the material 
balance period 

S = Shipments (or other removal entries) during the material 
balance period 

D = Discards and other measured losses, listed separately 
from shipments to emphasize the need for measurement 

EI = Ending Inventory, measured at the end of the material 
balance period 

MUF = Material Unaccounted For 

If the observed MUF is acceptably small it should be possible to conclude 

that no material is missing, and therefore that no diversion occurred. If a 

significant positive MUF is observed, it should be possible to conclude that 

material is missing and may have been diverted. In actual practice it rarely 

is possible to reach either conclusion without considerable investigation to 

establish that the material balance was properly prepared and that the observed 

MUF (or the observed absence of MUF) is not simply an artifact of the calcula

tions as they were performed. A detailed exposition is beyond the scope of 

this report, but some of the practical problems are summarized in section II. 

C. 

Since all quantities on the left side of equation 1 are (of necessity) 

based on measurement data (again, see section II. C for a discussion of excep

tions and their effect on the material balance), with attendant uncertainties 

in measurement, the observed MUF normally will not be zero. If there have been 

no unrecognized losses or diversions, however, the observed MUF should be smal

ler than the estimated uncertainty in the material balance data. 
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In addition to the material balance equation, a second equation is needed, 

namely the shipper-receiver difference equation. A shipper-receiver difference 

is defined as the algebraic difference between the measured quantity shipped, 

as stated by the shipper, and the measured quantity received, as stated by the 

receiver. Shippers and receivers, as those terms are used here, may represent 

separate nuclear facilities or separate material balance areas within a single 

facility. As with the material balance equation, the assumption of direct and 

independent measurement is essential, and problems arise when individual faci

lity operators take various shortcuts which have the effect of violating the 

assumption. 

The calculation of the "estimated uncertainty" in a material balance for a 

large-scale bulk processing facility is not an insignificant undertaking. The 

method requires that individual measurement error variances be known for all 

measurements entering into the material balance. Where these error variances 

are not correlated the variance associated with MUF is simply the sum of the 

variances of the individual measurements. Where measurement error variances 

are correlated, the formulas become considerably more complex. 

Complexity is also introduced by the assumption, inherent in the statement 

that the expected value of MUF is zero, that measurement methods are unbiased. 

This assumption leads to the identification of two error variance components, 

termed random error and systematic error. Systematic error, the extent to which 

one cannot be certain that the measurement method is truly unbiased, usually is 

the dominant factor in the propagation of error calculations. 

B. Adji^^agjBS_of_J^jr^aJ^_Ac_c^j}^a_nc^ 

The materials accountancy concept of safeguards has a number of very im

portant advantages. Not the least of these advantages is its use of existing 

data systems. In an economically competitive nuclear industry, most or all of 

the needed measurement data can be presumed to be useful for other purposes, 

and the requirement that the facility operator maintain a fairly detailed mate

rials accountancy system should be little more than a requirement that the fa

cility operator do what he intended to do anyway. 

Given that the facility operator maintains such a materials accountancy 

system, it should also be possible for the IAEA to verify the recorded data 

(normally by independent measurement on a random sampling basis) and thereby to 

verify that the apparent material unaccounted for is smaller than the estimated 

measurement uncertainties. It should also be possible to verify shipper-

receiver differences in a similar manner, although in some cases the indepen-
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dence between the shipper and the receiver (as for example when the two facil

ities are in different countries) may lessen the need for strict verification. 

Perhaps the most important advantage of the materials accountancy model is 

that it leads to a quantitative statement, eliminating the need for subjective 

judgements. It also answers the critical question of whether a diversion of a 

given magnitude would have been detected if it had occurred. The observed MUF 

either is or is not smaller than the estimated uncertainty in the material bal

ance, and the stated estimate of material balance uncertainty speaks for itself 

as an indicator of system sensitivity [3]. 

C. Problems and Limitations in Materials Accountancy 

Materials accountancy, of course, is the "fundamental safeguards measure" 

for current safeguards practices, and the Agency's experience is that it has 

worked well in this respect. The concept is not without both theoretical limi

tations and practical problems, however, and the extrapolation of materials 

accountancy in the conventional sense to future large-scale facilities will not 

be straightforward. 

First, the assumed accountancy system requires a degree of effort which is 

sometimes greater than the facility operator feels is warranted. This has in 

the past led to shortcuts such as the substitution of estimates for measure

ments in the material balance equation, or the omission of inventory (or dis

card) quantities which were difficult to measure and therefore were not mea

sured. Where the facilities themselves and the quantities involved were small 

the effect of these shortcuts on the material balance were often tolerable, but 

it is doubtful if they can be tolerated in future large-scale facilities. The 

alternate assumption, that such shortcuts could be eliminated from future faci

lities by proper facility design and careful attention to operating procedures, 

may well be true but remains to be demonstrated. 

It is also not clear that the existing state of the measurement art is 

satisfactory [4]. Even under the best of circumstances the uncertainty in a 

single conventional material balance for a large-scale facility may be so large 

as to lead to an inability to specify with reasonable assurance whether the 

diversion of a defined "significant quantity" would have been detected had it 

occurred [5]. Estimates of the total uncertainty for a large-scale plutonium 

reprocessing facility vary, but are generally in the range of about + 0.5 

to 1.0%. Estimates for conversion and mixed-oxide fuel fabrication typically 

are somewhat more optimistic, say + 0.3 to 0.7%. A number of programs de

signed to develop improved measurement techniques (or improved accuracy in ex-
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isting techniques) have beei and are underway in a number of States. Most of 

these programs, however, have as their objective the shaving of a few hun

dredths off of the total uncertainty. Some have already been discounted (that 

is, the anticipated improvement has been included in the estimate that the to

tal uncertainty can be held to + 0.5%). In several critical cases (e.g., 

reprocessing input measurements) it is the inherent non-homogeneity and insta

bility of the material which creates the uncertainty, not the chemical analy

tical procedure. Very few safeguards experts are so optimistic as to suggest 

that the total uncertainty can be reduced to the + 0.1 level which is the 

minimum needed in terms of current safeguards criteria. 

An even more serious problem often arises in connection with the require

ment that there be periodic physical inventories. The materials accountancy 

concept itself does not require that the nuclear facility cease operations in 

order to take a clean-out physical inventory, but most existing nuclear facil

ities were not constructed in a manner which facilitates the taking of accurate 

in-process physical inventories, and clean-out is the general practice. Many 

facility operators understandably are reluctant to take these shutdown physical 

inventories more frequently than is necessary for operational reasons, a fre

quency which provides little in the way of "timely detection" of abrupt diver

sion [6]. 

Verification efforts are complicated by a number of factors. The tradi

tional assumption has been that the facility operator would take a chemical 

sample for analysis, and that the IAEA inspector could obtain a duplicate or 

independent sample for independent off-site analysis. Spent fuel input samples 

require a pre-treatment and spiking by the facility operator under inspector 

observation before the samples can be shipped. Plutonium product samples re

quire an accurate weighing at the facility before shipping. A new "resin bead" 

method for shipping very small sample quantities is undergoing testing. The 

tendency also is toward an increasing use of non-destructive (NDA) measurement 

equipment, with data processing being performed by integrated mini-computers, 

and the independent verification of these NDA measurements is not always 

straightforward. 

Finally, the materials accountancy concept was originally developed as a 

national nuclear material control concept, under circumstances in which data 

falsification by the facility operator could be discounted as unlikely. As the 

possibilities of data falsification, in the context of international safe

guards, have become better understood, it has become apparent that there are 

many situations in which random sampling theory cannot be applied. Verifica

tion efforts and verification procedures accordingly have increased in complex

ity and frequency, and it is no longer clear that the verification of account

ancy data is as cost effective or as "non-intrusive" as it was originally ex

pected to be. 
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D. Prospects for Future Improvement 

Despite its limitations and shortcomings, it seems mandatory to retain 

materials accountancy as the fundamental safeguards measure. The ultimate sen

sitivity probably never will be as good as that which is desired. Neverthe

less, most of the practical limitations should be amenable to correction. 

From a theoretical standpoint one of the most serious disadvantages of 

materials accountancy is that, largely because the material balance periods are 

long, the statistical evaluation is based primarily on a single material bal

ance period. Several multiple period statistical models have been put forward 

and are under study, ranging from simple non-parametric tests to relatively 

elaborate linear filter or linear smoothing models. Only one, the cumulative 

sum or CUS'JM model, will be discussed here. CUSUM may or may not be the best 

statistical model for actual international safeguards applications, but it is 

relatively simple to understand and to apply, and it will serve to illustrate 

the potential capabilities of multiple period statistics. 

Assume, for purposes of discussion, that it is possible to obtain material 

balance data at frequent intervals, say weekly, daily, or possibly even every 

eight hours. In the absence of measurement bias or diversion, a CUSUM graph of 

the cumulative sum of all MUF values should tend to horizontal. That is, the 

long-term net effect of the remaining random measurement errors should be zero. 

In the presence of measurement bias, the cumulative sum graph should describe a 

non-horizontal straight line with a slope equal to the magnitude of the bias. 

The same behavior would occur in the presence of a trickle diversion with a 

constant amount being diverted each material balance period. A unique gross 

measurement mistake should cause a "spike" to appear in the cumulative sum 

graph. If the mistake was in physical inventory data the graph should return 

to its original level at the next material balance period. If the mistake was 

in receipts or shipments, the graph should resume its horizontal shape at a new 

level equal to the magnitude of the mistake. The same behavior would occur in 

the presence abrupt diversion. 

The statistical probabilities of detection, nondetection, and false-

detection using CUSUM are still under study, and it is difficult to make quan

titative statements here. For an abrupt diversion the usual statistical rules 

apply; that is, at two standard deviations there is a high probability that 

some factor other than measurement error exists, and at three or four standard 

deviations the probability that random measurement error is the sole factor at 

work becomes vanishingly small. 
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With this statistical background, what is here termed dynamic materials 

accountancy may be defined as the generation of material balance data on a 

daily or other short term basis for continuous processes such as spent fuel 

reprocessing, and on a batch or unit operations basis for batch processes such 

as conversion or mixed-oxide fuel fabrication. The exact choice of material 

balance equations must be tailored specifically to the individual facility and 

process. Equations may also overlap, either in space or time, providing a use

ful measure of system redundancy. 

For continuous processes such as reprocessing, the most logical material 

balance equations relate to a period of time, probably one day. The major buf

fer storage tanks, the extraction columns or contactors, and the product evapo

rator, would be measured; minor quantities in piping, vacuum breaks, small 

adjustment tanks, etc., would be measured if feasible but could if necessary be 

left unmeasured. 

A somewhat different approach must be taken in batch operations such as 

MOX fabrication. Here the logical material balance equations relate not to a 

period of time, but to a batch process operation. It would be mandatory that 

at least the major scrap quantities be measured and assigned to the batch of 

origin. Once the measurement was performed, however, scrap quantities could be 

combined as desired for efficient processing. Waste materials containing 

little plutonium would not need to be measured on an individual batch basis, 

but would need to be measured. The primary control would be that the "batch 

MUF" was constant, but a secondary control would be needed, probably in the 

form of a requirement that the sum of all batch HUFs, minus measured waste ma

terial which could not be associated with specific batches, remain below some 

specified limit. 

The primary advantage of dynamic materials accountancy is its ability to 

detect the protracted diversion >f quantities which are well below the thres

hold of uncertainty in a single material balance. The constant diversion of 

onehalf of the standard deviation of the dynamic material balance is unques

tionably detectable, and even lower diversions are detectable if the theoreti

cal conditions can be met. 
« 

Dynamic materials accountancy also has the advantage of timeliness both 

for protracted and for abrupt diversion. The material balance equations cover 

short periods of time or short unit process operations, and the HUF data be

comes available within at most one or two days after the balance is closed. 

Even when "mathematical detection" requires an integrated effect over a period 

of days or weeks the general trend of the data should become apparent much ear

lier. 
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On the negative side, dynamic materials accountancy has little or no power 

to distinguish between diversions and some forms of measurement bias. Small 

measurement biases, of course, are inevitable and unavoidable, leading to the 

conclusion that CUSUM alone is likely to produce an unacceptably high frequency 

of unresolvable false alarms. It has been suggested that this problem would 

not exist (or would exist to a lesser extent) with the more complex linear 

smoothing models which would incorporate statistically derived estimates of 

systematic uncertainty into the evaluation model. Whether this is true, or 

whether, as has also been suggested, incorporation of systematic error vari

ances reduces the model to an elaborate form of conventional materials account

ancy remains to be evaluated. 

The basic concept of dynamic materials accountancy, in terms of system 

design and statistical evaluation, is at present reasonably well understood, at 

least by those working in the field. There is still much work to be done, how

ever, for example in a comparative evaluation of the several proposed statist

ical techniques and in a more exact definition of detection and false alarm 

probabilities; 

A much more important question concerns the availability of the measure

ment technology needed if dynamic material balances are to be generated in the 

timely manner which is required. If, for example, input dissolver measurements 

can only be performed by traditional wet chemical methods requiring a week or 

more, the data system will rapidly become clogged with backlogged measurements, 

and the system will probably collapse. 
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III. CONTAINMENT AND SURVEILLANCE 

A. Description of the Containment and Surveillance (C-S) Concept 

In order for the concept of diversion to have meaning, nuclear material 

must somehow be physically removed from a safeguarded nuclear facility for 

clandestine conversion to a nuclear explosive device, or for some other non-

declared use. (It is implicitly assumed that the safeguarded facility itself 

is not capable of manufacturing a nuclear explosive device.) If undetected 

removal is not possible, then undetected diversion cannot occur. The technical 

assumption in containment and surveillance thus is that, through some combina

tion of seals, optical surveillance devices, physical presence of inspectors, 

etc., the undetected removal of nuclear material from the safeguarded nuclear 

facility can be made acceptably close to impossible. 

It is possible to consider two distinctly different applications of con

tainment and surveillance as safeguards measures [7]. In "containment and sur

veillance to preserve the integrity of materials accountancy data", the objec

tive is to eliminate or reduce the need for repeated re-verification of pre

viously verified measurement data. The most obvious example is probably the 

application of a seal to individual nuclear material containers or to a storage 

vault containing an array of such containers. The purpose of the seal is the 

preservation of the integrity of the measurement data which was obtained at the 

time of sealing. The use of a camera (or video recorder) to control the move

ment of personnel or materials through a doorway, on the other hand, is in gen

eral a typical example of the use of surveillance without materials account

ancy. The quantity of nuclear material In the area may or may not be known and 

may or may not be verifiable. 

Both forms have important roles in international safeguards, and both are 

widely used in current safeguards practice [1J. The use of C-S to preserve the 

integrity of materials accountancy data in particular serves to simplify safe

guards, to reduce inspection effort, and in some cases to make continued safe

guards possible under circumstances in which the reverification of materials 

accountancy data would be difficult or impossible. 

In contract to materials accountancy, C-S measures are not dependent on 

actions by f facility operator (although they may in Rome cases be dependent 

on the inco .-ation of containment features during the design and construction 
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of the nuclear facilities)* The operation of the C-S system is, and must be, 

completely independent not only of any materials accountancy system the faci

lity operator may maintain, but also of any physical security system the oper

ator may have. 

It is also important to distinguish three distinctly different C-S situa

tions, depending on the degree of routine access or material movement which is 

likely to occur. At one extreme, there are many situations in which no routine 

personnel access is possible or likely. The light water reactor pressure vessel 

is one example, a strong vault used to store material having no immediate use 

might be another. Any penetration of the containment barrier under these cir

cumstances should be taken by the inspector as cause for investigation. 

C-S measures are also used in situations in which routine personnel access 

is necessary even though routine nuclear material movement is not anticipated. 

The spent fuel storage pool might be a good example. Between refuelings or 

shipments there should be no reason to move fuel, but there might be any number 

of reasons why the facility operator would wish to enter the area. If C-S mea

sures are to be useful in these circumstances, it must be possible for the in

spector, using only his own C-S data, to distinguish between legitimate activi

ties and clandestine material movements. If he can make this distinction only 

by requesting (and accepting) explanations from the facility operator, the 

value of containment and surveillance is questionable. 

And then finally, C-S measures are sometimes used in situations in which 

there will be routine movements of nuclear materials. In the routine movement 

of spent fuel assemblies from the storage pool to the chopping cell, for ex

ample, one might logically use such measures to ensure that the number of 

transfers physically made agreed with other evidence (such as internal re

cords), as to the number of transfers made. As with the second case above, in 

which personnel but not nuclear material movements were anticipated, the ulti

mate value depends on the inspector's ability, using his own data, to distin

guish between legitimate activities and clandestine ones. 

B. Adyantages_ of J^Jtainment _and Suryeillance^Measureg 

There are two primary advantages to the use of C-S measures in interna

tional safeguards. First, as previously noted, the system is independent of 

the quality of the materials accountancy system maintained by the facility op

erator. This means that in theory its effectiveness cannot be controlled, con

sciously or unconsciously, by actions of the facility operator. This is not an 

unimportant advantage, since the ultimate quality of a materials accountancy 

system is highly dependent on the quality of the system maintained by the faci

lity operator. 
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Second, the effectiveness of the containment and surveillance system is 

largely independent of the size of the facility safeguarded and of the uncer

tainty in its material balance data. A C-S system for a large nuclear fuel 

cycle center undoubtedly would be more complex than would one for a small pilot 

facility designed to perform the same process operations, but there is no in

herent reason why the effectiveness of the complex system should not equal the 

effectiveness of the simpler one. 

C-S measures are also potentially capable of providing highly timely data 

without the need for costl) or time-consuming process interruptions. Timeli

ness is achieved only through an increased inspector presence (to check the 

integrity of seals, examine film records, etc.), or through the substitution of 

remote monitoring, but this increased inspector presence need not interfere 

with normal operations. Verifications on a weekly or even daily basis are both 

possible and practical, and with remote monitoring it is possible to think in 

terms of virtually continuous verification. 

C. Problems and Limitations in C-S Technology 

Although in theory a careful application of containment and surveillance 

measures should be capable of providing highly effective and timely safeguards, 

there are also several problems and potential limitations which it is not clear 

can be overcome effectively. 

1. Identification of all credible paths. Containment-surveillance is an 

all or nothing proposition. If a facility has five openings and four are moni

tored the effectiveness of the system is zero. Thus the effective application 

of the C-S measures must be preceded by a careful diversion path analysis in 

which all credible diversion paths are identified, and effective containment or 

surveillance measures must be applied to all identified paths. 

2. Location of the Containment_Barrier^ Containment barriers may be es

tablished at a wide range of points, from the material itself or the container 

it is in, outward to the perimeter fence of the nuclear facility as a whole. 

There are advantages and corresponding disadvantages to both "inward" and "out

ward" movement of containment barriers. As the barrier is moved inward, toward 

the nuclear material itself, the number of potential diversion pathways to be 

controlled is reduced, but the probability that a given pathway must be used 

during the course of routine operations is increased. As the barrier is moved 

outward, the probability that a given pathway will be used for routine opera

tional purposes is reduced, but the number of potential pathways, and the poss

ibility that a credible pathway is overlooked in designing the safeguards sys-
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tern, is increased. Moving the barrier outward also decreases the inspector's 

access to facility operations, and increases the facility operator's opportun

ities for undeclared activities [8]. 

3. C-S equipment and technology. Nearly all optical surveillance systems, 

radiation monitors, etc., are sufficiently failure-prone to justify the use of 

redundant measures to maintain system effectiveness. This tendency to failure 

undoubtedly could be reduced significantly by careful equipment design and con

struction, but it is questionable whether it could be eliminated to the extent 

which is really necessary if C-S measures are to be used as a primary safe

guards concept. 

4. Limitations on timeliness of detection. Although a film camera is ful

ly capable of recording a diversion "in progress", the fact that it has done so 

will not be known until the film is removed, developed, and reviewed by an in

spector. Video tape eliminates the need for development, but the video tape 

still must be reviewed by an inspector. The fact that a seal is broken becomes 

known only when it is checked. Similar comments, in fact, could be made about 

essentially all containment-surveillance techniques. Timeliness is a function 

not of the frequency of recording, but of the frequency with which the record 

is examined. Thus C-S measures are technically capable of highly timely detec

tion, but in practice will provide such timeliness only if there is a heavy 

commitment of inspector effort. 

5. Investigation of indicated anomolies. A broken seal, or a movement of 

material across the field of a camera, does not indicate that diversion has 

occurred, but only that it might have occurred. In the absence of materials 

accountancy data, and in some cases even in the presence of such data, a veri

fication that diversion has or has not occurred often is difficult. The action 

usually proposed is to "re-establish the physical inventory," but this action 

is theoretically possible only if the book inventory is known, and is practic

ally possible only if appropriate physical inventory procedures exist. If the 

book inventory is known, and if it proves possible to re-establish the physical 

inventory, the uncertainty in the final result is still exactly the uncertainty 

which would have resulted from application of materials accountancy. 

C-S technology is not as well developed as might be supposed. Examples 

exist both in which the development of individual items of containment or sur

veillance hardware has been pursued under circumstances in which it was not 

clear that the hardware could be integrated into an effective safeguards ap

proach, and in which a proposed safeguards approach is described based on the 
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assumed use of instrumentation which either does not exist or which has not 

been tested in a safeguards context. These statements are especially true with 

regard to what might be termed "sophisticated equipment". Video recorders 

equipped with both motion and radiation detectors such that a video record is 

made only when radioactive material appears to be in motion within the field of 

view, remote monitoring computerized equipment designed to use commercial tele

phone lines, and remotely verifiable seals are three examples of containment 

hardware which exist in the catalogs of equipment manufacturers (or which could 

easily be put together from such catalogs) but which have received only limited 

field testing in the safeguards field. 

Thus as a general statement the prospects for future improvement of C-S 

technology, or for the further development of the containment and surveillance 

concept of safeguards, remain to be determined. Some specific examples are 

discussed in the paragraphs that follow. 

1. Equipment Reliability. Most containment-surveillance equipment in cur

rent IAEA use exhibits a certain tendency to failure. Many of these failures, 

however, can be attributed to a desire to make maximum use of commercially 

available equipment. Better equipment is constantly being developed, tested, 

and placed in use, and it must be assumed that for the future large- scale fa

cilities under consideration by INFCE adequately reliable equipment will be 

available. Adequately reliable, however, should not be understood to mean ab

solute reliability, a goal which probably is unachievable. C-S equipment will 

always require an extensive degree of redundancy. 

Common mode or operator-induced failures represent a somewhat more diffi

cult problem. If a camera (or video recorder) is dependent on facility light

ing, and the facility operator (accidentally?) turns out the lights, the system 

will fail. As with reactor safety systems, C-S systems not only must include 

designed system redundancies, but also must consider ways to avoid common mode 

or operator induced failures. 

2* 2!L'^t£J^_£§™9t6_5!0ilii2£iS9• Perhaps the greatest potential improve

ment in C-S technology would be the satisfactory development of remote monitor

ing technology. If video recorders (or motion detectors, radiation detectors, 

etc.,) fed their signal to remote computer terminals programmed to alert the 

inspector when abnormal activity occurred, both the reliability and the timeli

ness of the C-S measures could be significantly improved. To a considerable 

extent such remote monitoring might also solve the problems of operator-induced 

equipment failures, since the inspector's control computer would note the fail

ure immediately. Battery powered emergency lighting and other sucn expediencies 

might be used to ensure coverage until the inspector could reach the facility 

and/or arrange for the failure to be corrected. 
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The development and demonstration of the equipment and technology needed 

to be tamper-resistant, and this might make costs prohibitive if the signals 

for effective remote monitoring will require a significant amount of time and 

effort, but there is no reason to expect that the technology could not be de

veloped. Remotely verifiable seals have been demonstrated on a test basis, and 

the ability to transmit video signals over long data transmission lines already 

exists. 

3. Investigations of Indicated Anomolies. It was pointed out in an ear

lier paragraph on this subject that unless there is materials accountancy data 

which can be verified when containment is broken, it may not be possible to 

separate legitimate abnormal activities from diversions. The potential for 

future improvement in this area does not look good; rather this appears to be a 

deficiency inherent in the containment-surveillance concept of safeguards. 

Thus while future facilities undoubtedly should be designed to permit interna

tional safeguards to make maximum use of C-S techniques to Improve inspection 

efficiency and reduce on-site inspection effort, it is doubtful if such mea

sures can ever be used as the sole safeguards approach. 

4. Enable/Disable Controls. An enable/disable control is defined as a 

master electrical switch, a master valve, or some other control which in the 

"off" position effectively prevents the undeclared operation of some critical 

piece of equipment. Such controls if they also could be sealed or placed under 

safeguards surveillance could provide significant assurance regarding clande

stine facility operation. Although such controls have been discussed in prin

ciple on a number of occasions, essentially no practical applications are known 

to have been developed. 

5. ^PIPEX". In a paper presented at the international symposium on nuc

lear materials safeguards, October 1978, Amaury, Regnier and Masson describe an 

extension of containment and surveillance which they have given the title 

"PIPEX". It is understood that a revised version of that paper is being pre

pared for distribution to INFCE/WG.4, so the discussion here will be brief and 

very general. In principle, the authors propose to take advantage of the fact 

that reactor grade plutonium, even when separated from fission products, has 

sufficient radioactivity to require that process operations be designed in such 

a way as to minimize or eliminate "hands on" operations. If one extends this 

fact into an operating rule that absolutely no hands on processing (or mainten

ance) may occur except under strict surveillance control, and if one carefully 

designs a total facility containment and surveillance system, the authors sug

gest that such a system could be used and would be effective without the need 

for conventional material balance accountancy. The PIPEX concept requires (at 

least on the basis of information available to the IAEA) and deserves consider

able study, and it is doubtful if its true eventual effectiveness can be as

sessed at this time. 
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6. Dynamic Operations Monitoring. Dynamic operations monitoring is with

out question the newest and least developed of the concepts discussed in this 

paper. The subject first came to the attention of the IAEA late in 1976, in 

the form of a study by the Sandia Laboratories (USA) which they termed closed 

loop operations control. As originally proposed closed loop operations control 

seemed too intrusive into facility operations ever to be of value in interna

tional safeguards. Recently, however, it has been realized that a modified 

form, which is here termed dynamic operations monitoring, did have some poten

tial as an advanced safeguards concept. It is that modified version which is 

described here. 

It is perhaps easiest to explain dynamic operations monitoring in terms of 

reprocessing, which is essentially a closed process. The reprocessing facility 

is equipped, for reasons of process control, with a multitude of sensors, indi

cators, and recorders. To a first approximation it seems reasonable to suggest 

that diversion could not occur without at least one of these sensors giving an 

abnormal reading. One cannot just invent diverted material, it must come from 

somewhere, via some physical means. 

The basic idea in dynamic operations monitoring thus is that the safe

guards authority would, during the design stages, perform a careful and de

tailed diversion path analysis, identifying all possible routes whereby nuclear 

material might secretly be removed from a nuclear facility, and establishing 

that at least one sensor existed which would reveal that abnormal operation. 

In the process canyon of a reprocessing facility it is expected, as previously 

suggested, that most of these sensors would already exist, and the inspectorate 

would need only to obtain a duplicate electrical signal. In conversion and MOX 

fabrication operations, which tend to be more open processes with fewer instal

led sensors, it probably would be necessary to design and install sensors sole

ly for safeguards purposes. 

Exactly how the monitoring would be performed has not been determined. A 

computer seems essential. In theory it could "alarm" all abnormalities at the 

instant they occur, but in practice it may be preferable to design the system 

such that the computer performs considerable preliminary investigation before 

calling for inspector involvement. Legitimate abnormalities undoubtedly will 

occur, and in an ideal situation inspector involvement should not occur unless 

the computer cannot resolve the situation within its programmed instructions. 

Like all other containment-surveillance systems, dynamic operations moni

toring is largely independent of the facility operator and the accuracy with 

which the facility operator routinely measures nuclear material quantities. In 

fact, one might describe dynamic operations monitoring as the ultimate exten

sion of containment, with the containment barriers moved inward to the material 

itself and to the normal operations which are performed. 
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Timeliness, of course, is also an obvious advantage. The abnormality it

self would be detected at th« moment it occurred. Depending on the mode of 

computer monitoring adopted there might be some delay before inspector involve

ment occurred, and one might realistically allow 24 hours for the inspector to 

satisfy himself that the abnormality did not in fact have a rational explana

tion. In the interim, however, the computer would be continuing to collect 

data, and the inspector's final confidence that he had indeed detected diver

sion would undoubtedly be higher than with most other concepts. 

On the negative side, one should first list the fact that dynamic oper

ations monitoring again like more conventional C-S systems, does not truly de

tect missing material. The concept unquestionably cannot be used alone, but 

rather must be installed in parallel with some form of materials accountancy. 

At the present time dynamic operations monitoring is a concept in the 

minds of safeguards systems studies experts. To those who advocate further 

study it is perhaps a promising concept, but existing studies have been almost 

entirely paper studies, and there is virtually no hard evidence to support any 

definitive conclusions. Considerable work is needed, especially in the follow

ing areas. 

a. Detailed paper studies, and probably also studies related to existing 

smaller facilities, are needed to support the assumption that diversion cannot 

occur without violating one or more "abnormality indicators". 

b. In conversion or MOX fabrication facilities it cannot be expected that 

all necessary sensors already exist for other purposes, and extensive hardware 

development may be necessary. 

c. Simulation studies (and eventually field demonstrations) are needed to 

define the optimum method of computer operation. 

d. Clearly it should not be possible for the facility operator to prevent 

the detection of abnormal operation by tampering with the related instrumenta

tion. This implies that some degree of tamper resistance should be built into 

the dynamic operations monitoring system. 

e. The extent to which the system gives access to commercially sensitive 

data, and the acceptability of that access, requires careful examination. 
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IV. EXISTING AND NEEDED DEVELOPMENT EFFORTS 

The subject of potential safeguards for future large scale facilities can

not be left without some discussion of existing and needed development pro

grammes. Three efforts in particular require mention, namely the programmes of 

technical support for international safeguards undertaken by the Federal Repub

lic of Germany and the United States of America, and the quadri-lateral (Japan-

USA-France-IAEA) TASTEX programme to develop advanced safeguards technology in 

connection with the Japanese Tokai reprocessing facility. 

The U.S. programme includes over 100 tasks, and it would be pointless to 

list the many tasks which relate to the development of specific items of mea

surement equipment or containment hardware. Mention will be made of task C.10, 

which calls for an in-depth paper study of dynamic materials accountancy in 

international safeguards applications, and task C.12, which calls for a similar 

study of dynamic operations monitoring. Not included in the formal technical 

support programme but nevertheless also important is a US field test of the 

concept of remote monitoring using multiplexers and comma*~ial telephone equip

ment. 

Perhaps the most important task (in the context of this paper) in the pro

gramme of the Federal Republic of Germany is Task A. 1, which relates to the 

overall development of a safeguards system for a nuclear fuel cycle center of 

the type and magnitude under consideration in INFCE. This effort will extend 

over a number of years, and it is impossible today to give any clear indication 

of its eventual result, but it unquestionably will provide a vehicle for exami

ning potential combination approaches such as the one outlined here. 

Missing and definitely needed are more programmes which will allow field 

testing and demonstration in existing smaller scale facilities. The Agency 

currently is applying safeguards in several smaller reprocessing fcilities, and 

the experience gained during these activities is expected to assist in the de

sign of an effective safeguards approach for future large-scale facilities. If 

a process engineer is unwilling to move directly from the laboratory to the 

full scale production facility, so too the safeguards engineer should be under

stood when he suggests that paper studies for large scale facilities should not 

be implemented until there have been field tests in smaller facilities. Rela

tively few of the current programmes provide for such tests, although the 
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TASTEX programme should lead to some useful field testing. Task F, for ex

ample, involves a feasibility study related to back-fitting a dynamic materials 

accountancy system into the Tokai facility. If the feasibility study shows 

that such backfitting would be feasible and within acceptable cost limits, it 

may also be possible at a later date to arrange for actual installation and 

testing. 

In June 1978 the IAEA held ar. Advisory Group Meeting on Safeguards for 

Reprocessing Facilities. The primary recommendation of that group was that the 

IAEA should organize a coordinated research and development programme, and the 

first meeting of an International Working Group is occurring as the final edit

ing changes are made in this paper. The group will assist the Agency to con

duct a comprehensive study of safeguards systems and techniques for the exist

ing smaller reprocessing facilities, and it is hoped that some of the concepts 

discussed in this paper can be developed, field tested, and demonstrated during 

the course of this coordinated programme. 

And then finally, mention should be made of the Agency's own coordinated 

research program in the field of installed safeguards instrumentation for re

processing facilities. Much of the hardware needed for any of the concepts 

discussed in this paper either already is or could be developed through this 

programme. 

There is much to be done, but much is being done. Those who state that 

the world today does not knew how to safeguard future large scale bulk facili

ties are probably correct* There is considerable reason to believe, however, 

that those who extrapolate to a conclusion that effective safeguards for such 

facilities cannot be developed in the time available probably are wrong. 
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V. REFERENCES AMD FOOTNOTES 

[1] "The Present Status of IAEA Safeguards on Nuclear Fuel Cycle Facilities", 

INFCE Co-Chairman/WG.4/35/rev. 2 (20 January 1979). 

[2] Materials accountancy is the basis of current IAEA safeguards. See 

INFCIRC/153 paragraphs 29 and 30, or INFCIRC/66/rev 2 paragraphs 29 

through 49. 

[3] As with all statements based on probability theory, the quantitative 

statements discussed in this paragraph should be understood as being sub

ject to defined probabilities of error, both in terms of failure to detect 

"diversion" and in terms of falsely detecting diversion when none occurred 

In most practical work both probabilities usually are set at 5%, although 

in theoretical discussions it is sometimes argued that one or the other 

(or both) should more properly be set at 1%. 

[4] The IAEA's "international standard" is _+ 1.0% for plutonium in existing 

processing facilities, and +_ 0.5% for plutonium fabrication. 

[5] At the present time the Agency uses 8 kgs total Pu as its definition of 

"significant quantity", and 1 - 3 weeks as the definition of conversion 

time. No adjustment is made for the fissile content of reactor grade plu

tonium. For unseparated plutonium in irradiated fuel assemblies, however, 

conversion time is increased to "1 - 3 months". 

[6] Current safeguards practice calls for physical inventories at three month 

intervals in some of the more strategically important facilities. This 

frequency is achieved largely because the facilities in question tend to 

operate on a campaign basis, with a single campaign seldom lasting longer 

than three months. If physical inventories are taken on a clean-out basis 

it is unrealistic to expect that this inventory frequency can be main

tained in future large-scale facilities. 

[7] The legal basis for the use of containment and surveillance techniques "as 

important complementary measures" is clearly stated in INFCIRC/153, para

graph 29. INFCIRC/66/rev. 2 does not specifically provide for containment 

or surveillance. 
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[8] The "undeclared use of facility" scenario assumes that the nuclear facili

ty is used to perform activities which are not declared as part of the 

design information given to the safeguards authority and which are in fact 

nuclear explosive related. In the context of facilities handling bulk plu-

tonium, it is conceivable that a small weapons component manufacturing 

facility might be installed, producing and storing components against the 

possibility that they might someday be overtly diverted and immediately 

used. 


