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1. INTRODUCTION 

1.1 PURPOSE AND SUMMAKY 

The work plan* adopted by INFCE Working Group 4, provides for examination 

of alternative institutional arrangements applicable to reprocessing, plutonlum 

recycle, and plutonlum management. The first of these alternatives "reprocessing 

and plutonlum management with Improved safeguards", is the subject of this paper. 

Substantial effort is presently being devoted by a number of nations to 

the development of Improved safeguards techniques and system designs for State 

safeguards systems and International safeguards. In this report, both the present 

state ->f knowledge and combinations of promising future techniques are considered 

as safeguards measures that might be applied to large, bulk processing facilities. 

This report proposes a safeguards system to achieve presently stated IAEA technical 

safeguards goals at such facilities. The effectiveness of such a system will need 

to be determined and will require intevalia that certain conditions are satisfied 

and promising safeguards techniques can be demonstrated and implemented In the 

international safeguards contexts. The report concludes that Implementation of 

the proposed system may permit achievement of IAEA goals for detection of abrupt 

diversion, but that the effectiveness for detection of protracted diversion can

not be conclusively determined on the basis of current knowledge. 

The IAEA has contributed a paper which discusses the present status of 

IAEA safeguards at various nuclear facilities including present-day reprocessing 

and mixed oxide fuel fabrication plants'*'. It is important that the reader be 

familiar with the content of Che IAEA paper since the present paper takes the 

IAEA explanation of its objectives and the description of its present procedures 

(and those planned for implementation in the near term) as the point of departure. 

For each type of facility, the IAEA paper lists "diversion possibilities, 
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concealment methods, and safeguards (counter) measures". This design approach 

is followed here but not in ** much detail. 

A general statement of IAEA objectives is: "the timely detection of diver

sion of significant quantities of nuclear material from peaceful nuclear activi

ties to the manufacture of nuclear weapons or of other nuclear explosive devices 

or for purposes unknown, and deterrence of such diversion by the risk of early 

detection''^". The methods employed by the Agency are material accountancy, 

containment, and surveillance. The currently practiced procedure used by operators 

and verified by IAEA Inspectors has been to shut down nuclear facilities, at specified 

intervals, and to clean out process equipment In order to take an Inventory of all 

materials on-hand. The material unaccounted for, or MOF, is then determined by 

comparing Che material on-hand to that recorded in Che book-accounts. Due to in

herent measurement imprecision, there will be some uncertainty in Che determina

tion of MDF. At larger facilities, such as Chose under consideration here, 

large amounts of nuclear material would be processed in a period of months. 

With present measurement capability, the imprecision in Che MUF determined at 

such intervals of time would substantially exceed the "significant quantity" 

goal. Also, a diversion could Cake place soon after an inventory had been 

performed and not be detected by a MUF evaluation alone until the following in

ventory, months later, in which case the goal of timeliness would not have 

been attained. The IAEA has recognized this problem and che need for improved 

safeguards technology and practice, including containment and surveillance and 

possibly continuous inspection Co supplement material accountancy. 

The question addressed here is to what degree Che Agency may become able 

co achieve its stated goals at the large facilities of che future, and how 

this might be accomplished. To answer this question, ic is necessary (1) Co 
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describe typical base case reprocessing, conversion, and fabrication facilities 

including the quantities of material, in flow and in storage, which would be 

subject to safeguards, (2) to identify possible vulnerabilities in such facili

ties, (3) to consider the current safeguard approaches pertaining to such facili

ties, (4) to develop and demonstrate conceptual safeguards implementation plans 

to aeet IAEA goals for the future large Installations, and (5) establish the 

institutional framework required for the IAEA to utilize these safeguards 

approaches and to achieve valid, independent conclusions. The potential Impact 

of two alternative operational modes (co-processing, and spiking the fuel with 

radioactive isotopes) on the proposed IAEA safeguards systems is also discussed. 

The conceptual safeguards improvements described below are consistent with the 

basic concepts and procedures described in reference 1. However, they require 

on-line or at-line measurement of materials in the process lines, the full 

coordination of material accounting, process monitoring, containment and 

surveillance measures, planning for safeguards during the design phase, and 

inspector access during the operating phase. All of these requirements go 

beyond what has been the practice to date. 

The present paper suggests that current IAEA practices be supplemented in 

future large plants by implementation of the following: 

(1) Essentially continuous inventory capabilities and process 

monitoring must be used in mutual support with surveillance and 

containment to supplement the verification of flows and 

traditional material balances. 

(2) Certain types of information normally associated with process con

trol should be upgraded and made available to the inspectorate 

for inventory monitoring on a continuous basis. 
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(3) Improvements in analytical methodology and facilities are neces

sary, possibly i-cluding the establishment of on-site or regional 

laboratories, so that sample assays are available to the 

inspectorate on a timely basis. 

(4) IAEA safeguards goals should be an important consideration 

during plant design and construction. This would include the 

adoption of safeguards as a design criterion and IAEA verifica

tion of the design during construction of such facilities. 

Furthermoret a systematic determination will be required to establish the 

degree to which the above approach is likely, in practice, to meet the stated 

Agency goals for large plants. This determination should include (1) an 

evaluation of the potential of the above elements both individually and 

collectively based on IAEA experience, (2) an evaluation of the extent to which 

current IAEA and operator practices would have to be modified to permit 

implementation and verification of the safeguards system, and (3) depending on 

the results of this assessment, a demonstration should be considered in an 

existing facility under operational conditions. 

Very brief summaries of the WG-4 base-case facility papers are given in 

the next section. Section 1.3 summarizes the IAEA paper, "The Present Scatus of 

IAEA Safeguards of Nuclear Fuel Cycle Facilcies""). Section 1.4 summarizes che 

key features of the proposed improved safeguards. The following chapters focus 

on possible safeguards improvements for che large, future reprocessing, conver

sion, and mixed-oxide fuel fabrication facilities. 
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1.2 SUMMARY OF BASE CASE FACILITIES 

1.2.1 Reprocessing-Conversion Facilities 

Base-case reprocessing facilities are described in two papers, 

submitted to Working Group 4>2'^'. Although there are minor differences, both 

are designed to process spent fuel containing about 1500 metric tonnes per year 

of uranium plus plutonium. The plants would have a receiving and storage area 

for spent fuel; the chemical separations would employ the PUREX process; the 

recovered uranium and plutonium would be converted to oxides in the same facil

ity; and the radioactive wastes would be stored for several years before 

solidification for permanent disposal. Both of these papers briefly discuss 

safeguards requirements and recognize the need to consider safeguards in the ini

tial plant design. 

A paper has been submitted by the U.S. participant which describes 

alternative processes for the base-case facility^. The processes would be the 

same up to the U-Pu partition stage. One alternative, co-processing, features 

partial separation thereby producing a mixed UO2-PUO2 product and a pure UFg 

product. Another alternative would produce a UO2-PUO2 blend with substantial 

amounts of radioactivity (added Cobalt-60). 

1.2.2 Fuel Fabrication Facilities 

The base-case fuel fabrication facility receives Pu02 and UO2 

oxides separately. These powders are blended to achieve the desired ratio of 

fissile plutonium to uranium. Pellets are formed, sintered, inspected, inserted 

into the tubular cladding, and hermetically sealed. Additional rods are to be 

fabricated wtih UO2 pellets of appropriate enrichment. Rods containing mixed-

oxide pellets and UO2 pellets are to be assembled, according to the 
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specification of the purchaser, into fuel assemblies. The facility includes ca

pability for the recycle of clean scrap and for the dissolution and recovery of 

contaminated scrap'5 . 

The capacity of the base-case fabrication facility is 200 tonnes of 

mixed uranium-plutonium oxide fuel per year, having about 4.52 plutonium oxide. 

Two papers were submitted by the U.S. participant which describe al

ternative fabrication facilities(6>. The alternative which receives mixed-oxide 

from the reprocessing plant, is identical to the base-case except that the feed 

materials would be nixed D/Pu-oxide and UO2. The facilities, intended to 

fabricate fuel from mixed oxide containing a high level of radioactivity, would 

not only employ remotely controlled fabrication equipment but would also be de

signed for remote maintenance. 

1.3 IAEA SAFEGUARDS 

The objectives, authority, and current practice of the IAEA are explained 

in "the Present Status of IAEA Safeguards on Nuclear Fuel Facilities", which the 

Agency recently prepared for the IUFCE^". In summary, IAEA authority derives 

from its Statute. Two documents, approved by the Board of Governors (IHFCIRC/66 

and INFCIRC/153) stipulate terms for agreements between the Agency and a state 

for the application of safeguards. The objective of agreements based on 

BJFCIRC/153 is "timely detection of diversion of significant quantities of nucle

ar material from peaceful nuclear activities to the manufacture of nuclear 

weapon* or of other nuclear explosive devices or for purposes unknown, and deter

rence of such diversion by the risk of early detection""). The Agency has 

adopted this same objective for safeguards under INFCIRC/66 agreements. The 

Agency has interpreted the term "significant quantity" to be similar to the 
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amount of nuclear material which might be used directly or indirectly, through 

enrichment or irradiation, to produce a nuclear explosive device, and the phrase 

"timely detection" to be related to the time that might be required to convert 

diverted nuclear materials into a form suitable for use in a nuclear explosive. 

Table 1.1 (baaed on Tables 1 and 2 of reference 1) presents the goals for 

quantity to be detected and for detection tine following a diversion. These 

will be adopted for the conceptual designs which follow. 

The basic approach of the IAEA to achieve its objectives, is a verifica

tion process based on: 

- examination of the information provided by the scats in design in

formation, accounting and operating records and reports, notifica

tion of transfers, etc. 

- the collection of information by the IAEA in verification of the in

formation provided by the state through ad hoc, routine, and 

special inspections. 

- evaluation of the information provided by the State and collected 

in inspections for the purpose of determining the completeness, ac

curacy, and validity of the information provided by the State. 

Agency verification is accomplished by means of material accountancy (including 

records audits, independent measurements and data analysis), and by containment 

and surveillance measures. 

These features are described in considerable detail in reference 1, which 

also discusses the diversion strategies which the IAEA concepts and procedures 

are designed to detect and thereby detet. 
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Table 1.1 

IAEA SAFEGUARDS DESIGN GOALS 

Material Form Significant Quantity 

Approximate Range 
of Times Required 
to Convert Material 
to Form Suitable 

for Weapons 

Plutonium & Highly 
Enriched Uranium 
(^ 20Z U-235) as 
Oxide, Mixed-Oxide, 
or Solution 

8 kg of Contained Pu 
or 

25 kg of Contained 0-235 

Order of Weeks* 
(1-3) 

Plutonium in 
Irradiated Fuel Same as Above 

Order of Months 
(1-3) 

Natural or Low 
Enriched Uranium 
(< 20% 0-235) 

75 kg of Contained 0-235 Order of 1 Tear 

"While no single factor is completely responsible for the indicated range of 
1-3 weeks for conversion of these plutonium and uranium compounds, the pure 
compounds will tend to be at the lower end of the range and the mixtures and 
scrap at the higher end." (ref. 1, table 2). 
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Fart II of the IAEA paper discusses the Agency approaches to specific fa

cility types: reactors, bulk handling facilities, and uranium enrichment 

plants. Of special interest, in the present context, are the sections on Fuel 

Fabrication Facilities which Process Pu, HEU or 0-233 (,>p. 34-36), and on Repro

cessing Plants (pp. 37-49). The approaches described are those being 

implemented at the small and medium-sized fabrication and reprocessing facili

ties which have only recencly come under IAEA inspection. The facilities to be 

discussed in this paper are the substantially larger facilities which might be 

constructed in the future. The "improved" safeguards should take advantage of 

the experience which the Agency and its Member States will gain from operations 

related to presently existing facilities, from the R&D programs jointly 

sponsored by the Agency and Member States, and from consideration of the 

Agency's needs in the design of such large, future plants. 

A few excerpts from the IAEA paper will illustrate the general character 

of the developing safeguards procedures which, in turn, will be the basis for 

the conceptual designs which follow. 

"One safeguards approach being considered by the Agency at such plants 

(MOX fuel fabrication) is based on continuous or high frequency inspections, and 

would involve continual verification of the operator's flow control". 

"The location and quantities of all nuclear materials established through 

verification of the complete physical inventory ... serve as reference points 

for tracking the flow of materials ... between successive inventories". 

"Seals are used extensively ... to permit rapid, frequent, expeditious 

rever i fication". 

"Reprocessing plants present a unique safeguards problem insofar as, 

unlike all other plants, their input is defined only by the input analysis 
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itself since the composition of the irradiated fuel rods ... is only known from 

reactor calculations. In addition, there is a major difficulty arising from the 

fact that a reprocessing plant is complex and most of the equipment is 

inaccessible during operation." 

"The IAEA assumes the possibility of abrupt and protracted diversion 

strategies at reprocessing plants. With respect to protracted diversion, the 

Agency's safeguards are designed to detect ... a diversion of one significant 

quantity of nuclear material per year. With respect to abrupt diversion, safe

guards are designed to detect, with a high degree of probability, the sudden di

version of significant quantities of special fissionable material within a 

period of one to three weeks". 

"The Agency carries out continuous inspection at reprocessing plants". 

"Log books would be prepared in advance for keeping an up-to-date 

recording ... of the essential safeguards parameters such as input, hold-up, 

output, intermediate-storage, etc. Such recording would provide a kind of 

floating MDF analysis on which provisional safeguarding conclusions could be 

drawn". 

The section on reprocessing plants concludes with some observations re

garding safeguards on large reprocessing plants, such as the base case plants of 

Working Group 4. Based on its preliminary consideration, the Agency has con

cluded that "safeguards on large reprocessing plants could not be based mainly 

on traditional material accountancy methods .... Safeguards would instead be 

based primarily on the concept of containment, complemented by human and 

instrumental surveillance and monitoring". Appendix E supports this conclusion 

and contains estimates of the limitations of verified materials accounting for 

achieving the IAEA goals of sensitivity and timeliness. 
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1.4 PROPOSED IMPROVED SAFEGUARDS FOR LARGE FUTURE BULK PROCESSING FACILITIES 

INFCUtC/153 (Paragraph 30) states that "the conclusion of the Agency's ver

ification activities shall be a statement, in respect of each material balance 

area, of the amount of material unaccounted for over a specific period, giving 

the limits of accuracy of the amounts stated". In addition, the provisions of 

INFCIRC/153, paragraph 75, should be implemented so that the inspectors could 

maintain a complete and separate book inventory vhich would be compared to the 

operator's records frequently.4 

INFCIRC/153 (Article 79) states that the "number, intensity, duration, 

timing, and mode of inspections shall be determined on the basis that in the max

imum or limiting case the inspection regime shall be no more intensive than is 

necessary and sufficient to maintain continuity of knowledge of the flow and in

ventory of nuclear material". In order to maintain the continuity of knowledge 

* "75. It should further be provided that within the scope of paragraph 74 
above the Agency shall be enabled: 
(a) To observe that samples at key measurement points for material balance 
accounting are taken in accordance with procedures which produce representa
tive samples and to observe the treatment and analysis of the samples 
and to obtain duplicates of such samples; 
(b) To observe that the measurements of nuclear material at key measurement 
points for material balance accounting are representative, and to observe 
the calibration of the instruments and equipment involved; observe the cali
bration of the instruments and equipment involved; 
(c) To make arrangements with the State that, if necessary: 

(i) Additional measurements are made and additional samples taken for 
the Agency's use; 
(ii) The Agency's standard analytical samples are analysed; 
(iii) Appropriate absolute standards are used in calibrating 
instruments and other equipment; and 
(iv) Other calibrations are carried out; 

(d) To arrange to use its own equipment for independent measurement and sur
veillance, and if so agreed and specified in the Subsidiary Arrangements, to 
arrange to install such equipment; 
(e) To apply its seals and other identifying and tamper-indicating devices 
to containments, if so agreed and specified in the Subsidiary Arrangements; 
and 
(f) To make arrangements with the State for the shipping of samples taken 
for the Agency's use." 
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and to achieve the goals for tiaeliness and sensitivity, it is proposed 

that storage areas be continuously monitored by surveillance and the contents 

frequently verified (on a random basis). It is further proposed that continuity 

of knowledge for materials in the process areas of the large facilities should 

be achieved by a combination of containment/surveillance and by on-line or at-

line sensors to indicate the concent of the processing equipments, as directly 

as is feasible. 

Item accountability for receipts, shipments, and materials in storage can 

be made less burdensome and more effective by the use of improved, unique seals 

and readers. For the bulk processing areas, the following combination of safe

guards methods is proposed: (I) improved measurement svsterns for flow key 

measurement points (XMP's) (see Appendix 0 for a discussion), (2) application of 

containment/surveillance at the perimeter of the processing cells or equipment, 

and (3) the application of real-time accounting and control techniques to pro

vide continuing information on the materials being processed. 

These may be considered as three complementary systems, employed directly 

by Che IAEA inspectors, which can be checked against each other, and compared, 

at frequent intervals, to the records of the operator. The improved flow 

measurements and the improved process control, which the real-time monitoring 

instruments would provide, will benefit the operator »» well as the IAEA. 

At this time it is not possible to evaluate fully the future effectiveness of 

the proposed systems. Many of the technologies exist and the means co improve 

them are understood. Zt will be necessary to consider the IAEA's needs in the 

design of such facilities, and for the Agency to verify the designs. In 

addition, familiarity, operational procedures and experience with more complex 

instrumentation and systems for international safeguards will be required before 

a complete effectiveness evaluation is possible. 
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Further, it must be recognized that if the three complementary systems are 

employed directly by the IAEA, the IAEA will have a presence in the facility 

which is far more intensive than that which is provided for in current 

agreements or practice. Such a presence might require modification of safe

guards agreements and cooperation by the state beginning In the design phase 

of the facility; alternatively, implementation of these arrangements might be 

facilitated by choosing appropriate multinational Implementation of the facility 

operation. 
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2. IMPROVED SAFEGUARDS FOR FUTURE REPROCESSING & MIXED-OXIDE FUEL 
FABRICATION FACILITIES 

2.1 GENERAL CONSIDERATIONS 

The large spent fuel reprocessing and mixed-oxide (MOX) fuel fabrication 

facilities being considered by Working Group-4, would process ten tonnes of 

plutonium or more in a year. The IAEA goal is that its safeguards system 

have a very high probability for detection of a short-term diversion of 8 kg of 

plutonium within a week or so, and for detection of a protracted diversion of a 

significant quantity in a period of one year. 

There is, of course, a much greater amount of uranium associated with the 

plutonium in spent fuel and in mixed-oxide fuel for recycle. Since the 

enrichment of the uranium is one percent or less in this case, che goals 

for significant quantity and for timeliness for uranium are substantially less 

stringent than they are for plutonium at these facilities. The following discus

sion focuses on the safeguards for the plutonium. Accurate accounting for the 

uranium should, however, be maintained for two reasons. Diversion of natural or 

low enriched uranium would be in violation of the State's commitment to the 

IAEA. Perhaps the more important reason is that, wherever uranium-plutonium 

blends are processed, accounting for the uranium can serve to confirm che 

accounting for plutonium. 

In principle, it would be possible co meet the timeliness goals by 

shutting down the process and performing a physical inventory frequently, e.g., 

at two-week intervals. This is not a practical policy since the cost of produc

tion would increase very rapidly if physical inventories were to be performed 

more frequently than at, for example, 2- or 3-month intervals. The alternative 

is for the IAEA to supplement its normal procedures and techniques with 
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accouncing for nuclear material on a short-term basis, i.e. in a few days, by 

employing a combination of measurements at che key flow measurement points, 

maintaining a continuity of knowledge of the materials in storage and in the 

process equipment, and using advanced data analysis techniques and coordinated 

containment-surveillance measures. 

The improved safeguards, like Che current approaches, must make optimum 

use of Che measures available Co Che IAEA: accountancy, containment, and surveil

lance. These elements should be incegrated so that the effectiveness of that 

combination is greater Chan the sum of ies pares. The optimized combination 

will be different for different facilities and, also, for the several different 

areas within a given facility. For example, containment a»id surveillance 

measures may be more extensive as applied at a storage area, while measurements 

and accountancy may call for more resources at an active processing area. How

ever, Che combined system at either area should have features of redundancy and 

mucual supporC. 

During che normal operation of processing facilities, incidents, such as 

spills, leaks, and mechanical failures, occasionally occur. The Agency inspec

tors muse have che capability to decide whecher or not the abnormal situation is 

evidence of a diversion. Mistakes might also be made in accouncing by either 

the operators or Agency inspectors. Occasional false alarms should be expected 

even from an ideal accountancy system due Co Che statistical nature of the 

measurements and process fluctuations. The Agency's surveillance equipment may 

fail. 

The system must be designed with sufficient flexibility to deal with all 

such instances promptly and effectively. For example: If Che accountancy 

process suggests to Agency inspectors Chat a significant amount of material may 
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be missing, it should be able to query its process monitoring and surveillance 

systems to see if any suspicious activities had taken place near th* local area 

in question. Alternatively, if a motion detector should alarm or a camera fail, 

the Agency inspectors should have access to sufficient accurate information to 

verify that material has not been di/erted. It will be important that Agency 

safeguards be reliable and of high quality. This should also be useful to the 

plant operator, as assurance that his material controls are effective, and, ac 

the same time, effectively deter those who might consider diversion. 

Features of the conceptual design are explained for the reference facili

ties in following sections. The coordinated safeguards systems would require: 

- IAEA safeguards as one of the design criteria for facilities 

- continuous presence of IAEA inspectors 

- free access by the inspectorate to the storage and process areas 

- pre-operational verification of design information 

- installation of reliable, tamper-indicating, surveillance 

instruments 

- ability to independently verify measurements of all flows of nuclear 

materials at key measurement points (KMP's) 

* access to a chemical analytical laboratory for prompt, independent 

assays of samples 

- independent verification of bulk (volume or weight) calibrations and 

measurements 

- verification of complete physical inventories, including "hold-up" 

in process equipment 

- surveillance of and ability to verify all items held in storage 

areas 
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- provision of sensors to maintain continuity of knowledge on mate

rials in process vessels and equipment 

- an effective state accountancy and control system, including com

plete, accurate, and timely measurements at flows and inventories 

and their timely reporting to the IAEA 

- communications and information processing equipment to facilitate 

near real-time accounting, together with near real-time information 

on containment and surveillance (see e.g., ref.3, p.10) 

2.2 BASIC CONCEPTS 

As is described in INFCIRC/153"), "the technical conclusion of the 

Agency's verification activities shall be a statement, in respect of each mate

rial balance area, of the amount of material unaccounted for over a specific 

period, giving the limits of accuracy of the amounts stated". The IAEA requires 

that the State's system of accounting and control of nuclear material be based 

on a structure of material balance areas. Together with the State, the IAEA 

will determine the material balance areas to be used by the Agency and select 

key measurement points for the measurement of flows and for the verification of 

physical inventories. The improved safeguards features described below retain 

and build upon these established practices. 

There are two general classes of material balance areas (MBA's), storage 

areas and process areas. In developing the design of a safeguards system to 

enhance the quality of IAEA safeguards, the division of large storage and 

process areas into MBA's is an essential consideration. Each MBA 

should be separated from its neighbors by containment and surveillance, and 

feature the capability for IAEA verification of all transfers into and out of 
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each MBA at the designated key measurements points. Some key measurement points 

(e.g. those for the measurement of waste discards) will be necessary to insure 

that no significant amount of nuclear material is transferred out of the facil

ity from those points. 

Periodic shutdowns and cleanouts for physical inventories will be 

retained. Since it probably would not be possible to bring all of the nuclear 

materials out of a processing area for IAEA verification, it is anticipated that 

the processing areas themselves would contain KMP's for Inventory purposes. The 

verified physical inventory would serve as a starting point for the "running ma

terial balances" which should maintain a continuity of knowledge of the mate

rials until, after several months of operation, the next physical inventory is 

taken. The latter should confirm the safeguards of the past period. Also, 

it will be important to update calibrations and instrument tests whenever the 

process equipment has been cleaned out. 

The important additions to these basic practices are (1) the close 

integration of accounting and surveillance at each MBA, (2) the employment of 

instrumentation to maintain continuity of knowledge of the materials in the 

process equipment, and (3) the provision of the resources and access which the 

IAEA would require in order to collect, verify, analyze, and utilize the informa

tion available to. it. 

It will be useful to consider how the IAEA safeguards activities relate to 

activities at a nuclear facility which are conducted on behalf of the facility 

management, the State, and the customers of the facility. The facility manage

ment is responsible for defining and overseeing the operations, in order to meet 

its contractual obligations, to achieve efficient and economic production, and 

to fulfill its responsibilities to protect the nuclear materials and to protect 
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the public from the radioactive materials. The State will define and enforce re

quirements for material control, accountability, and physical protection. Ths 

customers will take measures to insure that they receive full credit for mate

rials supplied to the facility (e.g. spent fuel to a reprocessing plant), or 

that materials received from the facility conform to the terms of the contract 

(e.g. the specifications for mixed-oxide fuel rods and assemblies). Almost 

every feature and activity which would be of interest to the IAEA will also be 

of interest for these other agencies and activities. 

The IAEA must assure itself that its verification activities are 

independent. The State and the customers will also need to assure 

themselves as to the integrity of the information that each of them would re

quire. The principal difference between the IAEA safeguards system design fad 

that of the other interested parties, ia in the means by which the Agency will 

assure the reliability of its verification activities. On the other hand, the 

techniques, the instruments, the measurements, and the information processing 

which the Agency would use will be similar to or the same as those employed for 

the other parties, for safeguards, for operations, for quality control, for safe

ty, etc. 

For this reason, all of the parties involved have a direct interest in the 

development and application of improved techniques for material control and 

accounting and containment and surveillance. Many of the instruments and 

techniques being developed for safeguards are expected to be useful for other ne

cessary activities at the nuclear facilities, such as process control and 

criticality safety. The principal aspects expected to incur additional costs 

for IAEA safeguards are the presence of IAEA inspectors, the special requests to 

the operators by the inspectors, and such special features as the Agency might 
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require Co assure Che independence, accuracy, and integrity of its safeguards ac

tivities. Integration of safeguards features into Che design and construction 

of auclear facilities will often minimize costs and inspection interference with 

normal plant operations. 
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3. REPROCESSING-CONVERSION PLANT 

3.1 FLOWS AND INVENTORIES 

The base case facilities are designed to process spent fuel containing 

about 5 metric tonnes (MI) of heavy metal (HM) (99Z U, 12 Pu) per day. The 

spent fuel storage capacity is listed as 500 to 2,000 MTHM. The plutonium 

product rate is given as about 50 kg/d. It is assumed that there would be 

provision for accurate measurement of the uranium-nitrate and plutonium-nitrate 

solutions upon transfer to the two conversion processes, possibly with buffer 

storage at these points. The facility would need to have storage for several 

months' production of the oxide products. 

In order to discuss accountability, it was necessary to make use of the 

data for a proposed U.S. facility of comparable size, and of papers which have 

analyzed such a facility for material accounting purposes,(8,9,10)# 

Figure 3.1 shows the flow of materials through the baae-case reprocessing 

plant, (based upon Furex technology) co-located with a plutonium conversion fa

cility (based upon oxalate precipitation). The Figure shows Material Balance 

Areas (MBA's) with a terse description of the operations within each. The 

circled numbers indicate those flow Key Measurement Points (KMP's) associated 

with transfers and correspond to those listed in Table 3.1. For each KMP, the 

Table show^what la measured and the expected flow of plutonium through the point 

for the 5 MTU/day base case and for a typical l MTU/day plant. Also shown are 

the approximate dally rate of FWR and BWR fuel assemblies processed. 

Table 3.2 lists six methods for conversion (peroxide precipitation, Pu(IV) 

oxalate precipitation, Pu (III) oxalate precipitation, direct denitration, 

21 



LO 

Recycle 
Acid © 

i 
Fuel Storage 

Chopping- Dissolution 

aj 

® 

MBA I 
(——cfcHull Storage 

Acid I Decontamination 
Recovery, - £ ^ £ - 1 

Etc. | 

| Pu Puri^~ l~U Puri~ " 
I f i ca t ion i f i ca t ion 

Waste 
Storage MBA III 

si 
Pu-nitrate 
Storage 

Waste •* 
Storage 

MBA IV 

® 
MBA V 

EE 

M 

MBA II 

(ft 

U-nitiate 
Storage 

Conversion 
to PuO-

XL 

.€> 

MBA VT 

Return to 
Process 

Pu02 

! Storage 

Conversion 
Co U0-

MBA VII 

<Q iWaste 

KMP and Process 
Samples 

Analytical 

Laboratory 
MBA IX 

UO 
Storage 

Pu 
Product 

j© ~p 

Storage 

MBA VIII 
Waste Storage 

0 
Product (N)- KMP 

Figure 3.1 

Flows, KMP's, and MBA's for Reprocessing and Conversion 

(See Table 3.1) 



Table 3 .1 : Plov Key Measurement Points between MBA's and Typical Flow for 
Fuel Reprocessing & Conversion (See Flsure 3.1") 

CfP No. 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

Description 

Shippers 
Calculations 

Input Account-* 
ability Vessel 

Pu Product 
Sample Tank 

Pu Nitrate 
Outload Tank(s) 

Pu0 2 Product 
to Storage 

Pu-Product 
Shipping 

0 Product 
Sample Tank 

0 Nitrate 
Outload Tank(s) 

003 Product to 
Storage 

0 Product 
Shipping 

Acid Recycle 

Bulls Assay 
Instrument 

Samples for 
Analysis 

Flow Rate 
5 MTO/D 

SO 
(11 PWR or 
25 BWR 
Assemblies/ 
Day) 

50 

50 

50 

50 

50 

x 0 

* 0 

s 0 

s o 

Trace 

s 0.04 

s 0.3 

(kg Pu/Day) 
1 MTU/D 

10 
(2 PWR or 
5 BWR 
Assemblies/ 
Day) 

10 

w 

10 

10 

10 

j* 0 

J* 0 

s o 

vT 0 

Trace 

* 0.008 

J* .05 
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Table 3.1; Key Measurement Points and Typical Flows for Fuel Reprocessing 
& Conversion (aee Figure 3.1) (Cont'd) 

Flow Rate (leg Pa/Day) 
KMP No. 

14 

15 

16 

17 

18 

Description 

Lab Samples 
Return to Process 

Lab. Sample 
Waste Tank 

High Level 
Waste Concentrate 

General Purpose 
Waste Concentrate 

Pu Conversion 
Waste 

U Conversion 
Waste 

5 MTU/D 

J* 0.3 

«r 0.03 

• 0.5 

Trace 

* 0.03 

J* o 

1 MTU/D 

J* .05 

J* 0.005 

J* 0.1 

Trace 

J* 0.005 

• 0 
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TABLE 3.2 

Pu Conversion Processes 
(Nitrate Solution to Oxide) 

Type 

Peroxide 
Precipitation 

Advantages 

lib reductant needed, 
very high O.F.; H2O2 
only reagent 

Disadvantages 

Potential explosions; 
long digestion times; 
low density product; 
moderate losses (need 
recycling); not useable 
for co-processing or 
pre-spiked material 

Pu(IV) oxalate High stability solids 
& solutions, high D.P.; 
good in batch and 
continuous processes. 

Careful control of 
of process req'd; 
numerous reagents; 
high losses (needs 
recycling); not useful 
for coprocessed or 
pre-spiked material 

Pu(lll) oxalate Sapid settling, easily 
filtered, non-critical 
conditions, low losses 
good impurity separation. 

Not as much experience 
as with Pu(IV); not use
ful for co-processed or 
pre-spiked material 

Direct Denitration No added reagents; 
simple equipment; 
useful for co-processed 
or pre-spiked material. 

Non-proven methodology; 
mechanical problems; no 
decontamination (an advantage 
for pre-spiked material) 

Sol-Gel Process Adaptable to coprocessing; 
high density beads pro
duced directly (remote 
handling possible) 

Complex process; elaborate 
equipment; needs testing; 
requires good control; 
no decontamination (an 
advantage for pre-spiked 
material) 

Coprecal Process Cannot be used if Pu02 
> s 40Z (requires 0" 
dilution); good only for 
coprocessing 

No large scale proof of 
feasibility yet; no 
decontamination (an 
advantage for pre-spiked 
material) 
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coprecipitation (coprecal), and the sol-gel process). The oxalate precipitation 

processes are currently in general use. One of the last three processes would 

be required for the co-processing alternatives. Figure 3.1 includes the oxalate 

precipitation system (either III or IV valence state). 

Of particular interest, is the liait-of-error of the material balances. 

To illustrate what this alight be, for the facilities under consideration, data 

have been taken from a study by McSveeney, et a l ^ ) . Table 3.3* shows the ap

proximate amounts of plutonium contained in the process vessels of the separa

tions MBA of the reprocessing plant and the measurement accuracies estimated to 

be currently achievable. The rather large errors listed for the contents of 

many of the process vessels were estimated from plane design considerations. For 

the proposed future safeguards case, the IAEA should be provided with 

independently verifiable sensors for these vessels to the extent feasible. 

From this set of data based on the flows prescribed by the authors, the 

liait-of-error in MDF (LEMOF) as a function of time is shown in Table 3.4. This 

shows that neither the quantitative nor the timeliness goals could be 

achieved by performing inventories after 1 month of operation. As an alterna

tive for detecting abrupt diversion, they presented data for what they call a 

"running inventory" following a cleanout and physical inventory. This running 

inventory was based on accurate measurement of all of the flows into and out of 

the MBA, together with the less accurate and less reliable data shown in Table 

3.3 for the content of the process vessels. What is notable is that the L2MUF 

of the running inventory, computed by these authors, is not substantially larger 

* Values in these and other tables from reference 8 were corrected for obvious 
typographical errors and rounded where appropriate. 
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Table 3.3: Bimning Inventory(*) Measurement Uncertainties for the Separations 
Facility of a 1500 MX/Year LWR Reprocessing Plant (After Reference 8) 

Process 
Component C< 

Fuel Dissolution 
Accountability tank 

Centrifuge 
HA Feed Tank 
Flush Accum. Tank 

U-Pu Co-decontamin
ation Cycle 
RA Column 
RS Column 
IB 
IBX Column 

No. i£ 

imponents 

1 

1 
1 
1 

1 
1 
1 
1 

Plutonium 
Component 
Inventory 

kg 

Estimated Measurement Accuracy 
Relative 

Volume 

23.1 Random 0.3 
Syste
matic 0.18 

1.5 
21.5 
6 

1 
1.2 
0.5 
0 

(b) 
1 
1 

(b) 
(b) 
(b) 
(b) 

Z Standard Deviation 
Sampling 

0.3 

0.1 

10 
3 
3 

10 
10 
10 
10 

Analytical 

1.0 

0.20 

(b) 
0.17 
0.17 

(b) 
(b) 
(b) 
(b) 

Secondary Recovery 3 

Plutonium Purification. 
1 BP Feed Tank 1 
2A Column 1 
3A Column 1 
3B Column 1 
2 PS Column 1 
2 P Column 1 
Plutonium Catch Tank 1 
Plutonium Rework Tank 1 

Plutonium Collection & 
Storage 
Pu Sample Tank 1 
Pu Temp. Storage Tanks 3 

Pu Measurement Tonka I 

«0.1 

1.7 
0.5 
1.3 
1.3 
20 
11.0 
7 
0U) 

21 
42 

1 
(b) 
(b) 
(b) 
(b) 
(b) 
1 
(b) 

0.32 
Random 0.3 
Syste
matic 0.1 

11 0.32 

5 
10 
10 
10 
10 
10 
5 
25 

0. 
0. 

0. 
0. 

14 
10 

10 
,14 

0.17 

0.17 
(b) 
(b) 
(b) 
(b) 
(b) 
0.17 
(b) 

0.22 
0.20 

0.10 
0.22 

(a) Reference 8 defines a Running Inventory as that taken without plant shut
down, i.e., estimates and measurements while plant is operating. 

(b) When one error term is presented, that value indicates the total 
measurement error used. 

(c) Rasehig Ring Filled Tank (Capacity 200 kg of Pu) assumed not used during 
accounting period. 
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Table 3.4: LEMDF Sensitivity to Inventory Frequency for the Separations 
Part of a 5 Ml/Day Reprocessing Plant (After Ref. 8) 

#1 #2 #3 #4 

Accounting 
Period 

1 Week 

2 Weeks 

1 Month 

2 Months 

3 Months 

6 Months 

12 Months 

Feed 
(kg of Pu) 

300 

600 

12S0 

2500 

3750 

7500 

15000 

Cleanout 
Inventory 
(kg of Pu) 

5 

5 

5 

5 

5 

5 

5 

LEMOF 
(kg of Pu) 

4.1 

5.9 

10 

19 

28 

54 

108 

LEMOF z 100 
Feed 

1.3 

1.0 

0.80 

0.76 

0.75 

0.72 

0.72 

Running 
Inventory(*) 
(kg of Pu) 

1 Week 

2 Weeks 

1 Month 

2 Months 

300 

600 

1250 

2500 

172 

172 

172 

172 

6 

7 

11 

19 

2.0 

1.2 

0.88 

0.76 

(a) Running inventory includes only the plutonium present in liquid fora. It 
does not include material firmly held on surfaces or soluble forms of 
plutonium adhering to surfaces above the normal liquid level of equipment. 
Such material can amount to 10-20 kg. A part of the in-process inventory, 
s 45Z, is difficult to quantify since it resides in columns or tanks that 
yield large measurement uncertainties while the rest is ordinarily well 
measured such u accountability tanks, sample tanks, etc. A further 
breakdown of inventory by in-plant location is included in Table 3.3. 
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than that obtained by a physical inventory, for a given period. Their calcula

tions do not address all in-process material categories encountered in the opera

tion of an actual facility. 

fable 3.S, from the same reference, shows the uncertainties as a function 

of inventory level and frequency for a 50 kg/day plutonium conversion facility. 

The "cleanout inventory" would require 4 days to thoroughly rinse the chemical 

equipment and to clean the sintering furnace. In the "draindown inventory" 

case, requiring 1 day, only the chemical processing equipment would be rinsed. 

3.2 IMPROVED SAFEGUARDS FOR THE REPROCESSESG-CONVERSION PLANT 

The safeguards concept involves facility design considerations and a combi

nation of accounting and containment-surveillance measures appropriate for the 

characteristics of each material balance area (MBA.). The more important MBA's, 

shown in Figure 3.1, are: (1) the receiving-storage area, (2) the chemical sepa

rations process MBA, (3) the uranium and plutonium nitrate storage area, and (4) 

the plutonium conversion process MBA. In the following, only the MBA's contain

ing significant amounts of plutonium will be discussed. 

Spent fuel would be received at MBA-I, stored in one or several pools, 

transferred to the mechanical cell, chopped, and dissolved. The dissolver 

solution would be transferred Co the input accountability tank (or vessel). 

IAEA inspectors should remove and check seals on the heavy shipping casks, 

observe removal of the fuel elements from the casks, and observe and record the 

identity of each fuel assembly. Because of the high radioactivity of the spent 

fuel, the containment features of this MBA should be substantial and readily 

verified. The design should facilitate identification of the assemblies 
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Table 3.5: LEND? Sensitivity Co Inventory Level and Inventory Frequency for a 
Plutonium Nitrate-Co-Oxide Conversion Facility (From Ref. 8) 

CLEANCUT INVENTORY 

Accounting 
Period 

1 Week 

2 Weeks 

1 Month 

2 Months 

1 Week 

2 Weeks 

1 Month 

2 Months 

Feed 

300 

600 

1225 

2500 

300 

600 

1225 

2500 

Inventory 
kilogxsas 

1.5 

1.5 

1.5 

1.5 

DKAIKDOWN INVENTORY 

4.0 

4.0 

4.0 

4.0 

LEKUF 

1.8 

2.7 

4.9 

9.6 

3.1 

3.7 

5.5 

10.O 

LEM0F 
X of Feed 

0.60 

0.46 

0.40 

0.38 

1.0 

0.62 

0.45 

0.40 
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received, verification of assemblies stored in the pool(s), and positive identi

fication of each assembly transferred to the mechanical cell for disassembly. 

Several shipments would be received and 10 to 30 assemblies would be removed for 

dissolution each day. Two or more assemblies would need to be diverted to ob

tain 8 kg of plutonium. The timeliness goal for spent fuel is 1 to 3 months. 

Monitoring instruments are being developed and tested to supplement the activi

ties of inspectors in this MBA. The conceptual plan calls for verification of 

the containment; for convenient means to identify receipts, withdrawals, and 

items in storage; for surveillance instruments to monitor all portals and 

passages; and for terminals and a data link so that inspectors in this MBA can 

communicate effectively with the central IAEA control office. 

Some process streams are associated with MBA-I, e.g. the fresh and recycle 

acid feed to the dissolvers and the hardware and pieces of cladding sent out for 

disposal. Also, there may b« bypass lines which might be employed to divert the 

nitrate solution around the accountability vessel. All such paths must be iden

tified prior to operation and provided with suitable monitors, or measurement 

equipment. 

The second MBA, the chemical separations process MBA, is the most compli

cated one in the back-end of the fuel cycle. Because of the intense radioactiv

ity of the solutions, the process equipment must be designed for remote opera

tion and remote maintenance. It will be located behind massive shielding and 

generally inaccessible to the inspectora. The configuration and layout of 

piping is frequently governed by economic and process considerations; it is 

important that additional consideration be given during the design stage to 

simplifying and modifying the piping array to facilitate design verification and 

inspection to the extent possible. It is also most important that Agency inspec-
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tors verify these features during the construction and the check-out phases. In

spectors should witness the testing of the interconnections, which must be per

formed to insure that pipes have been properly connected. With this information 

the Agency should be able to assess the containment and to determine where and 

how to supply its surveillance techniques. For example, sensors could be 

applied to all pipes which should not contain nuclear materials or which would 

be used only rarely. Monitors could be applied to sample lines to detect 

excessive flows. Ports supplied for equipment repair or replacement could be 

sealed. Measurement stations should be installed on lines which leave the MBA, 

such as recycled acid to the dissolver in MBA-1, or any high or low level waste 

discard lines. It probably would be necessary to provide surveillance for the 

sumps and the air-circulation passages and filters. 

The proposed system for this MBA would include the containment/ 

surveillance measures just discussed and the accountability procedures, based on 

physical inventories, flow measurements, and the real-time accountability 

technique, to provide information on the amount of material which is in the 

process vessels. The top part of Table 3.4 gives an estimate of an uncertainty 

of 28 kg of plutonium, for traditional accountability with a clean-out and phys

ical inventory at 3 months, assuming the best measurements currently achieved. 

It may be possible to improve the measurements by a factor of 2 or so, which 

still would not meet the IAEA goal for detection of a protracted diversion on an 

annual basis. On the other hand, the running "inventory estimates" at the bottom 

of Figure 3.4, suggest that the running inventory, over a period of a week or two, 

might detect a short-term diversion of 8 kg. 

The third component proposed for the large, future plants is the real-time 

or dynamic material control technique, which has been developed in the U.S. for 
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domestic safeguards use. Many features of this systea should be attractive to 

the designers of these facilities, since they should contribute significantly to 

efficient operation of the processes. In any case, the process design would 

include sensors and sample lines to monitor the content and operational parame-

ters of the process vessels. What is proposed is to improve on and to add to 

these sensors, so that, between physical inventories, the operator and the IAEA 

inspectors will both have essentially continuous data on the in-process invento

ry. Appendix A and reference 9 describe some of the relevant instruments. The 

design of this systea for a reprocessing facility has not been coapleted. Also 

of importance is the fact that the problems associated with insuring independent 

verification for the IAEA have not been clearly defined or resolved. While it 

does appear that on the b*mi* of present knowledge and experience this approach 

is technically feasible, verification schemes which have been proposed tend to 

rely on direct IAEA operation, or its equivalent, of the safeguards 

instrumentation. In general, these schemes appear to require that the IAEA-

operator interaction depart significantly from current practice. 

With the measures briefly listed above, the concept for material control 

and accounting for this MBA would involve three simultaneous activities between 

physical inventories. First, the containment-surveillance activity would 

monitor the peripheral, and possibly internal, lines for undeclared transfers. 

Second, Agency inspectors would witness every measurement at the flow KMP's, 

take samples for assay, and maintain an independent material balance based on 

these measurements. The third activity would consist of monitoring the amount 

of plutonium and uranium in the process equipment by means of the remote 

sensors. The information from the three systems would be compared at frequent 

intervals. 
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In order to perform the analyses and to analyze the data from the three ac

tivities on a timely basis, the IAEA inspectors must have timely assay results, 

possibly from an on-site or regional laboratory, as well as data storage and 

computing equipment in the reprocessing facility. A number of methods and 

techniques are being investigated for improvement of the bulk and analytical 

measurements, for on-line or at-line instrumentation, and for automation of com

ponents and sub-systems. (See Appendix B, Safeguards Techniques: Status and 

Heeds.) 

The accountability data which this system should produce should be more ac

curate than that given in Table 3.4, and of a somewhat different nature. Right 

after a physical inventory, the IAEA would watch die system fill up and look for 

any anomalies. Both the flow accounting and process monitoring activities 

should detect an abrupt diversion of 8 kg of plutonium, assuming no undetected 

feed inputs. To complement the running inventory scheme, the surveillance sys

tem must be designed to detect unreported flows of nuclear material with respect 

to either short-term or long term diversion. Unless a long term diversion were 

carefully planned (e.g. many small, repeated thefts) or unless it involved 

undetected inputs, a discrepancy should be indicated by either, or both of, the 

I 
running inventory or traditional physical inventory schemes. In instances where 

the isotopic composition of the pluconiun changes sufficiently from one 

dissolver batch to another, attention to the isotopic composition of the 

plutonium and the plutonium to uranium ratio can indicate significant departure 

from the declared operation. Although it does not appear possible to detect a 

diverion of 8 kg of plutonium in one year by means of a MUF evaluation it the 

time of physical inventories, this three-fold concept is expected to 

substantially inprove the probability of detection of diversion by any strategy compared 
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to that due to the detection capability of any one of the concept components alone. 

The other major MBA's are the product nitrate and oxide storage areas and 

the facilities for conversion of nitrates to oxides. Plutonium nitrate storage 

tanks present special problems since there will be associated piping, and the 

solution evaporates and must be replenished. Containment-surveillance features 

should be emphasized and provision made for accountability measurements. 

Plutonium oxide would be stored in shielded containers. Extensive use would be 

made of seals and items could be verified by HDA. Since many hundreds of items 

might be in storage, an efficient method for verifying inventories should be de

veloped. 

Table 3.5 (from reference 8) shows the sensitivity for material accounting 

as a function of time for two types of physical inventory. One is for a 

"cleanout inventory" in which the entire process is cleaned out, including the 

caleiner. This would require a shutdown of about four days. The second case is 

for a "draindown inventory" involving a nitric acid flush of all of Che equip

ment except the calciner. This could require shutdown for one day or less. If 

the "draindown inventory" process were to be performed at two-week intervals, 

the IAEA goals for sensitivity and timeliness probably could be achieved 

for this MBA. 

* LEM07 as given in this paper refers to twice the standard deviation of the com
bined bulk-chemical analyses used to determine the MUF. It is assumed chat 
the IAEA would be able to achieve the postulated, improved measurement 
accuracies. The Agency must exercise some choice as to the sensitivity for 
detection, the probability that an indicated loss or diversion really is a 
loss, and the probability that a loss will be indicated by mistake (false 
alarm). Actual data are never ideal. Consequently, the detection level for 
the Agency may be set somewhat higher than the indicated LEMDT values perhaps 
at 1.5 LEMUF), and false alarms are likely to occur more frequently than 
theory would predict. The redundant system should materially facilitate the 
resolution of false alarms. 
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An alternative conceptual design for the application of a near real-time 

accounting system has been developed'*®) for such a facility as a domestic mate

rial control and accounting system. Future efforts will be directed toward de

termining the applicability of the concept to IAEA safeguards. Unless the feed 

material were to be spiked with radioactivity, the apparatus in this MBA would 

be accessible for surveillance and inspection, and the on-line instruments could 

be checked frequently. The conclusions regarding the combination of running 

flow material balancing, the direct measurement of the materials in the process 

equipment, and containment and surveillance measures for detecting diversion or 

departure from declared operations are siailar to the conclusions for the repro

cessing facility with some reduction in LEMCF values. 
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4. MIXED-OXIDE FUEL FABRICATION PLANT 

4.1 FLOWS AND INVENTORIES 

The Base-case, mixed-oxide (MOX) Fuel Fabrication Facility has a nominal 

production capacity of 200 metric tonnes of heavy aetal per year (MTBM/y), with 

a nominal plutonium content of 4.5Z. The plant would also produce UO2 pellets 

and assemble MOX and OD2 rods into fuel elements to meet customer's require

ments. The base-case facility would employ several production lines, operating 

in parallel, to produce MOX rods and DO2 rods with differing fissile content. 

The facility would have an MBA for recovery of contaminated scrap, unless it 

were to be located adjacent to a reprocessing plant having special provisions 

for receiving scrap into an existing MBA. 

A plant with a similar capacity but a somewhat different design has been 

chosen for analysis since quantitative descriptions of the process are available 

and since the materials accounting aspects of this facility have been analyzed 

in several recent U.S. studies* 8'^^). The differences are: 

INFCE Base Case U.S. Prototype 

1. Average Pu-content 4.5Z 4.0Z 

2. Contaminated/Scrap recovery yes no 

3. Fabrication lines 6 to 7 1 (5 sintering 

furnaces) 

4. Assembles elements yes no 

Item 1 makes little difference for this analysis. 

The presence of a scrap recovery system (item 2) would constitute an 

additional, small, wet-process MBA to be safeguarded. On the other hand, the 

timely recovery of scrap might improve the accuracy of accounting for this 

significant side-stream. 
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It night be possible to apply separate safeguards to each fabrication line 

in the base-case facility with some increase in sensitivity. 

In the case of the U.S. prototype, MOX fuel rods would be shipped to a 

low-enriched fuel fabrication facility for incorporation into assemblies, requir

ing establishment of an item control and containment-surveillance project at a 

separate facility. 

Since the details of an IAEA, safeguards implementation plan would need to 

be adapted to the particular characteristics of any new, large MOX facility, 

these differences should not materially affect the following discussion. 

An important feature of these future facilities is that almost all of the 

operations, from opening of the incoming P11O2 containers to the sealing of the 

MOX fuel rods, will be performed remotely due to the toxicity and the radioactiv

ity of high-burnup plutonium. Although maintenance will be performed directly, 

after most of the fuel has been removed, it may be possible for Agency inspec

tors to seal access ports during operations, thus achieving a high degree of 

containment, augmented by surveillance. 

The U.S. prototype discussed below is based on the Westinghouse-Anderson 

plant proposed a few years ago. The annual throughput of the plant is 200 HT of 

nixed oxide with an average Pu content of 42. The actual maximum capacity of 

the plant is 300 MT M02 per year, to allow for processing delays, breakdowns, 

maintenance, etc. Receipts are pure Pu02 and UO2 powders and the product is PWR 

fuel rods to be assembled into fuel elements elsewhere. The annual production 

rate is 100,000 rods per year. Other shipments include dirty mixed-oxide scrap 

and waste, each containing about 0.5Z of the plutonium throughput. 

After sampling and analysis of incoming materials, these are transferred 

pneumatically from the shipping containers to Pu02 storage silos, and a 002 
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transfer hopper, respectively. Recycle MO2 (from the clean scrap recovery 

system) is blended together with appropriate amounts of fresh Pu(>2 and UO2 in * 

pneumatic blender. The blended MO2 is temporarily stored and later compacted, 

granulated, and pressed into "green" pellets. These pellets are loaded into 

boats, inspected, and sintered in furnaces. (The conveyor used for loading also 

provides buffer storage for the green pellets. Rejected green pellets are sent 

to clean-scrap recovery where they m recycled to the MOX blender.) The 

sintered pellets from the furnaces proceed to pellet grinding. (This process 

produces clean scrap in various forms which is sent to clean-scrap recovery.) 

Acceptable ground pellets are placed in trays for buffer storage. Pellets are 

loaded into the rods and, after addition of hardware and end-welding, rods are 

inspected. Pellets from rejected rods are sent either to clean-scrap recovery 

or back into the main process stream. Accepted rods are placed in channels for 

transfer to storage compartments to await shipment. 

Analytical samples are taken at a large number of points in the process 

and sent to the analytical services facility. 

Liquid and solid wastes and dirty scrap are processed to a suitable form 

for disposal or storage and eventual shipment for recovery off-site. None of 

this material is recycled within the facility. The total amount of dirty scrap 

and waste produced per year is expected to contain about 40 kg of PUO2 each. 

Figure 4.1 shows one possible arrangement of MBA's. This example does not 

include accounting for low-enriched uranium. Other arrangements of MBA's are 

possible and likely. 

Table 4.1 gives daily flows of Pu and MOX through the KMP's of Figure 4.1. 

Table 4.2 gives storage capacities in various stages of such a plant. These rep-
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Table 4.1 

KEY MEASUREMEirr POINTS AND FLOWS FOR FUEL FABRICATION 

KMP 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15. 

Description kg Pu/Day 

Received Container 

Pu02 Powder 

Fuel Rods 

Fuel Rods 

Process Analytical 
Samples 

Dirty Scrap 

Waste 

Pu02 Analytical 
Samples 

MOX Samples Return 

Dirty Scrap Analytical 
Samples 

Dirty Scrap to Waste 

Waste Samples Analytical 
Services 

Waste Analytical 

Waste & Scrap Shipping 

OO2 Powder 

21 

21 

21 

21 

0.008 

0.1 

0.15 

0.042 

0.026 

<0.0l 

0.1 

0.02 

<0.01 

0.26 

— 

kg MOX/Day 

24 (Pu02 

24 (Pu02 

600 

600 

0.2 

3 

4 

0.05 

7 

<0.3 

3 

0.6 

<0.3 

7 

583 (UO2 < 

only) 

only) 

only) 

Item Accountability 
Only 

Item Accountability 
Only 

-

Item Accountability 
Only 
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Table 4.2: Storage Capacities at Various Stages of Process in MO2 Fabrication 
Plant. 

Location 

P0O2 Receipts Storage 

PuOj Process Storage 

M>2 Powder Storage 

Green Pellet Storage 

Sintered Pellet Storage 

Pellet Inspection & 
Storage 

Fuel Rod Storage 

Number & Type 
of Containers 

10O Shipping 
Containers 

3 Silos 

9 Silos 

58 Boats 

135 Boats 

888 Boats 

300-500 Channels 

P11O2 or i©2 P*r 

Container (kg) 

32* 

170* 

225** 

9** 

9** 

9** 

100** 

Total Pu 
(Max.) (kg) 

2820 

450 

70 

20 

40 

280 

1760 

TOTAL 5440 

Pu02 

MO2 
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resent upper limits to the amounts of sensitive materials. In routine operation 

the total in-process inventory is likely to be approximately one or two tonnes 

of plutonium. 

One study based on the design of the Anderson plant is described in Refer

ence 8. "State-of-the-Art" measurement capabilities were projected to be gener

ally better than typical current practice. Analyses were performed of the 

LEMDF's for the entire plant as a function of inventory frequency and size of 

in-process inventory. Separate variances for each of the process streams 

contributing to the LEMDF were reported. For a two month inventory, the abso

lute LEMDF is much smaller than the IAEA significant quantity. For 12 months, 

it would appear that a LEMDF of 11 kg is about as well as can be done with the 

assumed state-of-the-art measurement uncertainties and bi-monthly material bal

ance periods. 

It was found that even a large in-process inventory did not significantly 

degrade LEMOF performance, provided it was veil measured. The dependence of the 

limit of error of the cumulative MDF on the number of accounting periods, each 

2 months long, is shown in Table 4.3. 

The study emphasizes the importance of frequent recalibration of measuring 

instruments as a means of reducing systematic error (by effectively randomizing 

a component of it). This is illustrated by Che decline in the relative 

cumulative LEMUF as a function of time (Table 4.3). 

The report also stresses the safeguards advantage of making frequent 

measurements of the contents and flow through the PuC>2 storage area. By 

weighings, the absolute LEMDF in this area could be kept as low as I kg in an 

8-hr. shift, and would never exceed 3 kg. This is a particularly sensitive area 

because much less material has to be diverted here than anywhere else in the 
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Table 4.3 Reduction of Relative Cumulative LEMOT with Time for a 200 MT/Year 

Length of 
Accounting 
Periods 

2 Months 

2 Months 

2 Months 

2 Months 

2 Months 

Mixed Oxide Fabrication 

Number of 
Periods 

1 

3 

6 

12 

18 

Plant (fr am Reference (8)). 

Years 

0.166 

0.5 

1.0 

2.0 

3.0 

Cumulative 
kg Pu 

4.1 

7.2 

11.2 

19.2 

26.4 

LEMUF 
Z Feed 

0.31 

0.18 

0.14 

0.12 

0.11 
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plant to obtain a given quantity of plutonium. Also, the material is the most 

easily converted to weapons use. 

4.2 IMPROVED SAFEGUARDS FOR FUEL FABRICATION PLANTS 

Much of the discussion of safeguards concepts for reprocessing-conversion 

plants (section 3.2) also applies here. As shown in Figure 4.1, MBA's I and 

III, which cover receipts and product shipping, largely involve item accountabil

ity with some NDA methods to confirm Pu content etc. MBA II is the "busiest" 

and involves the path of the bulk of the plutonium. MBA's IV, V, and VI are ba

sically cheeks on sidestreams that could be diversion points. A dirty scrap re

covery system, as in the IHFCE base case, would be an additional and important 

MBA if present. 

Oxide receipt and storage areas would involve IAEA inspectorate resources 

in much the same way as for reprocessing plants and the discussion need not be 

repeated here. A simplification results from the far lower levels of radioactiv

ity in the oxide receipts but probably requirements for containment-surveillance 

practices are more stringent because of the "portability" of the material. 

The most complex MBA of the fabrication plant is MBA II which includes 

most of the material processing. Here, too, accountancy is somewhat easier than 

in reprocessing plants because of the homogeneity and consistent composition of 

the materials. Again, instrumentation similar to th*r„ undergoing development 

for real-time accounting in the reprocessing plant may be 

applicable^2). It is expected that greater measurement accuracies could be 

attained and, hence, smaller LEMDF's. According to the data of Table 4.3, the 

IAEA goals for detection of 8 kg of Pu over a period of one year might be met 

with a relatively small improvement in the measurement accuracies, although IAEA 
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detection levels may be less sensitive than those which an operator may achieve 

(see Appendix D). At a fuel fabrication facility physical inventories are 

simpler to perform than at a reprocessing plant, entail shorter shut-downs for 

this purpose which, therefore, can be more frequent without unbearable economic 

consequences. 

The product shipment area is, however, unique to the fabrication plant. 

The material accountancy for fuel assemblies is complicated by the fact that 

existing NDA methods are noC capable of adequate results for entire assemblies. 

Small, partially shielded, higa-rtsolujion, gamma ray detectors have been stud

ied for this purpose, but additional practical R. and D remain to be done. The 

alternative is not attractive. It would require individual fuel rod analysis 

followed by strict observation of the assembly process. While the latter might 

be augmented by rough NDA measurements on the completed assembly, a great deal 

of tedious, inspectorate labor would be involved. 

In the case of international transfers, one possible additional check on 

the integrity of the assemblies might be provided by the user, the reactor opera 

tor. Hence, a close tie-in, with good cooperation between fabricator, reactor 

operator, and the IAEA inspectorate, would be most desirable in such cases. 

In summary, the proposed system design for a mixed-oxide facility would be 

similar to that for a reprocesing plant. It will be important to make IAEA safe

guards a design crterion and for the Agency to verify the design prior to opera

tions. The Agency system should be composed of the three coordinated activi

ties: (1) material u-counting, as practiced, (2) the uee of instruments to 

monitor the materials in-process (see Appendix C for more detail), and (3) 

containment and surveillance. It is assumed chat inspectors would be on duty 

whenever operations are performed in order to verify receipts and shipments, to 

46 



check items in storage, to observe and to verify flow-measurements, to monitor 

the on-line instruments and the surveillance instruments, and to collect, to 

process, and to analyze all of these data. 

In this, as in the preceeding cases, the Agency will need to gain experi

ence and to determine vhether or not this conceptual design will, in practice, 

achieve its goals. 
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5. SAFEGUARDS FOR MIXED-OXIDE FUELS DURING TRANSPORTATION AND AT REACTORS 

The previous sections have discussed the safeguards problems associated 

with future, large reprocessing, conversion, and mixed-oxide fuel fabrication fa

cilities. Closing the back end of the fuel cycle involves the transportation of 

mixed-oxide fuels and storage of such fuel at reactors awaiting refuelling. If 

the fuel fabrication and reprocessing facilities are not colocated, F11O2 or 

mixed-oxide would need to be transported between them. Accountability for such 

materials would presumably be based on item identification, containment and sur

veillance relying 00 the use of seals. However, the ability of the IAEA to meet 

its timeliness goals must be considered. 

As has been explained above, the IAEA timeliness goal for detection of di

version of 8 kg of plutonium, as Pu02 or contained in mixed-oxide fuels, is 1 to 

3 weeks. In some eases, the transportation involved may take longer than a week 

or two. Probably fresh mixed-oxide fuel would be stored at reactors for consid

erably longer periods. 

5.1 TRANSPORTATION OF MIXED-OXIDE FUELS 

Given a timeliness goal, it must be considered that whenever the time dur

ing which the material is in transit will exceed the timeliness goal, special 

measures will be required in order that diversions could be detected with the ap

propriate timeliness. While domestic shipments of fabricated fuels are not 

likely to exceed the timeliness goal, international shipment of such fuels is 

likely to result in a requirement for additional safeguards measures during the 

transportation phase. 
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Presented below are three concepts for safeguarding nuclear material in 

transit. These concepts vary, not with respect to Che distance traveled, but 

with respect to the time-interval goal for verification and the safeguards 

measures that may be suitable. 

5.1.1 Periodic Shipping/Receiving Comparison 

This concept is based on the comparison and correlation of material 

transfer records at the origin and destination of shipments, and on the account

ancy records maintained at a monitoring agency. The key elements are: 

- notification to the IAEA by the shipper of the transfer, and 

verification by the IAEA of the form and quantity being 

shipped; 

- use of seals and integrity devices by the IAEA to assure the in

tegrity of the shipping container or cask and the material con

tained therein, to provide Che IAEA with continuity of 

knowledge; 

- notification to the IAEA by the receiver; and 

- verification by the IAEA of the form and quantity of the nucle

ar materials received. 

The timeliness of detection goal by the IAEA should be no less Chan 

Che transit time. For nuclear material with short timeliness goals, these proce

dures may be inadequate. Additional methods may be needed. 
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5.1.2 IAEA. Escorts 

This concept assumes continuous IAEA escort of the transportation 

vehicle from the point of origin to the destination. The key aspects of this 

system may include: 

- periodic notification to the IAEA headquarters, by standard 

telephone or radio, of the positron of the transportation 

vehicle and the integrity of material containment; 

• on-site observation of loading and unloading and IAEA verifica

tion of transported nuclear material; and 

- use of seals and integrity devices by the IAEA to assure the in

tegrity of shipping container or cask and the material 

contained. 

Th'.s concept has a capability for rapid detection of diversion of 

the shipment during transit. 

5.1.3 Remote Surveillance 

This concept is based on a monitoring system which verifies, by a 

remote communication link, the presence and integrity of the material in its con

tainer during transit between origin and destination. The information of inter

est is the location and status of the shipping container. To obtain this infor

mation, transport vehicles vould be needed which have onboard position location 

modules that can communicate with an IAEA remote surveillance station by remote 

communication links. In addition, sensors would have to be developed which 

could verify and report the integrity of the container. 
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Conceptual designs have been developed in the United States for 

such containers, sensors, and vehicles for transporting spent fuel. The concept 

should be equally applicable, however, for fresh fuels. Since this type of sur

veillance is in the conceptual stage, feasibility and demonstration would be 

required before implementation on an international basis for IAEA safeguards pur

poses. 

If Che system proves to be successful, it could provide nearly in

stantaneous detection of anomalies depending only on the time interval chosen 

for communication. As such, it has some potential for allowing the IAEA safe

guards system to meet appropriate goals for timeliness. However, in addition to 

the detection of anomalies, one must consider the additional time which would be 

required for the IAEA to investigate the anomaly and to establish whether the 

circumstances were indicative of a diversion or not. In cases where the 

transport link is land-based, this would require the IAEA to determine the loca

tion of the transport vehicle, travel to the site, and investigate the 

circumstances. In the case of sea transport, the investigation of circumstances 

surrounding the report of an anomaly would clearly be more complex and difficult 

for the IAEA to perform. It might be considered that the IAEA would develop pro

cedures where the services of member states could be utilized to assist in the 

investigation of such incidents. Such services might include locating the 

transport vessel and transportation to the site of the vessel. The complexity 

and cost involved in investigating reports of anomalous conditions places a high 

premium on the absence of false alarms. Any system which was deployed to 

indicate anomalous conditions should be redundant so that the false alarm rate 

can be reduced. It nay also be desirable to limit the number of shipments in 

order that the potential for false alarms is further reduced. 
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5.2 FRESH FUEL STORAGE AT REACTORS 

Fresh mixed-oxide fuel, which has been received at a reactor site and 

whose receipt has been verified by the IAEA, will continue to require the appli

cation of safeguards which are capable of detecting its diversion in times of 

the order of weeks. As such, the fresh fuel will require verification at the 

reactor site more frequently than is the case for low-enriched uranium fuels 

(order of a year) or for the plutoniua in spent fuel (order of months). 

In order to satisfy these requirements, it would be desirable for the 

reactor site to have a storage area which could be sealed by the IAEA and 

verified remotely. Several sensors and sensor systems are being developed in 

the United States which would be applicable in this area. It would also be de

sirable for the IAEA to have available NDA methods. Such methods would allow 

the Agency to verify the plutonium content of fuel assemblies and, thus, 

to complement accounting and verification based on the use of seals. 

i 
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6. IMPACT OF ALTERNATIVE OPERATIONS ON SAFEGUARDS 

The alternative operations which have been submitted co Working Group 4 

are: (1) alteration of the reprocessing facility to produce a blend of uranium 

and plutonium oxides, (2) partial decontamination (removal of fission products), 

so that all materials processed in the conversion and fabrication facilities 

would be radioactive, and (3; addition of a radioactive isotope (e.g., cobalt-

60), prior to or during the conversion from mixed-nitrates to mixed-oxides. The 

extent to which these proposed alternatives may be practicable, and the extent 

to which they might contribute to proliferation resistance, will be dealt with 

elsewhere. 

Alternative No. 1, coprocessing of U and Pu, should have only a minor 

impact on IAEA strategies and level of effort. The quantities of plutonium-

containing product from the reprocessing plant, and those passing through the 

conversion process would be several times greater; but the amount of plutonium 

would be the same as before. It would still be necessary to blend powders at 

the fuel fabrication facility in order to meet customers' requirements for Pu-

content. There probably would be more batches of the mixed-fuel materials to be 

measured, but the bulk, sampling, and analytical errors for plutonium should not 

be significantly different from the base case. The NDA methods which have been 

developed for assay of plutonium in mixed-oxide powders, pellets, and wastes 

should be adaptable for on-line and off-line assay of the blended materials in

volved in the conversion MBA. Some research, development, and demonstrations 

would be needed, but no serious impacts of this alternative are anticipated. 
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Both alternative 2 and alternative 3 involve the processing of highly ra

dioactive material throughout. The conversion and fuel fabrication facilities 

would need to be designed for remote operation and remote maintenance, behind 

heavy shielding. The higher radiation levels would require a substantial 

redesign of the conceptual safeguards system described above. Also, such 

processes would probably make the investigation of incidents substantially aore 

difficult. 

There will likely be cases when the facility loses some material, cases 

when the IAEA accounts differ from those of the operator, or when IAEA surveil

lance equipment may raise a question. In some eases it may be possible for the 

Agency inspectors and the operators to immediately resolve the problem without 

making a formal investigation. In other cases a formal investigation would be 

required, wherever the equipment is highly contaminated and inaccessible, as at 

the front-end ?f a reprocessing plant, it may be very difficult for Agency in

spectors to establish the cause for the incident and to obtain satisfactory 

assurance that a diversion has not occurred. Alternatives 2 and 3 would extend 

such a regime throughout all of the reference facilities. 

Thus, alternatives 2 and 3 would require that all bulk, sampling, and 

analytical assays be perforaed remotely, substantially increasing the costs and 

possibly degrading the accuracy. One study (of a reprocessing plant) concludes 

that the LEMUF for a six-month inventory period which is primarily sensitive to 

systematic errors, would be increased by 16Z<13>. 

The most important impact of the high radioactivity alternatives would be 

the impact on non-destructive assay (NDA) methods, which would be very widely 

used, on-line and off-line, by both operators and IAEA inspectors. All the lev

els of spiking considered would prevent the use of gamma-ray spectrometry meth-
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ods, which are the most powerful and convenient of the SDA techniques. This 

method is presently used to measure the U—235 enrichment in all types of uranium 

fuels, to measure the isotopic composition of plutonium iu liquids on-line or in 

the laboratory, and in pellets, powders, etc., and to measure the concentration 

of plutonium in d/Fu blends. Since the isotopic composition of plutoniua varies 

from one batch to another, the operator finds this method useful for production 

control of the fissile isotopes. The IAEA inspectors make use of the changes in 

isotopic composition to provide an added check on the operations declared by the 

facility. 

Also, the heating produced by added radio ctivity would undoubtedly 

severely affect heat measurement by calorimetry and reduce the accuracy of such 

measurements. 

Passive neutron measurements have many applications for plutonium-

containing fuels, scrap, and waste. Although such instruments could be designed 

to work in a high gamma-radiation field, the calibration is strongly related to 

the isotopic composition of the plutonium, which normally would be verified by 

gamma-ray spectrometry. 

The performance of some active interrogation methods would be degraded. 

Those which employ gamma-ray detectors would not function. 

The passive gamma-ray and neutron techniques are very widely used by the 

IAEA, for many verification purposes, taking advantage of the ability of the com

bination to provide detailed information on the isotopic composition. It is un

likely that any NDA instruments could be developed with equivalent performance 

characteristics for highly spiked fuels. However, K- and L-edge densitometry 

methods, with suitable filtering, may be operable in a high gamma-ray environ

ment to measure U and Pu concentrations in liquid streams. 
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The monitoring of waste discards would be made much more difficult, requir

ing high powered active-interrogation, such as that which would be used for 

wastes from the head end of a reprocessing plant, rather than the simple, 

passive instruments, now used for all other scrap and waste streams. 

The DYMAC on-line system for continuous monitoring of materials being 

processed depends heavily on passive NDA instruaents. Conceivably, some combina

tion of passive-neutron and active instrumentation might partially replace them. 

However, without the isotopic information from the gamma-ray spectrometers, the 

performance would be less accurate and the costs significantly increased. ( 

At this time it is obvious that many of the procedures envisaged for 

improved IAEA safeguards at future plutonium processing facilities, would need 

to be revised and that a substantial S&D effort would be required to try to find 

substitutes for most of the HDA techniques which have been highly developed. Th« 

requirements for heavy shielding, reaote operations, and remote maintenance, at 

the conversion and fuel fabrication facilities probably would make it much more 

difficult for the Agency and the operators to resolve differences. 
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APPENDIX A: Safeguards Techniques, Status and Needs 

The IAEA has considered the problems which future reprocessing and MOX 

fabrication facilities may present and the techniques which it might employ in 

order to meet its safeguards goals (see, for example, the Secretariat Work

ing Paper prepared for the Advisory Group Meeting on Safeguarding of Reprocess

ing Plants, AG-188, May 1978). 

The status of the technology which might be useful to the IAEA is here pre

sented for reprocessing-conversion facilities and for MOX fuel fabrication facil

ities. The techniques which might be appropriate for each are further ordered 

as: (1) plant design, (2) safeguards techniques for spent fuel storage, (3) 

analytical techniques, (4) techniques for timely detection, and (5) confirmatory 

techniques. 

In listing the considerable number of techniques which should be investi

gated, it is not implied that all of them may be necessary or even useful. What 

is important is that the IAEA should have whatever information it will need on 

safeguards techniques, so that as the need arises, it will be able to define 

credible and economic safeguards procedures for Che subject facilities. 

A.l Plant Design 

Member States should assist Che Agency in determining what features of re-

processing-conversion and MOX fuel fabrication plants are of special interest to 

the Agency. It is obviously interested in the containment features, the 

opportunities presented to supplement the containment features, all points of po

tential access to material, and the design of the MBA's and equipment to 

facilitate material accountancy. At some point, preferably before introduction 

of nuclear materials, the IAEA will need to verify, by inspection, Che design in-
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formation supplied by the State and the operator. The Agency should also be 

interested in such matters as inspectability and accessibility and in how its in

spectors and the facility operators might go about investigating material 

imbalances, accidental discharges, etc. 

Material accountancy is a fundamental safeguards measure for the IAEA. Fa

cility operators, their customers, and the States will also have strong inter

ests in the accuracy and reliability of the measurements. The input accountabil

ity measurement at a reprocessing plant i-' the first place in the fuel cycle 

where accurate measurements can be made of the 0 and Pu content of spent fuel. 

With present technology, this is also one of the least accurate measurements in 

absolute terms, in the nuclear fuel cycle. For economic and safeguards reasons, 

it is important that all facilities be designed with the best available accounta

bility features. A considerable amount of information has been developed on 

improved designs for accountability vessels, sampling systems, and 

instrumentation which could be built into reprocessing-conversion and fuel 

fabrication facilities prior to operation.'1'2' Further tests and experiences 

with these improved techniques will be needed. 

A.2. Safeguards Techniques for Spent Fuel Storage Areas 

For contractual reasons and efficiency, the receiving-storage area of a re

processing plant should be designed to facilitate item accounting for the fuel 

assemblies received, stored, and removed for processing. Operator personnel as 

well as Agency inspectors will need to read and to record the identity markings 

on assemblies and to insure that assemblies have not been tampered with. Since 

the assemblies are extremely radioactive and moved about under water, efficient 

and reliable means should be developed for speedily identifying assemblies by o? -
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tical or other means. Improved techniques for this purpose will also be seeded 

for at-reactor and away-f roar-reactor spent fuel storage pools. Either the opera

tor or the Agency or both may find a need to confirm the identity of spent fuel 

assemblies, should ic prove difficult to read the markings or for other reasons. 

A number of NDA methods to measure attributes or signatures have seen developed 

or suggested.(3-6) 

IAEA inspectors are gaining experience in monitoring the transfer of fuel 

assemblies from reactors to the local storage pools. It would be helpful to 

achieve agreement on the nature of identification symbols and on optical 

instruments to read them in storage pools. The Euratoo Ispra Institute has de

veloped and demonstrated seals which can be attached to fresh fuel assemblies, 

irradiated in reactors, and employed to provide unique identification 

thereafter. These seals can be interrogated rapidly under water in storage 

pools. The IAEA has conducted studies of various NDA techniques to verify the 

identity of individual spent fuel assemblies in storage. Revealing information 

is obtained from high-resolution gamma-ray spectrometry.'3^ Although the method 

is sensitive to only the outer layer of rods, such data can indicate burn-up for 

auy given fuel assembly and this may help as a check on its source-identity. 

Japan has conducted a study of this method for the IAEA for several years, and 

will provide more information in connection with the on-going Tokai-Mura repro

cessing plant exercises.^" Neutron emissions and thermal output are being in

vestigated to supplement the gamma-ray assays. Other techniques under develop

ment for seals and/or identification include those based upon pattern recogni

tion of occlusions by ultrasonic or magnetic methods and fiber optic seals. 

Tamper-indicating instruments have been developed by the U.S. and others to 

monitor activities at storage pools. These include closed-circuit TV to observe 
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activities of people, monitors to record the activity of the massive equipment 

needed to unload and to transfer fuel assemblies, and acoustic monitors to 

record movements of assemblies within the storage pool. Several of these 

techniques will be tested at the Japanese facility and in other storage pools. 

A.3. Material Accountancy for Process MBA's 

For domestic and IAEA purposes, it is important to measure as accurately 

as possible, the nuclear materials which enter a process area, the products 

thereof, and all of the waste streams. At a reprocessing-conversion facility, 

these are the measurements at the input accountability vessel, at the plutonium 

and uranium product load-out areas, and of all recycle, scrap, and waste 

streams. At fuel fabrication facilities the input and product streams are 

largely item accounting points supplemented by analytical measurements. Such 

measurements are made also at several points internal to the process as well as 

on dirty scrap and other wastes that are shipped to "permanent" storage. While 

most of the important material should pass by the feed and product measurement 

points, the waste streams, even the minor ones, could be a diversion path for 

domestic or international adversaries. In order to measure the receipts and the 

materials transferred out of each MBA, it is necessary to make accurate 

measurements of the volumes or weight-* of each batch, to take representative 

samples, and to perform analyses of the concentration and isotopie composition 

of the important constituents. 

As was mentioned above, some progress has been made in studying the design 

of accountability vessels for liquids, there are a number of different applica

tions (input to reprocessing, uranium-nitrate product, plutonium-nitrate 

product, high and low level radioactive wastes, Pu02, UO3, UF$, etc.), each of 
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which presents special opportunities and constraints. Generally liquid accounta

bility vessels have been provided with dip tubes and nanometers to measure 

liquid level and specific gravity. The manometers may be replaced by electronic 

pressure sensors which provide digital outputs, avoid the problems associated 

with visually reading manometers, and provide more consistent results. Such dig

ital outputs maty also be continuously recorded so that an on-site inspectorate 

need not be present at the moment of measurement and thus is free to pursue 

other duties on a more timely basis. Direct measurement of the liquid weights 

should be superior to indirect measurements of volume. Bulk measurements for 

the dry products of the conversion facilities, which are performed 

gravimetrically, are presented more highly developed and more accurate than for 

the liquids. Several facilities have employed "weight-tanks" for uranium-

nitrate or processed plutonium-nitrate solutions. Weight transducers have been 

installed on the major accountability vessels at the Tokai-Mura facility.^3) 

However, further R&D related to the weighing of such vessels that are on-line is 

needed to provide reliable gravimetric measurement equipment for liquid solu

tions of nuclear materials. Equally important, is the development of reliable 

and accurate calibration procedures for the plant operators and for the IAEA. 

Major problems have been encountered with the assay of samples at repro

cessing plants which contain large amounts of radioactivity. It is customary to 

employ isotope-dilution mass spectrometry to assay the 0 and Pu-concentration in 

the dissolver solutions, and a variety of other analytical methods to assay the 

radioactive waste-stream samples. The operator should be interested in the de

velopment of methods and techniques which would be more economical and faster 

than these for use in controlling his operations. Some R&D on alternative meth

ods has been conducted in support of IAEA safeguards. A modest investment in 
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improvements should lead to more efficient and timely results and to isproved ac

curacy. 

The following techniques have been and are being studied in some laborato

ries in support of IAEA safeguards: 

1) gamma-ray assay of the plutonium remaining in the hulls (after 

leaching).(8) Other NDA techniques should be investigated. 

2) x-ray fluorescence to determine 0 and Pu concentration in radioac

tive dissolver solutions rapidly and cheaply.w»19' 

3) high-resolution gamma-ray spectrometry to determine the concentx — 

tion and the isotopic composition of Pu in solutions.'^' 

4) gamma-ray absorptimetry to determine the heavy-metal concentration 

in solutions. A refinement, K-edge absorptimetry, uniquely 

measures Pu-concentration in the presence of 0, etc.^*" 

5) automation of "wet chemical" analysis and other techniques requir

ing skill and judgement which would make it possible to perform 

analyses rapidly and consistently. 

6) a technique to deposit tiny samples on resin beads for shipment to 

an IAEA laboratory for mass spectrometric analysis avoiding the 

need to ship samples with significant radioactivity.^*' 

Several of the above techniques could be directly attached to process or 

sample lines to provide near-continuous data. It has been amply and repeatedly 

demonstrated that in-field application of analytical methodology results in 

poorer precision than that performed in a research environment. Hence the devel

opment of the last two techniques listed above are particularly important. 

Another important contribution to improved analytical measurements has been the 

sample-exchange programs between analytical laboratories in Euratom, the U.S., 
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and elsewhere.uz' also iaportant and necessary has been the development of 

standard reference materials for use by the analytical laboratories. 

A.4. Techniques for Timely Detection 

At process areas which contain significant amounts of plutonium or high-

enriched uranium in forms attractive for theft or diversion, both the State's 

safeguards authority and the IAEA will wish to employ advanced safeguards 

techniques of material accounting and surveillance. The IAEA states its objec

tive as the detection of diversion of 8 kg of plutonium within 1 to 3 weeks at 

such facilities, a time that is short relative to that scheduled for inventories 

at reprocessing or MOX fuel fabrication facilities. 

One general set of techniques for the IAEA is chat of containment, based 

on the containment features built into the facility, and on surveillance 

measures designed to detect diversion through penetrations of the physical 

containment. Reprocessing equipment in particular includes a great many 

interconnections between the process vessels, and pipes, ducts, or wires which 

penetrate the shielding. As was mentioned above, the Agency should inspect the 

facility before operation, if possible, to determine where it should ay,ly sur

veillance. 

The second general set of techniques is the set of instruments and activi

ties which would enable Agency inspectors to observe the special nuclear mate

rials passing through the process stages. The combination of accountability at 

the perimeter of the process MBA, the surveillance of the perimeter and of opera

tions, and the direct or indirect observation of materials in the MBA, should 

enable the Agency Co assure itself that the facility is operated as declared, 

and that any significant abrupt diversion would be detected within a short time. 
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A number of the surveillance techniques which might be employed have been 

used at nuclear facilities.^* ' For process areas, alarms on emergency doors, 

monitors on certain process control lines, and interconnecting piping, drains, 

etc. may be sore useful than TV monitors. Many of the appropriate sensors have 

been developed and used at nuclear facilities for purposes other than safeguards 

(safety, criticality control, process control, personnel control, etc.). No con

sistent effort has yet been made to design such a system for safeguards, 

including the tamper-indicating data links and diagnostic routines which would 

( 

be needed to insure reliability. 

On-line-instrumentation to monitor nuclear materials in a fuel fabrication 

facility has been developed, and demonstrated on a limited scale (see Appendix 

C). These systems have been designed for use by the facility operators in order 

to deter or to detect diversion by employees. Except for the highly radioactive 

front-end of a reprocessing plant, the techniques exist and have been tested on 

process equipment. The sensing equipment consists of mechanical devices to 

measure weights or volumes, concentration or density gauges where appropriate, 

NDA instruments to measure concentration, isotopic ratio, or other significant 

characteristics of the nuclear material (and possibly material adhering to con

tainer walls, or spilled in an oven); automatic transfer of the data, and sophis

ticated computer analysis. Systems have been designed on paper for the 

integration of dynamic materials accounting with the periodic accounting based 

on physical inventories and with the surveillance and control of on-site person

nel. Although such systems have not been developed specifically for use by the 

IAEA, it is obvious that the on-line or at-line sensors, the computer assessment 

programs, and the coordination of data on flows, materials in process, and on 

containment and surveillance should be useful to the IAEA. What remains to be 
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done is to design systems for the IAEA and to experiment with them at actual op

erating facilities* in order to learn what sensors and equipment the Agency 

might need (separate from that which the facility should install), how the 

Agency can assure itself of the integrity of its surveillance and process 

monitoring data, and what the Agency may require in terms of data processing and 

personnel. One such system is under development for use as a monitor for the 

Plutonium product area at a reprocessing facility. This system will continu

ously monitor the process from the plutonium evaporator through the product stor

age tank'*"'. While this represents a relatively small part of the reprocessing 

plant it is in a very sensitive area. The techniques, if successful, might also 

be expanded or drafted for use in other areas. 

A.5. Confirmatory Techniques 

Since the IAEA will be applying safeguards to many nuclear facilities, in 

addition to the particular plants considered here, it will have the opportunity, 

over a period of time, to compare facilities to each other and to study such 

indicators i» shipper-receiver differences, comparative accuracies in the deter

mination of MOF, etc. Three examples of confirmatory techniques which night be 

applied at a reprocessing plant will be mentioned. The first two may be used to 

confirm the measurement of the plutonium content of a batch of spent fuel 

assemblies at the input to the purification section of the reprocessing plants. 

The third may be used to confirm the amount of plutonium contained in the 

chemical separation MBA. 
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a. Gravimetric or atom-balance method:(15^ Data needed are: (1) the 

amount of uranium in the fuel assemblies prior to insertion into 

the reactor, (2) burnup (fraction fissioned), and (3) the ratio of 

Pu to U measured on samples from the input accountability vessel. 

If the required data are accurate, the Pu content of the batch can 

be calculated with an accuracy comparable to that obtained by the 

bulk measurement and assay of samples, 

b* Isotopic ratio method:^"' For a given type of reactor and ini

tial fuel enrichment, the ratios of a number of heavy metal and 

fission product isotopes are closely related to the burnup. From 

the isotopic measurements made at the input to a reprocessing 

plant, it is possible to verify the reactor operator's burnup data 

and to detect if some fuel substitution has taken place, 

c. Isotopic transient analysis:"7' The isotopic composition of 

Plutonium will change in some degree from one dissolver batch to 

another. More significant changes might occur between different 

fuel batches. With high-resolution gamma-ray spectrometry it 

would be possible (using the installed sample lines) to determine 

the delayed times when the change in isotopic ratios arrives 

successively, i.e., the residence time, at several points in the 

processes. From these data, and the known rate of the feed, Che 

amount of plutonium in the processing equipment can be estimated. 

The first of these techniques has been widely used by reactor and repro

cessing plant operators. A considerable amount of R&D has been supported by the 

IAEA on the second. There has been some R&D aad very little or no experience 

with the third. All would need more testing by the Agency. 
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A.6. Summary 

The purpose of this section was to present an overview of the techniques 

which might be useful to the IAEA for attaining its objectives at future repro

cessing and conversion facilities. It is not all-inclusive and it is 

deliberately of a general nature. Techniques have been identified and many have 

been or are being developed for use by facilities or for national safeguards pur

poses. A few have been developed and tested by the Agency itself or by Member 

States on its behalf. There are almost no operating reprocessing or MOX 

fabrication facilities at this time at which the potential techniques might be 

evaluated. The major exception is the first-generation reprocessing plant at 

Tokai Mura, Japan. Long before this facility became operational, the Japanese 

Government initiated cooperative studies with the IAEA on weighing accountabil

ity tanks, gamma-ray assay of spent fuel elements, surveillance devices for the 

spent fuel storage area, and NDA of the plutonium discarded with the hulls. 

France and the U.S. are assisting Japan in the assessment of these and other 

techniques at the present time^8*11'13"16*18^. Other member states have 

collaborated with the IAEA in the development of techniques which may be useful. 

A coordinated international program should be continued to assist Che IAEA 

in evaluating the techniques described above, and the IAEA should be pro

vided with the skilled manpower and the equipment which it will need. 
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APPENDIX B: Diversion Considerations 

B.l Diversion Strategies: 

Covert diversion can be broadly divided into two classes: (1) diversion 

below Che detectabilicy limits of materials accounting and containment/ surveil

lance, and (2) diversion hidden by clandestine modification of the safeguards 

system and/or the procesa line. The firsc class includes diversion concealed by 

Che statistical uncertainties in materials accounting and diversion unobserved 

by a properly functioning containment/surveillance system. The second class com

prises instrument tampering, data falsification, ard covert process changes. 

B.l.l Diversion Hidden by MP?: 

Balances drawn by the materials accounting system are never closed 

exactly Co zero for several reasons, including statistical uncertainties in the 

measurements. Each materials balance is considered to be abnormal only if it 

differs from zero by more than two or three standard deviations. 

The diversion opportunity arises because of che size of Che 

standard deviation of the materials balance. That is, if che alarm level is sec 

at two standard deviations, a divertor could steal an amount of nuclear material 

equal to two standard deviations and expect a 50Z chance of not being detected. 

Thus, in Che reference reprocessing plant a 7a alarm level of 1Z of throughput 

for a six-month period corresponds to -f 75 kg of plutonium and affords a 

divertor as much as six months of diversion activity. 

The divertor may choose to take nuclear material in batches ranging 

from a large, single theft to many, smaller thefts (skimming). Skimming tends 

Co extend the detection time as well as the risk of exposure. The probability 

of detection by che containment/surveillance system should increase with che num-
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faer of theft attempts. 

B.1.2 Diversion Unobserved by Containment/Surveillance; 

The containment/surveillance system has three main parts: 

a. Direct (optical) observation of the process environment by the 

inspector himself or by remote, closed-circuit television; 

b. Perimeter surveillance of the process equipment; end 

c. Monitoring of process variables (e.g., pressures, valve 

positions, and liquid levels) to check compliance with approved 

operating procedures and proper correlations with materials-

accounting information. 

Continuous direct observation of the complete facility effectively precludes the 

theft of material from the pre-partition part of a reprocessing plant without 

covert process changes. Direct observation is less effective in post-partition 

processing because a significant quantity of nuclear material can be more easily 

concealed on an individual. This is the reason for perimeter portal monitors, 

which can detect J* 200 g of metal (e.g., shielding) or a few grass of nuclear ma

terial if it is not shielded. Another line of defense is the process 

monitoring function, which would attempt to detect the onset of materials remov

al by searching for evidence of unauthorized process behavior. 

3.1.3 Instrument Tampering: 

The most direct technique would be to render some key safeguards 

instrument inoperative. However, if all safeguards instrumentation is designed, 

as it should be, to be tamper-indicating and self-checking, then tampering would 

be tantamount to overt diversion. The same is true of inducing an instrument 

bias, for example, by deliberate miscalibration. 
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B.1.4 Data Falsification; 

This diversion scheme is very similar to instrument tampering, 

except that it occurs at the software level in the data base instead of at the 

hardware level in the instrument. Concealment of diversion significantly larger 

than that obtainable through diversion hidden by HDF requires data falsification 

for extended periods of time and for several areas of the process, perhaps 

extending to more than one facility. The possibility of making a mistake in 

such a complicated diversion scheme greatly increases the risk of detection. 

B.1.5 Covert Process Change; 

The "classic" example of this diversion path is the "sneak 

circuit", an uncharted pipe, built into the facility during construction or 

clandestinely added later, for surreptitiously withdrawing nuclear material from 

the process line. Examples include a double-walled "pipe-within-a-pipe", 

duplication of pipes, deliberate aisoperation of the process to create upset con

ditions that make materials-accounting measurements more difficult and 

uncertain, or processing nuclear material while the safeguards system is 

inoperative. 

B.2 Points of Vulnerability - Reprocessing 

In the following presentation, seven general areas are identified as 

places where diversions can take place in the reprocessing facility. A similar 

outline could be constructed for the conversion and fabrication facilities. 

Some of the places for diversion opportunities involve material which is ex

tremely attractive while others are not so attractive and still others are, on 

first look, rather poor candidates for diversion. Examples of all these 
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"qualities" are given because it is likely that the most attractive materials 

will, due to the diligenC application of safeguard procedures, become the best 

protected. Hence a potential diverter may well be tempted by that material 

which is not particularly attractive but also not veil protected. 

For the seven areas described below, materials are described and typical 

diversion activities are given. These are followed by some of the possible 

means of concealment of such activity. 

B.2.1 Receipt and Storage of Spent Fuel: 

Material - Highly radioactive fuel assemblies. 

Diversion Activities - (a) Introduction of unrecorded receipts. 

(b) Removal or substitution of fuel 

assemblies. 

Concealment - Falsification (including omission) of records. 

B.2.2 Chopping and Dissolvert 

Material - Pieces of highly radioactive fuel and highly radioactive 

solution. 

Diversion Activities - (a) Transfer of assemblies but not 

recording transfers. 

(b) Diversion of chopped material. 

(c) Incomplete dissolution (with diversion 

of hulls). 

(d) Diversion of solution (bypassing ac

countancy tank/. 
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Concealaent - (a) Falsification (including omission) of fuel 

assembly transfer records, 

(b) Falsification (including amission) of SUM 

content of hulls. 

B.2.3 Input Accountability and Feed Preparation; 

Material - Highly radioactive solutions. 

Diversion Activities - (a) Diversion of dissolver solution from var

ious feed tanks (transfer, surge, 

adjust, etc.). 

(b) Diversion from or bypass of accountancy 

tank. 

Concealment - (a) Inaccurate calibration. 

(b) In-plant measurements falsification. 

(c) Analytical results falsified. 

(d) Overstatement of measurement uncertainties. 

(e) Addition of undeclared SNM to system. 

B.2.4 Process Area: 

Material - Solutions in various states of purification. 

Diversion Activities - (a) Tapping into process lines. 

Concealment - (a) Falsification of SNM in wastes. 

(b) Invention of "accidental" losses. 

(c) Falsification of hold-up records during 

inventory. 
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B.2.5 Output and Product Storage: 

Material - Veil purified solutions. 

Diversion Activities - (a) Unrecorded transfers and shipments. 

(b) Diversion of solution. 

Concealment - (a) Falsification of transfer records. 

(b) Inaccurate calibration. 

(c) Measurement and analysis falsification. 

(d) Overstatement of uncertainties. 

(e) Falsification of inventory records. 

B.2.6 Waste Materials: 

Material - Highly diluted, radioactive liquid and solid wastes, 

scheduled for safe disposal. 

Diversion Activities - (a) Overstate Fu content of wastes to permit 

diversion of Pu elsewhere, 

(b) Divert Pu via waste vessels or 

containers. 

Concealment - (a) Overstatement of Pu in difficult-to-measure 

wastes night conceal diversion of Pu elsewhere, 

(b) Due to their inhomogeneous and radioactive 

features, waste streams may provide concealment 

of diversion unless carefully monitored by the 

IAEA. 
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B.2.7 Analytical Systems 

Material - Various solutions of variable quality. 

Diversion Activities - (a) Removal of solution volumes greater than 

needed for analysis, 

(b) Theft of analytical samples after 

analysis. 

Concealment - (a) Work within MOFs and/or LEMOFs. 

B.3 Specific Diversion Possibilities; 

Tables B.l and B.2 list diversion possibilities for the base case repro-

cessing-couversion plant with estimated quantitative and qualitative aspects of 

each possibility. The arrangement of the tables is to place the most attractive 

materials first (disregarding the difficulty of circumventing safeguards). Of 

prime consideration in ordering these is the mass to be diverted. However, the 

order also takes into account, somewhat subjectively, such other features as di

version times, difficulty of conversion (to weapons), and ease of handling 

(excess radioactivity). The basis for all of these is the diversion of 8 kg of 

plutonium. 

For certain items, a number of in-plane sources might yield similar mate

rials (e.g., high-quality plutonium nitrate solutions and off-spec solutions are 

virtually identical to the diverter) and, hence, are not separately distin

guished. Mass required, radioactivity, and estimated acquisition time, were, 

for the most part, calculated on the basis of published BNFP flow data wherein 

typical SUM mass transfer rates and fission product contents are given^2), 

Question marks indicate that only very rough estimates were used. The value 

given as "removal/acquisition time" is the greater of the two. However, in most 
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Table B.l: Diversion Possibilities (Reprocessing Facility) 

Material 

Pu nitrate, 
product storage, 
250g/l (or Pu 
rework) 

Mass (kg) 
Req'd for 
8 kg Pu 

32 

Radioactivity 
(Ci) (excess 
over Pu • 

^1.2xl05Ci/8kg) 

nil 

Estimated Removal 
or Acquisition 
Time (days) 

.04 

Removal Mode Chemistry 
& Complications Required 

Withdraw Product PM 

i 
00 

Pu-nitrate, 145 nil 
Solution before 
concentration, 
55 g/1 

Samples of Pu 32 nil 
product solu
tion, 250 g/1 

Partition Output 1600 200 
(IBP), 4.8 g/1 

IBP Samples from 1600 200 
sample cell 

Dissolver Solu- 2800 2.2xl06 

tion - Transfer, 
Peed Surge, Feed 
Adjust, Account
ability, 2.9 g/1 

Samples of Dis- 2800 2.2xl06 

solver Solution 
through Sample 
Cell 

1.5 

160 

0.5 

Tap Into Line PM 

Accumulate many PM 
small samples 

Tap into line 

Draw off samples 
periodically or 
at slow constant 
rate 

Tap into line 
requires heavy 
shipping casks 

SEP(some) 

SEP(some), 
PM 

SEP, PM 

Draw off samples SEP, PM 
at low rate or 
periodically, 
requires heavy 
shipping casks 

DIS =• Dissolve 
SEP • Separate from Uranium and Fission Products 
PM • Prepare Metal from Nitrate 



Table B.l; Diversion Possibilities (Reprocessing Facility) (Cont'd) 

w 
I 

Material Key 

Analytical Sam
ples of Dissolver 
Solution 

Fuel Assemblies 
Stored or Chopped 

Solid Waste from 
Analytical Ser-
Services 

Mass (kg) 
Req'd for 
8 kg Pu 

2800 

1250 

5000? 

Waste Rework 125000 
(1SF or ISP) 

Hulls A0000 

Liquid or Solid 50000 
Waste from 
Storage 

High Level 700000 
Liquid Waste 

Low Level 5000000 
Liquid Waste 

Liq. Waste from 5000000? 
Analytical 
Services 

Radioactivity 
(Ci) (excess, 
pver Pu • 

^1.2xl05Ci/8kg) 

2.2x10° 

4xl06 

5x10° 

10* 

1.3xl07 

108 

4xl08 

2xl05 

ioio 

Estimated Removal 
or Acquisition 
Time (days) 

300 

0.3 

700? 

8 

270 

1 

30 

120 

1500? 

Removal Mode 
& Complications 

Accumulate many 
small samples, 
shipping casks 

Crane B heavy 
shipping casks 

Long-term accu
mulation, 
shipping casks 

Large volume 
removal 

Large bulk quan
tities, 
shipping casks 

Large bulk quan
tities, 
shipping casks 

Very large 
volume, heavy 
casks 

Very large 
volume 

Very large 
volume 

Chemistry 
Required 

SEP, 

DIS, 
PM 

DIS, 
PM 

PM 

DIS, 
PM 

DIS, 
PM 

SEP, 

SEP, 

SEP, 

PM 

SEP, 

SEP, 

SEP, 

and/or 

PM 

PM 

PM 

DIS =• Dissolve 
SEP = Separate from Uranium and Fission Products 
PM *• Prepare Metal from Nitrate 



Table B.Z 

Oiversion Possibilities (Conversion Facility) 

Material 

Product 

Off-Spec Material 
& Sweepings 

Feed Solution 

Ion Exchange 
Product 

Precipitator 
Flush 

Filter Boat Rinse 

Filtrate & Cake 
Wash 

ton Exchange 
Waste 

Chen* Form 

PUO2 

Pu02 

Nitrate 
Solution 

Nitrate 
Solution 

Nitrate 
Solution 

Nitrate 
Solution 

Nitrate 
Solution 

Nitrate 
Solution 

Approximate 
To Obtain 8 

9 kg 

9 kg 

300 kg 

1200 kg 

1600 kg 

2700 kg 

120000 kg 

400000 kg 

Mass 
kg Pu 

Approximate Time 
To Accumulate 

1 day 

5 days 

1 day 

2 days 

5 days 

8 days 

15 days 

170 days 
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cases, it is the acquisition time that is presented. 

For Table B.2, conversion (to weapons) times are presumably very short 

since no chemistry is required save that to produce the metal from either 

the nitrate solution or the pure plutonium oxide. Also there is virtually 

no radioactivity i.n excess of that of the plutonium itself. All the materials 

listed, therefore, are highly attractive except for the sheer bulkiness and 

the longer accumulation times associated with some of them. 

Table B.3 is a similar Table which applies to fabrication plants described 

in Chapter 4. The arrangement is somewhat different because all material is of 

the same composition. (Note: Where the plant would contain a dirty scrap pro

cessing loop some plutonium would also be present as a solution.) Various 

streams fall into categories characterized by the plutonium flow rate and, 

hence, by "Time to Acquire 8 kg of Pu" which is a column heading and the chief 

measure of attractiveness for diversion. 

As can be seen from the tables, there are a number of materials diversion 

of which would be quite attractive by virtue of their high plutonium content and 

purity. Such materials, e.g. "clean" plut'onium nitrate solutions or oxide 

product, require extreme vigilance and the strictest possible control. On the 

other end of the scale are materials which are very unattractive if not virtu

ally useless. For example, the diversion or theft of various highly dilute 

liquid wastes, already recycled for plutonium recovery, would present the divert-

er with a separation task that might be more complex than that of the original 
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Table 3.3 

DIVERSION POSSIBILITIES - FUEL FABRICATION 

Time to Acquire 
Possible Streams 8 kg Pti (Days) Total Mass to be Diverted (kg) 

Pu02 Before Blending s 0.4 9 

Mainstream MOX s 0.4 225 
(Powder, Pellets, 
Rods, or Assemblies) 

Various Clean Scrap MOX 2 to 7 225 
Recycles 

Waste MOX Streams 30 to 80 225 

Dirty Scrap Stream 30 to 50 » 250 

Mixed Waste Material 100 to 800 > 250 
(co be shipped out) 
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processing system. There are also materials intermediate in value. In such 

cases, usually icvolving partially processed sidestreams or rinse solutions in 

the conversion facility, a few thousand liters need to be diverted to provide 

the 8 kg goal. Such materials, although in some cases highly radioactive, are 

fairly attractive and so must be protected as veil as the aforementioned "pure" 

materials. 
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APPENDIX C: The LASL Real-Time Accountability System 

The most extensive study of real-time or near-real-time accountability sys

tems for mixed-oxide fuel fabrication plants has been performed by Los Alamos 

Scientific Laboratory as part of a program to develop and demonstrate such a sys

tem for use by a facility operator. Recently, a report has been published^" de

scribing a proposed system in considerable detail. Pertinent features and re

sults are summarized below. 

The plant design used as a model for this study was an updated version of 

the Anderson plant described in Reference (2). The plant process was simulated 

by one computer program and the operation of the materials measurement and 

accounting system (MMAS) by another. The latter used the output of the process 

program as input. 

To increase the sensitivity and timeliness of accountability, the main 

fabrication process is broken down into a number of "unit" processes around 

which dynamic material balances are calculated. A unit process may be one or 

more physical or chemical processes and usually will be a finer subdivision Chan 

a conventional material balance area. Dynamic material balances are calculated 

on the basis of measurements of the main streams into and out of each unit 

process. Side streams may or may not be measured for the dynamic balance depend

ing on size and variability. During periods when the sidestreams are not 

measured, historical estimates of their magnitude and variability may be used to 

detect trends in the data due to diversion or abnormal operation. Conventional 

material balances at cleanouts and physical inventories are also made; chat is, 

the dynamic balances do not replace the conventional material balances but 

complement them by providing increased short-term sensitivity. These periodic 

cleanouts and inventories provide a means of updating the dynamic balances. 
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The system is graded in that more stringent controls and measurements are 

provided for more attractive materials, particular]'/ the Pu02. 

Considerable emphasis was placed on designing a reliable computer configur

ation, data acquisition, and process control. This will not be described here, 

except to note that the expected safeguards-related failure rate is approxi

mately one every two months. 

Extensive use is made of both traditional chemical analysis and 

nondestructive assay instrumentation (active and passive, alpha, gamma, x-ray, 

and neutron) that has already been developed and demonstrated in the industry or 

that represents a slight extrapolation of past developments. Where necessary or 

dc'rable, nondestructive assay instruments are used to measure residual hold

up aa well as bulk materials in process. Load cells, digital balances, 

weighing platforms, flowmeters, etc., are used for bulk measurements. 

Calorimeters, whose use has been most thoroughly investigated by Mound 

LaboratoryO) and Argonne National Laboratory^), are used for standards calibra

tion and the measurement control program for the nondestructive assay 

instruments. 

The sensitivity of the material accounting system to diversion was calcu

lated by means of the accountability simulation model. Measurement 

uncertainties were based on values in the literature, particularly on those re

ported in Reference (5). Dynamic balances are assumed to be performed around 

each unit process once per working shift (during which J" 8 kg of Pu02 is 

processed). In the Pu02 area, weigh hoppers (not present in the original plant 

design) are inserted before the Pu02 storage vessels. Hold-up In filters and 

glove boxes is measured by gamma detectors once each shift, and waste sent to 

Miscellaneous Waste Treatment is also measured each shift. In other areas, the 
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Measurement of hold-up and waste occurs only at cleanouts once each week (after 

20 operating shifts). 

The results of the calculations are shown in Table C-l. Both single-theft 

and long-term diversion sensitivities are shown, the latter for two periods, 1 

week and 4 weeks. 

The timelines* of detection of single thefts at least as large as tho<te 

shown in the second column of the Table, is one operating shift, or 8 hours. It 

will be observed that, in all five areas considered the sensitivity is a the 

order of 100 g of Pu. It is interesting to compare the sensitivity in the Pu02 

unloading area with that given by McSweeney, e£ al.'°', nanely, 1.0 kg of Pu for 

the same period. The ouch greater sensitivity of the LASL system is due to the 

introduction of the weigh hopper before the storage vessels and the measurement 

of waste and residual holdup at the end of each shift. 

The long-term diversion sensitivities are calculated from the standard de

viation, OQ , in the cumulative material balance (cusum) for the indicated 

period. These sensitivities represent the minimum diversions that could be 

detected over that period (i.e., over 1 week or 4 weeks). 

All major elements of the Los Alamos DYMAC system have been installed in 

a developmental plutonium processing facility at Los Alamos. The details of the 

system and the preliminary results are described in reference 7. The DYMAC sys

tem treasures some of the in-process material directly and as it is transferred 

from one unit process area to another. Thus, the fuel fabrication process is di

vided into a number of small MBA's in sequence such that material balances can 

be assessed after each 8-hour operating shift and over longer periods of time. 

The system will be used, in addition to the overall accounting applied co the 
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Table C-i 

ESTIMATED SENSITIVITY OF REAL-TIME ACCOUNTING 
FOR SELECTED UNIT PROCESSES IN THE BASELINE PLANT 

(from Reference (2)) 

Unit Process 

Pu02 unloading 

MOj blending 

Pelleting 

Grinding 

Clean scrap recovery 

Single Theft* 
(g Pu) 

110 

130 

150 

80 

200 

Long-
(1-Wk, s 

525 

600 

600 

375 

300 

Term I 
Pu) 

)iversionb 

(4-Wk, kg Pu) 

1.05 

1.2 

1.2 

.78 

.60 

a Amount (3c) of unmeasured material that can be detected in a single balance 
period with a probability of 50Z at a false-alarm rate of approximately 1 in 
1O00. 

D Approximate amount (3<JC) of unmeasured material that can be detected during 
1-wk and 4-wk periods with a probability of 50Z at a false-alarm rate of 
about 1 in 1000 (extrapolated from Table V-l, reference C-l). 
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process as a whole, baaed on the traditional flow measurements and bi-monthly 

physical nventories. 

It is likely that such systems would be 1^-tailed by the operators of 

future, large facilities in order to meet national safeguards requirements and 

in the interest of effective plant operations. It remains to be established how 

this technique could be used by the IAEA. One possibility would be to provide 

the Agency with a completely independent system, from the sensors, through the 

data links, to the on-line computers. At the other extreme, the Agency might 

verify the reports produced by a facility DYMAC system by verifying some subset 

of the input data and analyzing the many daily reports for consistency. Some 

combination of these extreme cases may prove to be more cost-effective. 

The Office of Safeguards and Security of the U.S. Department of Energy has 

initiated a study of an integrated international safeguards system for a repro

cessing facility, which will include determining how the IAEA can make use of 

the DYMAC techniques, and how this should be combined with the other IAEA activi

ties: verification of physical inventories and of measurements at key flow 

measurement points and containment/surveillance measures. A similar study of 

IAEA safeguards for a large mixed-oxide fuel fabrication facility is planned. 
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APPENDIX D: Safeguards Measures 

INFCIXC/153 defines material accountancy as a safeguards measure of funda

mental importance and containment and surveillance as important complementary 

measures. The instrumented, on-line, so-called, real-time accounting measures, 

now under development, have some of the characteristics of accountancy and some 

of surveillance. In the following, the strengths and weaknesses of these three 

general safeguards subsystems will be suggested by illustrations. A detailed 

description of a safeguards system for a processing facility would run to hun

dreds of pages, and an assessment of IAEA effectiveness, which would necessarily 

apply to a. very specific facility and set of safeguards procedures, is not 

possible at this time. However, the following discussion may be of assistance 

in suggesting where and how safeguards may be improved and how individuals might 

go about personally assessing the effectiveness of such future safeguards 

applications. 

The easiest of the three subsystems to describe, in principle, is materials 

accountancy, (although it will Curs out in practice to be complicated, and to 

depend heavily on containment/surveillance measures). 

In the chapter on improved safeguards for a mixed-oxide fuel fabrication fa

cility, it was stated that, with somewhat improved analytical measurement and 

for a material balance period of 2 months, it might be possible to attain a 

detection capability for 8kg of plutonium. This was based on the calculations 

of McSweeney, et al.^' which conclude that the error in material balance for 

the 2 month period could be as small as 0.15Z of the throughput. The IAEA, in 

part A of the Safeguards Technical Manual^, assumes that the operator should 

be able to achieve a limit of error in MOT (or LEMUF) of 0.51 (both expressed as 

1 standard deviation). It should be emphasized that 0.151 represents the best 
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measurement performance presently achievable and that substantially larger 

liaits of error are common. 

The MOT is calculated by the operator from the following equation: 

MDF » (Beginning inventory) • (receipts) - (withdrawals) - (ending 

inventory). 

The LEMQT is composed of the LE's in each of the four components, properly com

bined. 

Each measurement haa random error and systematic error components. When a 

number of measurements are combined, the random errors tend to cancel out. Some

times systematic errors may cancel out, too. For example, in the MUF equation, 

the error would cancel out for material which was in both the beginning and 

ending inventory, if the seals indicate no changes, whether the contents were ac

curately recorded or not. Generally, however, systematic errors do not cancel. 

When a systematic error can be quantified, it is called a bias and corrected. 

The LEMDF components for receipts and shipments include many individual 

measurements of receipts of Pu02 and 002» of shipments of mixed-oxide fuel rods 

or assemblies, of transfers of scrap to a recovery process, and of transfers of 

unrecoverable wastes for disposal. Great care has to be taken in measuring even 

the pure materials. For exaaple, unless it has been fired to a very high temper

ature, Pu02> is hygroscopic. Shipper and receiver differences often occur 

because the water content of the analytical samples is not identical with that 

of the Pu02 in the weighed containers. 

It should be possible to improve the measurement accuracies and to reduce 

the LEMUF by perhaps a factor of 2 or so for each of the 3 bulk processing facil

ities. (This will not be easy.) It would be quite difficult to reduce the 

LEMUF's by more than a factor of two. 
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At Che present time, the IAEA procedure is to verify some of the operator's 

flow and inventory measurments. On Che basis of these data, the inspectors 

calculate a value for MUF and for LEMUF which is compared to Che values reported 

by Che operator. A further calculation is made to determine whether or not Che 

difference is significant. If not, Che operacor's values for MDF or LEMUF are 

accepted. Since Che IAEA verification and calculations are generally based on 

a limited number of verification measurements, the Agency's limit of error is 

likely Co be greater than Chat of the operator and the sensitivity to diversion 

correspondingly less sensitive. 

For the future large bulk processing facilities discussed here, it is pro

posed chat Agency inspectors observe and verify all flow and inventory 

measurements, so that the IAEA accountabilicy data should be as accurate as chat 

of Che operaCor. In such a case, the following discussion should be applicable. 

The 0.15 or 0.5Z LEMUF values cited are for 1 standard deviation. This 

should not be confused with Che detecCion level which Che IAEA might achieve. 

It is customary Co assume chat both random and systemaatic errors, when properly 

combined for an accounting period, have the probability distribution shown in 

Figure D-l. The curve at the left shows the most probable value for Che actual 

material in Che center, "0". However, due Co Che uncertainties in measurement 

it could be either higher or lower, but with essentially zero probability to the 

right of "B". If some material had been diverted or not measured, the revised 

probability curve would be displaced as shown to Che right. The most probable 

measure of Che macerial, should be at "B", clearly above the tail of. che 

undiverted measurement curve. However, as the second curve shows, che measure 

of Che revised inventory may be either higher or lower than its true /alue. The 

operator or Che Agency would set its alarm level "AL" at some poinC, as shown. 
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FIGURE D - l . 

MAGNITUDE 
OF DIVERSION 

Relationship among AL, FAP, and 
DP for no diversion and for 
diversion of magnitude B. The 
DP i s the sum of the two shaded 
areas. 
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In this particular case, there would be a high probability that such a diversion 

would be detected (tua shaded area). There is a small probability that the MUF 

would fall above the alarm level even if no diversion had taken place (double 

shaded-false alarm probability). And there is some chance that an actual diver

sion would not be detected (the white overlap). 

The IAEA, in its Safeguards Technical Manual^S has concluded that it 

should set the alarm level such that: (1) the probability that a significant di

version will be detected is 951, (2) the probability of a "false alarm" is 51, 

and (3) that the assurance that the detection is true is 952 (This follows from 

2). For this set of conditions, the alarm level would be set at 1.65 sigma. 

The 952 detection probability would be for an amount equal to or greater than 

3.3 sigma. It is customary to state LEMDF at the 2 sigma level. If the alarm 

level is set at 2 sigma, the probability of detecting a loss of 2 sigma is 502. 

This description applies to a single material balance computation. With a 

continual recording of flow data, material balances can be computed frequently, 

with a corre?ponding increase in sensitivity. 

Accounting starts after a physical inventory. As the lines fill up, the 

in-process inventory becomes established. After equilibrium is reached, the dif

ference between the input and output data should be equal to the in-process 

* One sigma refers to 1 standard deviation, the half-width of the bell shaped 
curve at half height. For each type of measurement, the distribution and 
the standard deviation should be empirically determined by making many 
repeated measurements of the same material. 
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material. Any large diversion from the process should be detectable. However, 

due to the accumulating uncertainty of the input-output difference, smaller or 

continuing diversions become more difficult to detect. 

Real-time accounting methods were developed at Los Alamos to detect diver

sion by employees or other sub-national adversaries before a significant amount 

of material might be diverted. At a fuel fabrication plant, instruments to 

weigh hoppers or to essay transfers, etc., can be installed to monitor 

individual process operations, thus breaking the production line down into a num

ber of sequential material balance areas. Alternatively, one might visualize 

this technique as a method by which an observer can look into the process and 

see that there are so many kilograms of plutonium in a hopper or a sintering fur

nace. For a number of reasons, it is not easy to "read" the amount of plutonium 

in each pellet-press or oxide blender. And, since the measurements are combina

tions of weighings, pellet trays, and non-destructive assays (under non-ideal 

conditions), the accountancy for the sub-material balances obtained in this 

fashion are often less accurate than those which might be obtained by direct 

measurement. However, at any given time, the estimate of the material in-

process is relatively independent of past history, whereas the accountancy 

errors determined by measurements at the major MBA key measurement points 

increase as time goes on. The data from the traditional accountancy operation 

and that from the real-time system can be combined to achieve a somewhat 

improved accountancy result between inventories. However, it may be more useful 

to consider them as two complementary systems. For short term diversions, the 

real-time system has a uniform sensitivity. In addition, it has spatial resolu

tion. It should indicate where the diversion has occurred as well za when. For 

longer term, small diversions, both systems would be needed, Che real-time sys-

D-6 



tern to force diversion from one or several process areas and the external, accu

rate accounting system as a back-up. 

Neither of these accounting-type systems can have meaning for the IAEA if 

there should be no containment or surveillance to insure that there are no 

undeclared flows to and from the MBA or to and from the several processes within 

it. The traditional BMP accountability system may be more vulnerable than the 

real-time system in this case, but both are vulnerable, especially in a repro

cessing plant. 

Ihe containment/surveillance applications are probably more obvious for a 

spent fuel storage area or a Fu02 storage vault than for a reprocessing area, 

consequently a few examples will be given for the latter. 

An area of special interest is the section of a reprocessing plant which 

has the spent fuel dissolvers and the input accountability vessel. It will be 

important for the IAEA to: record each spent fuel element transferred to the 

mechanical cell to insure that no other materials are introduced (e.g., scrap 

from a MOX fabrication plant), to have a measure of the Pu discharged with the 

hulls, to have a measure of any Pu and U which may be introduced with the acid 

into the dissolvers, and to verify the bulk measurement and the samples taken at 

the input accountability tank. The spent fuel storage area, the mechanical 

cell, the dissolvers, and the accountability tank are protected with massive 

shielding which provides considerable, credible containment. On the storage 

pool side, surveillance will be required to call the IAEA inspector whenever 

fuel is to be transferred to the mechanical cell. The operator will wish to 

assay the hulls for contained Pu by employing NDA. The IAEA should verify this 

data. This requires either that the Agency provide a separate NDA system, or 

that it should have a tamper indicating link to that of the operator. The 
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dissolvers receive acids, some fresh and some recovered from the separations MBA 

which may contain traces of Pu. The acids may be cycled from one dissolver to 

another and used co rinse the hulls before they are discarded. There will also 

be overflow lines and drains which return to MBA-II, as well as sample lines to 

a remote sample station. Every line that goes in or out of this area might con

stitute a diversion path. The function of each should be declared, so that ap

propriate sensors could be attached to assure non-operation or to monitor the 

declared operations* Additional sensors night be applied to the declared 

transfer lines, with tamper-indicating features, so that inspectors would not 

need to witness every single operation. 

Another example might be a sintering furnace (one of several) for trays of 

pellets in a fabrication plane. Since the high-burnup plutonium emits gamma-

rays and neutrons, this process would be automated, but designed for manual 

repair (after cleanout). For process control and for the real-time accounting 

system, the pellet trays might be weighed before transfer into the furnace and 

again upon release. A passive neutron detector might be employed to give an ap

proximate measure of the plutonium in the oven. The pellets, after cooling, 

might pass through an NDA station for quick assay. Perhaps 10 kg of plutonium 

passes through the furnace in a day. It would take a long time to divert 8 kg 

while keeping below the detection limits of the NDA equipment. However, it prob

ably would be possible to bias the NDA instruments if they were not protected. 

The containment/surveillance measures in this case are of two types. One is to 

seal or to alarm every door or other opening in the shielding which might pro

vide access. The other, is to provide the on-line sensors with tamper-

indicating enclosures and data-links. 
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A third example, is a combination of on-line NDA and surveillance, which 

was developed for use at the General Electric, Morris, Illinois reprocessing 

plant and which is now scheduled for testing at the Japanese reprocessing plant 

in Tokai-Mura. The most attractive material for diversion At a reprocessing 

plant is the clean plutonium product. In the case of these two plants, it would 

be transferred out frequently in small batches. The system has been designed to 

monitor the operation and, also, to record the transferred amounts without re

quiring continuous or frequent presence of an inspector. The system has the fol

lowing components, each provided with tamper-indicating features and connected 

to a small, secure computer: (1) sensors on each valve which regulates flow 

into a 10 litre accountability tank, in to an off-specification tank, or during 

transfer from the accountability tank to product storage, (2) senscrs on the 

liquid-level and specific gravity dip-tubes of the Pu-product accountability 

vessel to record the volume (or weight) of the amount of Pu-nitrate solution de

livered, (3) a gamma-ray absorptimeter instrument installed on the output 

transfer line. Items (2) and (3) are intended to provide a relatively accurate 

measure of the Pu in the nitrate solution transferred to storage. Item (1) pro

vides surveillance of the product loadout system. The computer maintains a 

record of all operations of previous calibrations and an account for the 

product transfers. 

This last example illustrates chat some elements of all three of the IAEA 

systems may be satisfied by a single, combined system. The monitoring of the 

valves and of the operations is a surveillance function. The automatic 

measurement of the product transfers will serve both the MBA accounting and the 

real-time accounting functions. 
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This section is included to give some feeling as to the potential capabili

ties of the three components of which IAEA safeguards may be composed. Account

ancy, whether traditional or on-line to a process, has an attraction because the 

results can be stated in a quantitative way. Exactly what such quantitative 

statements mean nay be difficult to determine. At the least, it would require 

a careful examination of all of the data, of how it was obtained, and of just 

how credible it really is. Containment and surveillance measures cannot be 

assessed quantitatively at the present time. The IAEA and some States are 

trying to develop qualitative evaluations. 

Because accountancy as practiced by the IAEA would lose sensitivity 

with time at the future large bulk processing facilities, because real-time 

accounting has limited sensitivity and may be subject Co subversion; and 

because there are practical limits to the credibility of containment/surveillance, 

it seems clear that it will be necessary to employ all three as mutually 

supportive measures at future, large nuclear facilities. 
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APPEUDLX E: Some Alternative Concepts for the Application of International 

Safeguards to Future Large Scale Fuel Cycle Facilities 

E.l Introduction 

International safeguards can be enhanced by the successive overlay of one 

safeguards measure after another in an effort to achieve a prescribed level of 

effectiveness. The large number of technical, procedural, and institutional 

measures potentially available for application to international safeguards 

essentially engenders a continuum of safeguards concepts with varying degrees of 

diversion detection capability. In this section, four of the concepts previ

ously mentioned are individually defined and discussed in terms of inherent 

detection capability. 

The first concept is material accountancy as presently practiced by the 

IAEA. The second assumes an improved analytical measurement capability which 

might be attainable in ten years. The third improves on the these by adding 

in-process information to bridge the time between material balance closings. The 

fourth concept assumes a complete set of rapid in-process neasurements with auto

matic data acquisition and processing. 

The purpose of the discussion of each concept is to illuminate those 

features which potentially limit or improve detection capability and to suggest 

the nature of IAEA inspection activities. 

For all the concepts discussed below: 

(a) It is assumed that each of the safeguards measures applied to a par

ticular fuel cycle facility performs reliably in accordance with its 

design criteria. 

(b) Sensitivities to individual operator characteristics are neglected. 
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(c) It is assumed that the facility is operated efficiently and in 

reasonable accordance with the design information. 

(d) It is assumed that MBF is normally distributed according to the 

propagated measurement uncertainty. 

(f) It is assumed that containment/surveillance measures support the ac

countancy measures discussed here. 

E.2 Classical Accounting Concept 

This is the current concept of material balance accounting with periodic 

closings of the material balance. It includes verification of the operator's 

data (acceptance of the operator's data) based on verification of flow and inven

tory information supported, where necessary, by contain&.at and surveillance in

formation. 

E.2.1 Definition 

The measures included in the classical concept are: 

(1) Preparation for the implementation of safeguards including: 

(a) preparation and acceptance of the facility design informa

tion (material processing, accounting, control, and C/S 

information), 

(by performance of the facility diversion analysis, 

(c) preparation of the facility actacents. 

(2) Implementation of subsidiary arrangements and performance of op

erational safeguards including: 

(a) receipt and recording of routine information supplied 

by the State (inventory changes, physical inventory 

listings, material balance reports, special reports, 

and advance notification of international transfers), 
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(b) routine inspections (verification of modified design infor

mation, surveillance/containment equipment maintenance, C/S 

repair or C/S data gathering, flow monitoring and verifica

tion, physical inventory verification, audit, and 

inspection of the measurement system), 

(c) comparison of inspector's results and operator's reports. 

(d) closing of the material balance with associated MUF/LEMUF 

analysis, and 

(e) statements of the results of inspections. 

E.2.2 Capabilities and Limitations 

The measure of effectiveness for the classical system is the diver

sion detection sensitivity afforded by the verified MOF-LZKUF statistic. It is 

explicitly recognized, however, that performance of the audit, verification of 

flow and inventory information, and use of containment and surveillance can 

provide indicators of certain abnormal situations which can be related to 

certain, specific, material removal and concealment possibilities. That is, 

the detection sensitivity for many diversion paths is significantly greater 

than that indicated by the MUF-LEMUF statistics. At this time, however, one 

cannot make a completeness statement relative to the use of diversion 

indicators other than the MCF-LEMUF. These various inspection activities 

will limit the choices of how a diversion 

* "Completeness" refers to all means of material removal and concealment. 
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might be attempted, but i t oust be assumed that there is at least one diversion 

strategy for which the limiting detection sensitivity is MUF-LEMUF. 

Indicators of diversion generated by the classical accounting ap

proach in addition to the MUF-LEMUF include: 

(a) unreported audit discrepancies, 

(b) book balance discrepancies, 

(c) redundant record discrepancies, 

(d) reported measurement uncertainties inconsistent with 

assessed facility measurement capability, 

(e) any ledger discrepancy, 

(f) measured losses inconsistent with history or industry 

practice, 

(g) shipper/receivers difference, 

(h) facility-inspector differences in flow verification or in 

inventory strata verification, and 

(i) improper movement or use revealed by surveillance. 

The summary indicators of concept capability are presented in Table 

E-l. 

The advantage of the verified MUF-LEMUF statistic is that it can 

indicate material removal by any mode. The limitations of the statistic are 

that: 

(a) Its sensitivity is relatively low due to the aggregation of 

many measurements into a single number. 

(b) Little or no information is available on the location from 

which material was removed. 
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Table B-l 

Estimated Plutonium Diversion Detection Sensitivity for the 

Chemical Separation MBA of a 1500 MUT/y Reprocessing Plant 'a' 

Protracted Classical Accounting 

(today's technology) 

Annual Inventory'"' 

Quarterly Inventory^' 

Enhancement #1 

Abrupt 

250 kg 

62 kg 

250 kg/yr 

135 kg/yr 

(10 yr. projection of measurement technology) 

Annual Inventory *c' 160 kg 160 kg/yr 

Quarterly Inventory'0' 46 kg 100 kg/yr 

(a) False alarm probability • Probability of missing a diversion • 57.; 

detection sensitivity • 3.3 slgma for a protracted diversion. 

(b) Based on estimation for the MDF stastic that one standard deviation 

(1 sigma) - 0.5Z of throughput. 

(c) Based on BNWL-2098 estimates of projected measurement uncertainties 

(ref. 1). 
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(c) It does not generally indicate the form of material 

removed. 

(d) It provides an indication only when the calculation of 

MUF-LEKUF is completed, i.e., after receiving all verifica

tion measurement results and following the closing of Che 

material balance. 

(e) The validity of the stastlc as an estlaator of the sensitivity 

of detection depends upon employment of containment and 

surveillance to ensure that all flows are included in the 

material balance. 

(f) The frequency of this technique is limited at separations 

facilities due to the large cost of a cleanout inventory. 
E.2.3 Assumptions 

E.2.3.1 Technical 

(a) Assumes current facility measurement capability. 

(b) Assumes all material flows and inventories are 

measured. 

(c) Assumes correct verification of flow and inventory 

data. 

(d) Assumes adequate State system of accounting and 

control. 

E.2.3.2 Economic 

There are no economic implications beyond current 

obligations. 

E.2.3.3 Institutional 

Assumes current access to facility's data and material. 
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E.3 Enhancement #1 - Measurement Improvement 

Improvement of the material measurement methods to reduce the sigma MUF by 

35Z is assumed. This level of measurement uncertainty is what is currently 

achieved in research laboratories and it is believed that routine facility 

measurements could reach this level in about ten years. 

E.3.1 Definition 

There are no additional measures assumed for enhancement 1. Only 

the measures which are specified for the classical accounting concept are 

required. 

E.3.2 Capabilities and Limitations 

The limitations of the method are the same as those for the classi

cal concept. The improvement in capability for diversion detection lies in the 

improvement of the MUF-LEMUF statistic and is indicated In Table E-1. There is also a 

corresponding Improvement in the quality and sensitivity of measurement-related, 

abnormal-situation indicators other than MUF, such as D statistics, as mentioned 

in section E.2.2. 

E.3.3 Assumptions 

E.3.3.1 Technical 

It is assumed that measurement capability is improved 

sufficiently to decrease sigma MUF by 35Z. 

E.3.3.2 Economic 

No assumptions beyond the classical case. However, more 

precise measurements are usually more expensive. 

E.3.3.3 Institutional 

No assumptions beyond the classical case. 
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E.4 Enhancement #2 - Addition of In-Process Estimation 

Continuity of knowledge of the material status between cleanout Inventories 

is achieved by the running inventory method described in ref. 1 which permits 

a biweekly estimate of MUF-LEMUF. This enhancement is to meet timeliness goals 

for abrupt diversion but also may provide information useful for detecting certain 

strategies for protracted diversion. 

E.4.1 Definition 

This concept is defined aa the Enhancement $1 concept with the 

addition of the facility capability for a process draindovn or transfer into 

calibrated vessels in order to permit a biweekly measurement of in-process 

inventory. For purposes of discussion, the uncertainties of the in-process 

measurement are assumed to be those given in ref. 1. 

E.4.2 Capabilities and Limitations 

The major improvement in capability lies in the time sensitivity 

for abrupt diversion. The inclusion of the in-process measurement enables one 

to bridge knowledge of the process between the closing of the material balance 

based on cleanout inventory information. The detection sensitivities for abrupt 

diversion are given in Table E-2. The detection sensitivity for protracted 

diversion will be improved over that given in table E-l, but further analysis 

is needed to determine the extent of this Improvement 

This method is limited in time by the biweekly schedule and limited 

in sensitivity by assumed measurement uncertainties for materials in-process. It 

should provide some Information on the location of a loss. The neglect of, or 

inability to account for, solids adhered to the process vessels may cause initial 

transient problems following a cleanout Inventory. 
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Table E-2 

Estimated Abrupt Diversion S e n s i t i v i t i e s for "Running Inventories" 

at Two-week Intervals 

Faci l i ty Feed 952 Probability of Detection 

(Kg) (2 of Feed) 

Reprocessing 600 Kg 11.6 1.9 

Pa-conversion 600 Kg 6.0 1.0 

M0X Fabrication 300 Kg 3.9 1.3 
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Assumptions 

E.4.3.1 Technical 

(a) Assumes that process vessels of a reprocessing plant 

would be calibrated (approximately) and provided with 

sample lines. 

(b) Assumes a drain-down of the conversion equipment every 

two weeks. 

(c) Assumes concentration of materials in a fabrication fa

cility into measurement stations, once every two 

weeks. 

(d) Assumes the existence and availability of all such 

measurement equipment. 

E.4.3.2 Economic 

(a) Cost of additional vessels, sample lines, and sensors 

(perhaps most of these would be installed for process 

control anyway). 

(b) Cost of calibrations before plant operation and during 

physical inventories. 

(c) Cost of lost production during drain-down at conver

sion and fuel fabrication facilities (perhaps 1 

shift). 

(d) Cost of drain-down measurements by facility operator. 

(e) IAEA increased inspection effort for verification of 

drain-down measurements. 
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E.4.3.3 Institutional 

There is a degree of increased inspector access in the 

sense of (1) access to the drain-down measurement points in the facility, and 

(2) additional ability to assess facility operation based on drain-down 

measurements. 

E.5 Enhancement #3 - Dynamic Material Accountancy 

Instrumentation 

In this case a complete set of in-line instrumentation, capable of very 

rapid measurements, a data acquisition system, and a computer analysis system is 

provided. 

E.5.1 Definition 

The degree of improvement of the in-process estimation is such 

that: 

(a) One can perform dynamic material balancing around any pre

scribed processing operation. 

(b) The speed of measurement and data acquisition permits hourly es

timates of the material balances. 

(c) Sufficient process operating variables are measured and ac

quired into the data analysis system such that mathematical 

filters can be determined and used for noise removal and for 

decisions about the operation of the process. 

(d) All flows are monitored including waste streams. 

E.5.2 Capabilities and Limitations 

The mass sensitivity of abrupt diversion Indication and the timeliness of 

the indication are presented in Table E-3. In addition, the division of the fa-
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Table E-3. 

Abrupt Diversion Sensitivity for DYMAC System 

Diversion sensitivities of a real-time system based on computer simulation of a 

measurement system and the AGNS Reprocessing Plant. The data below and details 

of the concept appear in LA-6381.2 

Total Diversion 

Measurement Detection Sensitivity at Time 

Strategy Time (h) of Detection (kg Pu) 

8 hr. balancing 

1 hr. balancing 

8 

168 (1 week) 

672 (4 week) 

1 

24 

168 (1 week) 

4.2 

6.3 

12.6 

2.6 

1.8 

4.2 
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cility Into several unit process areas permits abnormal situations to be 

localized. Should a diversion occur, the location from which the material 

was removed and identification of the material form may be provided. The 

potential of this concept as an International safeguards measure lies in the 

vast amount of process and material balance data collected, Its timeliness, 

and the opportunity to monitor the operation of the facility in detail. Differences 

between observed parameters of facility operation as compared to expected para-

> meters are diversion indicators for this concept. The full extent of the types 

of analyses which can be performed on this detailed Information have not been 

explored at this time, nor has the feasibility of use by the IAEA been established, 

nor have the resources necessary for the IAEA to acquire, verify, analyze, and 

utilize this vast amount of data been assured. 

E.5.3 Assumptions 

E.5.3.1 Technical 

(a) Laboratory-scale demonstrations of Dymac can be 

extended to all significant parts of reprocessing, 

conversion, and mixed-oxide fuel fabrication facilities. 

(b) Usefulness to the IAEA will be established. 

(c) Ability of IAEA personnel to specify requirements In 

the design phase, the acceptance stage, and during 

operations. 

(d) Data security for the IAEA 

- measurement tamper resistance, 

- interface security, 

- communication link security, and 

- computer and data base security. 
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In addition, the following will be necessary: 

- International agreement on the cost-effectiveness of 

this technique and on how it conforms to, e.g., the 

principles stated in INFCIRC/153, 

- demonstration of unit process modeling for the IAEA (to 

the degree of precision implied by diversion detection 

goals), and 

- demonstration of a system under operational conditions. 

E.5.3.2 Economic 

The cost of a real time system for international safe

guards has not yet been determined. The capital cost of a comparable domestic 

system is estimated to be approximately 6-71 of the total facility cost. 

E.5.3.3 Institutional 

(a) DYHAC should be built into a facility. This implies 

joint State-IAEA collaboration at an early stage (the 

same should apply to design for 

containment/surveillance for all previous cases). 

(b) The Agency would need to have detailed information 

about the performance (though not necessarily all of 

the detailed design) of process equipment. 

(c) This proposed enhancement Implies around-the-clock 

monitoring by IAEA inspectors. 

(d) The IAEA would know about the efficiency, performance 

and shortcomings of the inspected facility. 
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(e) If the IAEA system should perform poorly, there could 

be many false alarms, and it could become a burden to 

the operators and to the State. If it were to be well 

designed and skillfully operated, it should not be a 

burden, but rather of assistance to the operator and 

the State. 

(f) The implied intrusiveness could be viewed as an econom

ic burden and also as compromising proprietary informa

tion. These aspects deserve further study and 

discussion. 

E.6 Conelusiona 

The IAEA has concluded that its present procedures would not satisfy its 

goals for the future, large plutonium processing facilities. The present 

system of verification of periodic facility reports would not meet either the 

significant quantity or the timeliness goals. Potential improvements in the ac

curacy of measurements might meet the accountancy requirements for conversion 

and fabrication facilities but not those for timeliness. Neither objective 

would probably be achieved for a reprocessing plant. 

The second "enhancement" is the "running-inventory" technique, proposed in 

Reference 1. Basically, the proposal is to take advantage of the information 

about the content of process vessels and of flows and buffer storage, which an 

operator should know in order to operate efficiently. While an operator can op

erate on the basis of past experience and some intuitive projections, the system 

proposed for a "running inventory" would require some system inputs to the facil

ity design. DYMAC, and its alternatives, enhancement 93, are but an extension of 

this design 
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philosophy which incorporates more sensors and a more systematic combination 

and exploitation of the data that should be available for safeguards and for 

process control. 

This simplistic analysis concludes that the present IAEA system, even with 

anticipated Improvements in measurement accuracy, would not be able to meet IAEA 

goals for the future, large processing facilities under consideration. The 

proposed "running inventory" technique would appear to achieve the IAEA timeliness 

goal for the conversion and mixed-oxide fuel fabrication facilities, but probably 

not for the separations MBA of a large reprocessing plant. None of the systems 

proposed here would appear to be able, by itself, to detect diversion of 8 kg 

per year of Pu from a reprocessing or MOX-fuel fabrication facility. An 

enhancement #3 system, if it can be adapted for IAEA use, may permit achieving 

the goals for detection of abrupt diversions at all three types of facility. 
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