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INTRODUCTION 

1. This paper considers the application of Safeguards to a 
future industrial reprocessing plant of the type submitted 
as the reference case for INFCE Group 4 and described in 
WG4/21 (A)Rev 1. The reference plant is based on the 
Purex process and is assumed to reprocess BWR and PWR 
fuels at a design rate in the region of 1,000 t HM/a 
which implies the production of plutonium as oxide at 
a rate approximating to 10t Pu/a. 

SAFEGUARDING OBJECTIVES 

2. Consideration is limited to the application of Safeguards 
to a reprocessing plant which has implemented a Safeguards 
Agreement with the Agency in conformity with the model 
agreement as set out in INFCIRC/153. Accordingly it is 
assumed that the Agency's Inspectors rights of access to 
the plant will normally be limited to those strategic 
points necessary for verification of material flows during 
normal operation and for the verification of the total 
materials inventory at times when a physical inventory is 
taken. In addition they will have access to other strat
egic points. 

3. INFCIRC/153 states that the objective of safeguards is the 
"timely detection of diversion of significant quantities 
of nuclear material" with the use of materials accountancy 
as a "measure of fundamental importance, with containment 
and surveillance as important complementary measures". 
The Agency has indicated that for its internal purposes 
it has adopted guidelines under which Safeguards systems 
should, in due course, aim to detect a diversion of 8 kg 
Pu within about 10 days. The gradua*. diversion of 8 kg Pu 
over a period of one year is also considered. For low 
enriched uranium the corresponding aim is 75 kg U 2« within 
about one year. The Agency seek an a priori probability 
of detecting a diversion of 90% or higher. In this 
connection it is clearly also necessary to construct 
safeguards systems which have, overall, a low rate of 
false alarms. 
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MATERIALS ACCOUNTANCY 

4. The detection by materials accountancy alone of diversions 
of 8 kg Pu when the annual throughput is in the region of 
10t Pu implies an uncertainty in accounting of better than 
0.196 whereas in a number of Agency working documents it is 
suggested that an uncertainty in the region of only 1.0# 
is achievable with current measurement technology. Further 
development work may well achieve significant and worthwhile 
improvements on present performance but it is not presently 
possible to foresee the time when materials accountancy 
will, by itself, provide a complete safeguards assurance 
for an industrial reprocessing plant. It is therefore 
necessary to examine the assurance which can be obtained 
from the complementary safeguards measures, containment/ 
surveillance, as permitted under INFCIRC/153. 

PLANT LAYOUT AND DESIGN 

5. The reference plant may be regarded as consisting of a 
number of individual units including the spent fuel 
storage pond, the reprocessing plant and product stores 
for uranium and plutonium. In addition, there are stores 
for hulls and wastes. The application of containment/ 
surveillance techniques is substantially eased if in 
designing each unit containing a significant amount of 
nuclear material full advantage is taken of the radiation 
shielding required for safety reasons to eliminate as far 
as practicable all opportunities for employees to have 
legitimate access to nuclear materials. Recognising 
however, that there may be a number of occasions when such 
access is essential (e.g. during plant maintenance) the 
operating area can itself be wholly contained within a 
substantial building to which access may only be obtained 
through a minimum number of controlled entrances. This 
concept is illustrated in Figure 1. Transfers between 
units may be safeguarded by conventional techniques (e.g. 
materials accountancy, containment and sealing) although 
there will be further easement of the application of 
safeguards if some of these transfers can be eliminated 
by integrating one or more of the units. For simplicity, 
this paper considers the application of safeguards to a 
fully integrated plant from which the only material flows 
are exports of uranium and plutonium as nitrates to the 
conversion plants and wastes to storage. 

SAFEGUARDS DESIGN FEATURES 

6. In general, it will be noted that potential safeguards 
problems can be significantly eased if safeguardability is 
taken as one of the criteria to be incorporated from the 
inception of plant design. This section discusses in 
more detail the various design features which might be 
incorporated in such a plant for safeguards purposes. 

7. Irradiated Fuel Receipt 

The basic input to the plant would be irradiated fuel 
elements in a container which had been sealed by the 
inspectorate after verification of its contents on loading 
at the reactor site. The seals would be re-verified by the 



Inspectorate on arrival at the reprocessing site where 
the fuel assemblies would be transferred to the pond 
complex (which would include the spare storage capacity 
required for safety reasons) for storage under seal. 

Storage Pond and Post-Irradiation Examination 

Verification of the inventory would be by item accountancy 
and confirmation of seal integrity. When fuel was re
moved from storage for post-irradiation examination the 
basic safeguarding measures would be item accountancy 
complemented by containment. If necessary, fuel would be 
returned to the pond in a container which had been 
resealed by the inspectorate. 

Chop/Leach Facility 

Transfer of fuel assemblies to the chop/leach facility 
would be under close inspectorate surveillance until 
each assembly had been irretrievably fed to the dissolver; 
item accountancy would be maintained to this stage. As 
a secondary measure the inspectorate might also require 
close surveillance of empty containers on their removal 
from the pond area. 

It is in the chop/leach facility that materials account
ancy has to be re-established when item accountancy is 
lost as fuel assemblies are sheared prior to dissolution. 
All practical experience to date suggests that accurate 
material accountancy cannot be established until both the 
hulls and all solid residues have been removed from the 
dissolver liquor. Special consideration is, therefore, 
required of the measures to be taken to ensure that these 
side streams do not afford a potential diversion route. 
In the plant under consideration the nuclear materials 
content of hulls and centrifuged solids would be measured 
to the best available accuracy prior to transfer along 
contained routes to totally contained stores. 

Process Area and Laboratory 

Materials accountancy would be established in the accounting 
tank and both the uranium and plutonium bearing streams 
would be accounted for prior to transfer to store. 

The waste streams would be monitored to confirm that their 
plutonium and uranium contents were minimal and within 
authorised limits. It is suggested that measurement of 
the nuclear materials in these streams may not be necessary 
for safeguards purposes since they do not afford credible 
routes for diversion. Exaggeration of the content of 
these streams would however create 'surplus' material in 
the process area which might be diverted by another route 
and alarm levels are required. 

It is recognised that the analytical laboratory could 
offer a credible route for diversion of kilogram quantities/ 
annum. All reasonable steps would be taken to eliminate 
this possibility at the design stage. Close surveillance 
would, nevertheless, almost certainly be required of all 
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personnel and materials leaving the laboratory area. 

14. Careful attention is required to the verification of 
the design of facilities for the receipt of process 
materials (e.g. nitric acid) to confirm that they do 
not offer a credible route for diversion. 

Product Store 

15. The inspectorate would require close and independent 
verification of all transfers from the nitrate storage 
areas to the conversion lines. Exports would be in 
sealed containers and re-verified at the receiving 
facility. 

Operating Area 

16. Access to and from the operating area would (except in 
emergencies) only be through doors equipped with devices 
capable of confirming that nuclear materials were not 
being illicitly removed. Facilities would be afforded 
to the Inspectorate to confirm that the integrity of the 
containment barriers was unimpaired. Detailed rights 
of access for the Inspectorate would be negotiated on a 
case-by-case basis. 

CONTAINMENT-SURVEILLANCE 

17. If containment/surveillance systems are to complement 
materials accountancy it is necessary to quantify the 
probability of such systems detecting a diversion (and 
the false alarm rate) and also to combine this proba
bility with the assurance obtained from materials accoun
tancy. Appendix I illustrates the methods of obtaining 
the containment/surveillance assurance and Appendix II 
establishes the validity of combining the probabilities 
to obtain an overall assurance. 

18. The containment/surveillance function for a particular 
plant can only be derived from examination of the de
tailed design of each individual accounting area (it 
being necessary to consider firstly whether materials 
accounting by itself can provide sufficient assurance 
with an acceptable rate of false alarms). If additional 
assurance is required means have to be established for 
verifying the integrity of the containment of the area 
and of monitoring all routes for nuclear materials from 
it. 

19. In Appendix I the method of obtaining the containment/ 
surveillance assurance during entry to the plutonlum 
nitrate buffer store for maintenance purposes (if required) 
is illustrated. It is in this area of the plant that the 
Plutonium nitrate is at its highest available concentration. 
In all other areas of the plant the concentration is very 
much reduced thus increasing the volume of the material 
to be handled and in some areas it is, additionally, 
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mixed with fission products which would necessitate 
massive containers for safe handling. In this example 
it is established that both the containment provided 
by the walls of the store and the surveillance of the 
door to the store using presently available commercial 
equipment together give an essentially 100# assurance 
that a diversion of 8 kg Pu will be detected at the 
time it occurs. 

20. Qualitative examination has established that containment/ 
surveillance systems can equally well be designed for 
the other plant areas to give a very high degree of 
assurance that diversion of a significant quantity would 
be detected. The rates of false alarm are also acceptable. 

SAFEGUARDS INSPECTION 

21. Safeguards inspectors are concerned to verify plant design, 
material flows and inventories at strategic points, and 
the integrity of containment/surveillance systems. 
Verification of all of the design features relevant to 
Safeguards for a plant throughout the construction period 
of between 5 and 10 years would be a major undertaking 
for the safeguarding authorities; a task for which they 
are presently not equipped. Furthermore, it is by no 
means clear that the effort required would be particularly 
productive. It is for consideration, therefore, whether 
for plants with a substantial containment/surveillance 
contribution to the safeguards system it is necessary 
for inspectorates to verify the materials flow system 
within each contained area. Clearly considerable emphasis 
must be placed on verification of the containment bound
aries during the construction phase to confirm that they 
do not conceal undeclared pipework which might be used 
for clandestine purposes; particular attention should be 
paid to the foundations of the building at this stage. 
Thereafter, it may be sufficient merely to confirm that 
pipework leading from the contained areas can only be 
used for the purposes stated by the operator. 

22. Verification of material flows and inventories will be 
achieved by independent confirmation of operator's 
measurements. Particular importance will be attached to 
analysis of the first accounting tank after the chop/ 
leach section when materials accountancy is re-established. 
For this analysis in particular and for the product 
analysis it may well be necessary to install duplicate 
analytical facilities (preferably operating remotely 
and automatically) one of which would be tamper-proof 
and for inspectorate use only. 

23. Under the safeguarding principles proposed in this paper, 
an important inspection activity will be the verification 
of the containment boundaries and the performance to 
specification of surveillance instrumentation. Attention 
by the inspectors will be required at times when the 
containment boundaries are legitimately breached e.g. 
during maintenance operations, although experience suggests 
that this will be infrequent and development of remote 
maintenance techniques may further reduce the need for 
inspector surveillance. 



24. One of the diversion strategies which is customarily 
considered is the "contrived emergency" under cover 
of which material is removed via the emergency exits. 
It is not clear whether it is a legitimate consideration 
for a plant of the type described since materials can
not be taken into the operating area without passing 
at least one surveillance device. The difficulty can, 
however, be dealt with in principle by arranging for 
emergency exits to lead to a safe controlled area from 
which personnel would be released after monitoring in 
the presence of an inspector. 

25. The foregoing considerations suggest that inspectors 
should be available on a continuous basis. The required 
intensity of their inspections, however, will vary from 
time to time and will depend in particular on the design 
of each section of the plant, the state of plant operations 
and the performance of the surveillance devices installed. 

26. The foregoing study of the feasibility of safeguarding 
a future industrial plant for the reprocessing of LWR 
fuel which could be built for operation in the late 
1980's was undertaken, inter alia, on the following basis:-

a. the plant would be safeguarded in accordance with 
the provisions of the IAEA's model agreement 
HJFCIRC/153; 

b. the IAEA's internal guidelines for safeguards 
systems of aiming to detect, with upwards of 9056 
confidence, an abrupt diversion of 8 kg Pu or a 
protracted diversion of 8 kg Pu over a period of 
one year (as described in paragraph 3). 

c. the safeguards system should be designed to provide 
a high degree of assurance to the operator that he 
would not be wrongly suspected of diversion. 

d. continuous inspector availability would be provided 
and additional inspector effort made available as 
necessary for special operations 

It has been demonstrated that for industrial reprocessing 
plants the performance of the overall safeguards system 
can be quantified and designed to meet a high standard of 
performance. 

CONCLUSIONS 

27. It is concluded that;-

i. Techniques are available to enable future indus
trial reprocessing plants to be designed so that 
they can be safeguarded to the requisite standards 
and within the context of the existing legal 
framework provided that the Inspectorate makes 
full use of the available information including 
both materials accountancy and containment/ 
surveillance. 
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Application of the principles proposed 
necessitates that the Inspectorate is staffed 
with personnel of the requisite skills (these 
need extending to the verification of contain
ment/surveillance) and in sufficient numbers 
to enable inspectors to be continuously avail
able on site. It is not suggested that the 
Inspectorate's powers need extending. 

Methods are available for quantifying the over
all safeguards assurance obtained from materials 
accounting complemented by containment and 
surveillance. 
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MATERIALS IN 

SURVEILLANCE 
PERIMETER CONTAINMENT 

PERIMETER 
CONTAINMENT 

PERSONNEL WASTE 
TTONTTORING O F THE VERY 
LOW LEVELS 6F NUCLEAR 
MATERIALS INVOLVED— 

MATERIALS OUT 

FIGURE 1 CONCEPTUAL DIAGRAM OF A PLANT UNIT 



APPENDIX I 

SAFEGUARDS ASSURANCE FROM CONTAINMENT - SURVEILLANCE 

BASIC APPROACH 

The contribution of containment to. Safeguards starts with the 
basic proposition thet if material has been put into a box which 
was then locked and the box has not been subsequently opened 
then the material is still in the box. This concept is well 
established where nuclear materials are deposited in a bonded 
store or sealed container but has not been extended to process 
plants. For the concept to be valid it is necessary to devise 
means of establishing firstly that integrity of the walls of 
the box has not been breached and secondly that the lock has 
not been opened. This appendix first illustrates the application 
of the concept to part of a process plant and then suggests an 
approach of general applicability. 

THE DOORWAY MONITOR 

The example considered is how an inspector can assure himself 
that entry into one of the nitrate storage cells (for main
tenance purposes say) is not taken as an opportunitv to divert 
a significant quantity of plutonium (taken as 8 kg Pu). The 
nitrate is assumed to" be at a concentration of 300g/l. 

It is assumed that:-

(i) the cell is surrounded by massive concrete walls 
and that it can only be entered through one door 
leading from the operator area (Figure 1). 

(ii) the inspector has verified the integrity of the 
walls during construction or subsequently (see 
paragraph 6 below) and also that the door has not 
been opened since its integrity was last verified. 

(iii) the inspector is able to confirm that material cannot 
pass along the normal routes for material from the 
store (this might be achieved for example by simple 
isolation procedures.) 

The safeguarding problem reduces to confirming that the 
opportunity of entering the cell is not taken to breach the 
plutonium nitrate container and extract 8kg Pu for removal 
through the doorway. Such an operation would of its very 
nature be likely to be detected through visual observation 
but the inspector may chose to monitor the doorway as one way 
of obtaining additional assurance. 

In this example the would-be diverter has to remove approx
imately 21 litres of PuN if he is to obtain 8 kg Pu. 
He can choose to do so in one-movement or any 



number of smaller movements. The monitoring devices presently 
available to an inspector are radiation detectors, and metal 
detectors, which may be supplemented by the use of cameras 
(or visual observation). Table 1 below gives details of the 
performance of a typical commercially available^doorpost 
monitor with a false alarm rate of about 1 : 1(K. This 
performance may need to be improved for safeguards purposes. 

Table 1 - Door Post Monitor Performance 

No shielding 

Metallic shielding 

Non-metallic 
shielding 

Metal Detector 

90% 
confidence 

-

1 "thickness 
To" lead 

99.9% 
confidence 

• -

£" thickness 
lead 

! 

Radiation Detector 
i 

90% ; 

confidence 

lg.Pu 

5g Pu 
with 1 " lead 

shielding 

5g Pu 
with 3" thick 

concrete 
shielding 

99.9% 
f confidence 

15g Pu 

50g Pu 
with $" lead 

shielding 

50g Pu 
with 24" thick 

concrete 
shielding 

Examination of the options open to a diverter leads to an 
analysis of the type set out in Table 2 which indicates that 
means of detection are available to inspectors which would give 
a high degree of certainty that the door load not been used as 
a diversion route. It must'also be borne in'mind that removal of 
the nitrate would not be intrinsically easy and that in the 
case under consideration the material still has to be removed 
from the operating areajwith its own monitoring devices, before 
a diversion has taken place. 

Table 2 suggests the technical means by which various diversion 
strategies could be countered. It is not proposed, however, 
that all doors should be equipped with each of the devices 
mentioned since a number of the strategies would be countered 
by straightforward visual observation. 
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Table 2 - Counters to Diversion Strategies 

Method of Diversion 

(i} More than 8000 
movements of less 
than Ig of 
unshielded Pu 

(ii) 8000-533 move
ments of l-15g 
of unshielded Pu 

(iii) Less than 533 
_ movements of more 
|P than 15g unshiel

ded Pu 

(iv) More than 1600 
movements of less 
than 5g of Pu 
shielded with 
less than 1 "lead 

To* 

(v) 1600-160 move* 
ments of 5-50g Pu 
shielded with 
1 " - \n lead 

• 

(vi) Less than 160 
movements of over 
50g Pu shielded 
with over £" 
thickness of lead 

(vii) More than 1600 
movements of less 
than 5g Pu 
shielded with 
less than 3" 
concrete 

Detecting Device 

Occupancy counter 

Occupancy counter,/ 
radiation detector 

Radiation detector 

Occupancy counter 

Metal detector/ 
radiation detector 

Metal detector/ 
radiation detector 

Occupancy counter 

Means and assurance of 
detection 

High frequency of visits (over 
20 per day - for a year) rouses 
suspicions of inspector - 100% 
assurance 

High frequency of visits; 
probaoility of_detection bet- -,, 
ween l-(O.I)8000 and 1-(0.001)P:" 
- both essentially 100% 

Probability of detecting each 
diversion is greater than 99.9% 

High frequency of visits - 100% 
assurance 

Metal must be taken into the 
store to provide shielding for 
material taken out; probability 
of successful diversion halved. 
Assurance between - /0.1\1600 
and , .(0,001 160 \ #£•) 
essentially loO%. 

Probability of detecting each 
diversion is greater than 99.9% 

High frequency of visits - 100% 
assurance 

< 
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Method of Diversion 

(viii) 1600-160 move
ments of 5-50g Pu 
shielded with 3"-
24" concrete 

(ix) Fewer than 160 
movements of over 
50g Pu shielded 
with over 24" 
concrete 

1 

Detecting Device 

Occupancy counter/ 
camera/radiation 
detector 

Camera 

Means and assurance of 
detection 

High frequency of visits; camera 
will detect concrete balls over 
about 1ft diameter with high 
probability; radiation detector 
gives assurance between 

1 -(0.1)1600 and 1 -(0.001)160 

- essentially 100% 

Camera will detect movement of 
concrete ball of over 4ft 
diameter with 100% assurance 

WALLS 

6. The previous section illustrated a possible approach to doorways 
on the assumption that the boundary walls of an area acted as a 
total barrier to the passage of nuclear materials. For massive 
barriers such as a radiation shield this can be assured if the 
inspectorate verifies the integrity of the wall at the time of 
construction and confirms the integrity of the outside of the 
wall with - sufficient frequency to ensure that it could not be 
breached and re-instated between inspections. 

7. For less substantial barriers the frequency of inspection required 
to be near 100% assurance might be such as to warrant installation 
of •urveillance devices e.g. a camera triggered by a movement 
detector. In such cases the probability of detecting a diversion 
will be determined by the instrument performance. 

GENERAL METHOD 

8. In order to derive the overall probability of a containment-
surveillance system detecting a diversion it is necessary to 
systematically analyse each relevant area of plant as follows :-

(a) The boundary of each contained area has to be 
established and means identified for confirming 
its integrity. 

(b) All routes by which nuclear materials might cross 
the boundary have to be identified (e.g. process 
routes or doors). 

(c) TTr 3implest necessary events which take place if 
mi .. rials are to be transferred along the routes 
are identified and methods of detecting sufficient 
of such events are established. 
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(d) The reliability of such methods is established 
by analysis of the events which would prevent 
detection and an assessment of the frequency of 
their occurrence. 

(e) The probability functions for each potential 
diversion route are then completed to give the 
overall probability of the containment-surveillance 
system detecting a diversion for the contained 
area. 



Appendix II 

COMBINATION OF MATERIALS ACCOUNTANCY AND 

CONTAINMENT/SURVEILLANCE INFORMATION 

INTRODUCTION 

1. The reprocessing plant described in the main paper will 
consist of a number of contained areas, each of which has 
a barrier against diversions. In addition, the plant will 
be divided into several accounting balance areas (ABAs)for 
which the materials accounts will provide some information 
about whether or not a diversion has occurred. These ABAs 
may include one or many contained areas. The outer contain
ment of the plant would also offer further protection. For 
a diversion to be successful, therefore, it must escape 
detection by a number of defences. It was shown in the main 
paper and Appendix I that each type of defence, materials accoun
tancy or'containment and surveillance, can offer an assurance of 
detection. These assurances are defined as the probability 
of detecting the diversion of a given quantity of material 
with a particular false alarm rate. This appendix shows 
how the assurances offered by all the defences may be com
bined to give an assurance for the whole plant. 

COMBINATION OF THE INFORMATION FOR ONE AREA 

2. Since the information from both materials accountancy and 
containment and surveillance is quantified in terms of pro
babilities, it may be combined using the laws of probability 
theory. Thus, for example, for a plutonium nitrate store 
where a materials account is prepared over a particular 
period, the accountancy information offers a certain pro
bability that the diversion of a quantity would not be 
detected. This probability could be written MA(x). 
Similarly, the probability that the diversion would not be 
detected by verification or surveillance of the containment 
could be written as CS(x). Provided only that the materials 
accountancy system and the containment and surveillance sys
tem operate independently, the overall probability 
of the diversion causing neither of the alarms to go off is 
given by :-

P (no alarm) » CS(x). MA(x) 

Thus the probability that an alarm will go off, which is 
one of the assurances required, is :-

P (alarm) - 1- CS(x). MA(x). 
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CONFLICTING SIGNALS 

3. It is quite possible that a significant MUF could occur 
at the end of a period when there has been no alarm indicating 
a-breach of the containment*^ The containment and surveillance 
systems may be classified into two types;i) those which are 
either in the 'alarm' state or not, with no intermediate 
states, and ii) those to which a statistical test may be app
lied to determine how probable it is that a diversion has 
occurred (a Door Post Monitor may be used in this latter mode). 
If it is the first type of system which has given no alarm, 
the evidence from the materials accountancy and con-? 
tainment and surveillance is apparently in conflict. It 
will be important in the design of the safeguards systems 
that the way of resolving such conflicts is defined. For 
example, if the assessed probability of detection of 
diversion by the containment and surveillance systems is 
sufficiently high, then no accusation would be made, sub
ject to verfication that the equipment was still operational. 
One possible way of dealing with this type of situation is 
to say that the probability of obtaining a materials acc
ounting alarm but no containment/surveillance alarm is 
CS(x)(1-MA(x)). This could be compared with the probability 
that this same alarm/no alarm situation could have been 
obtained if there had been no diversion. This is the false 
alarm probability given by CS(0)(1-MA(0)). If it is the 
second type of containment and surveillance system that 
is involved in the conflict, the evidence given by this 
system is a probability that no diversion has taken place. 
This may be combined with the evidence from the materials 
accountancy (as it is of the same form) according to the 
usual probability rules. 

THE OVERALL ASSURANCE FOR A PLANT 

4. The above sections have shown that for a particular area of 
plant it is possible to define the probability of detecting 
a diversion by combining the materials 
accountancy and containment and surveillance information. 
For the plant as a whole, a diversion of a significant quan
tity could be built up, thus it is important that the 
overall assurance for the plant is defined against the 
worst combination of diversions from individual areas. Thus 
if F(x±) is the resultant probability of detection of a 
diversion of x, from the 1 th area, the overall assur
ance F(x) would be given by 

F(x) - 1 - max TT (1 - F(x,) ) 
(xi) I V 1 x 

(That is, the overall assurance is given by one minus the 
maximum value of the product of the probabilities of no 
detection for all of the n areas of the plant). The process 
of obtaining the worst set of quantities, given the defin
ition of the probability of detection from each area, would 
be resolved by a computer programme using established 
optimisation techniques. 

2. 


