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Reliability studies of nuclear power plant safety functions have, 
up to now, required the use of large computers. As they are of 
universal use, these big machines are not very well adapted to 
deal with reliability problems at low cost. ESCAF has been deve
loped to be substituted for large computers in order to save 
time and mone/. rscAF is a small ilectronic device which can be 
used in connection with a minicomputer. It allows to perform 
complex system reliability analysis (qualitative and quantita
tive) and to study critical element influences such as common 
cause failures. In this paper, the device is described and its 
features and abilities are outlined : easy to implement, swift 
running, low working cost. Its application range concerns all 
cases when a good reliability is needed. 

-oCAF - FAILURE SIMULATION AN'-: RELIABILITY CALCULATION DEVICE 
i'.iis paper intends to describe a device developed to perform failure simulations 
and reliability calculations concerning complex systems. This device called ESCAF 
allows in addition to study the system sensitivity to common cause failures and , 
to find the critical elements able to cause more likely the system failure. The 
vary low working cost of ESCAF makes it possible to consider its use from star
ting the design of such systems for which a good reliability is required (safety 
systems for example). 
liSCAF has been developed at the French "Commissariat à l'Energie Atomique" in the 
Jeiartment of Nuclear Safety. 

S 
WORKING PRINCIPLE 
iV.e ESCAF working principle is described in figure 1. 
Aie system to be studied is simulated by using electronic logical gates (OR and 
X.iO) . A gate is associated with each component to simulate its good and bad 
v/orking. For example, considering a valve which has to let a fluid pass through, 
J 2-input AND gate allows to simulate on the first input the good working of the 
valve (valve open, the fluid is able to pass through)' and on the second one the 
failure of the valve (valve closed, the fluid is stopped). 
The different gates corresponding to the various components are connected according 
to the real functioning diagram or the fault-tree depending on the problem to be 
studied. 
& failure combination generator is used to inject into the above circuit some 
signals simulating component failures. All the possible failure combinations can 
oe then achieved,at first 1 by 1, then 2 by 2, etc... The generator takes into 
account all the failure combinations which cause the system failure and issues 
the list of the corresponding failed components through a minicomputer. 
''he minicomputer can be used to perform : listings,sorts out and reliability 
computations. 
f'iis allows to achieve a large number of combinations in a short time as the fai
lure combination generator very quickly switches from one combination to the next 
°ne (less than 20 microseconds) and the simulator has a very short response time 
(a few microseconds). This fastness in connection with the unsophisticated means 
used, is one of the basic features of ESCAF. 
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DESCRIPTION OF THE DEVICE AND DEFINITIONS 

Simulator 

The system to be studied is therefore transcribed as a functioning diagram or a 
fault-tree which are realized through wiring logical gates (TTL technology). On 
figure 2 is shown, as an example, the connection diagram of a very simple system. 
For the construction of fault-trees, we can refer to A. Carnino (3). 
Standardized cards allow a rapid implantation of the circuits : the wire wrapping 
technique gives a great flexibility in the realization of the wiring. It cai be 
considered that for a circuit of 50 components about 1 day of work is needed (plan 
and wiring). This is comparable to the .*oding and punching work necessary when a 
large computer would have been used. 
Failure combination generator 
The failure combination generator is connected to the simulator by the same number 
of wires than the number of component failures required to be simulated. The device 
is designed in a nodular way, so that it would be possible to extend it up to 1000 
components. An overview of ESCAF is given on figure n° 6. 
A selector switch on the front panel of the failure combination generator allows 
to choose the number of component failures to be injected simultaneously into the 
simulator. The system is initialized thanks to a push button in order to initiate 
the first failure combination. After that all the possible combinations are auto
matically generated. It is however possible by using control switches to do this 
step by step either for each combination or for each combination leading the stu
died system to fail. So using a display to s'.-.ow the component failures correspon
ding to a given combination and the resulting state of the studied system it is 
possible to carry out very detailed analysis without .îeeding a minicomputer. 
A digital display gives either the number of generated combinations or the number 
of combinations leading to the failure of the studied system. 
Now we are going to recall some definitions in order to describe the mathematical 
bases on which ESCAF is designed. 
Cut sets 
A cut set is a subset of component b » (e^, ej, ... e^) such that if all the com
ponents of this subset are failed and the other ones are not the studied system 
is itself failed - A. Kaufmann (1), M. Corazza (2). It is interesting to notice 
here that the cut sets defined in this way are corresponding to the disjunctive 
events of the system truth table. 
Minimal cut sets. A cut set b is minimal if there is no subset b* of b which is 
itself a cut set. 
Order of a cut set. The order of a cut set is the number of component failed. 
State variables. To search cut sets and minimal cut sets a state variable x< is 
associated with" each component e*. The state variable x^ is equal to zero when 
the component is failed and equal to 1 otherwise. The logical TTL gates of the 
simulator are used to simulate these component states variables. 
Minimal cut sets search . Using a switch, a very quick elimination of the non 
minimal cut sets ii performed directly by the failure combination generator. 
Supposing that a cut set of order k has been found (k failed components e i t e*... 
with corresponding state variables x., xJ ... equal to zero). The failure combi
nation generator then makes the component ei good working by setting its state 
variaole ^ to 1. If the studied system is still failed anymore, then this cut 
set is not minimal because there exists a cut set of order (k - 1). Otherwise 
xi is reset to zero and the same test is performed successively with the other 
components of the cut set. The cut set involved is a minimal one only if the 
system remains in a failed state for all these tests. 
In fact, this method is valid only if the system is coherent that is if and 
only if any component set including a cut set is itself a cut set. D. Esary (6) 
or, in other words, if the structure function of the system is monotone. 

U/c/i. 
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Then, if bj is a cut set of order i, b 
there is no cut set b i_, included into'b^ then, b^ is a minimal cut set. 

including b^ is also a cut set and if 
This can 

be easily shown. If it is supposed in that case that bj. is not minimal, there 
would exist at least one cut set b i _ m included into bj with m ̂  2. But, the struc
ture function being monotone it would be possible to find cut sets such as : 

i m i-m+1 i-m+2 b i - ! 
which i s contrary to the above assumption. then bi_ m c b i =&• b ^ *=-b 

Host of the practical cases concerning safety systems being self coherent, 
this method can be used. F'-r such systems, if a set of failed components causes 
the system failure, failure of one or several extra components cannot result in 
the good working of the system (this is' the typical feature of a self coherent 
system). An "Exclusive OR" circuit is an example of non coherent structure for if 
either of the 2 inputs is failed the system is failed but if both are simultaneous
ly failed the system is working well. 
Connection matrix 
A connection matrix using diode plugs can be inserted between the simulator and 
the failure combination generator to give extra possibilities to the device. Rows 
of the matrix are connected to the outputs of the failure combination generator 
and its columns to the simulator failure inputs. Common cause failures are allowing 
to be studied by connecting several columns to the same row. Th..s does not prevent 
from simulating at the same time the elementary failure of each component by using 
the diode plugs. This ma.rix allows in addition to study the system when some com
ponent failures are removed. 
Result output 

Each time the failure combination generator gives a combination that causes the 
system failure (cut set or minimal cut set according to the problem) it generates 
on its output unit the list of the failed components. In general, this unit is a 
minicomputer but it could be simply a printing unit in that case. 

For example, by simulating the circuit shown on figure 1, the following results are 
obtained : 
TABLE 1 L'.st of cut sets. 

Order etc. 

none 

Cut sets 

1 2 123 1234 
2 5 124 1235 
1 6 125 1245 
5 6 235 1246 
7 8 245 

i 
i 
• 

1247 
i 
• 
i 

Number of cut sets 
among combinations 0/8 5/28 28/56 58/70 54/56 
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TABLE 2 - L i s t o f minimal c u t s e t s 

Order 1 2 3 4 5 e t c . 

Minimal 
Cut s e t s 1 6 

5 6 
7 8 

None 1 2 367 2347 
2 5 458 1348 

Number o f - m . c . s . „ / 8 5 / 2 8 2 / 5 6 2 / 7 0 0 / 5 6 

among combinat ions 

I f ( 1 , 2 ) appears a t o r d e r 2 , ( 1 , 2 , 3 ) i s not kept a t order 3 because i t i s a l ready 
inc luded i n order 2 . 

RESULTS 

Aii example based on the emergency shutdown system of the Fessenheim 1 French PWR 
reactor is used to illustrate the possibilities of ESCAF. Figure 3 shows how 
sensors, cables, threshold triggers, relays, etc are connected. 
Number of cu^ sets and minimal cut sets 
Figure 4 shows the results obtained without using a computer in terms of the test 
order. This figure clearly shows the very short time needed Tor obtaining data on 
a large number of combinations ; 45 seconds for testing 2 598 960 combinations at 
order 5. It also shows that test can be carried out up to high orders (30 hours 
for order 9). We can notice that the number of data involved by minimal cut set 
search is significantly lower than this involved by cut set search. The curve 
concerning the minimal cut sets shows that there are minimal cut sets up to the 
order 10. Therefore, this brings to light the interest of performing common 
failure studies which reduces the order of a cut set. We can observe that the 
maximum number of minimal cut set is found for orders 6 and 7, 

Histogram of each element occurence frequency 
Using a minicomputer, it is possible not only to get the cut sets and minimal cut 
set lists but also to carry out data processing in order to bring to light the 
most important events. A kind of processing of such data consists in building the 
histogram of occurrence frequency for each element and for each order. Figure 5 
shows that 2 elements appear one time at order 2 and are therefore elements 
upon which a special care should be granted. This figure also shows the relative 
importance of the various elements when the order is increasing. Of course, it is 
possible to perform other Kinds of processing of these data. 
PROBABILITY CALCULATIONS 
Two methods can be used to get the system failure probability whan knowing the 
elementary comp tent failure probabilities. The first is based on the use of the 
cut sets and the second one on the use of the minimal cut sets. In both cases, the 
probability of failure of each component is given as input to the minicomputer 
using its keyboard and can be recorded on a cassette in view of using it later. 
Method using cut sets 
The system failure probability is calculated according to the following formula 
(corresponding to the truth table) s 

p - t n p. n ( i - p 4 ) 
kec i £ b ' k

 x j e S ' k

 x 

6C/4/4 
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C represents the set of all the cut sets b. 
b*. is the set of the indices corresponding to the components of b. 
P, is the probability of failure of the component e. 
This formula is valid even if -he structure is non-monotone. In practice, the 
failure combination generator supplies the cut sets to the computer which carries 
out products and summation step by step. It is then possible t see how the sys-
cera failure probability increases with the order of the run. In fact, it is not 
necessary to take into account highest orders becaus » the increase in accuracy 
becomes negligible and the computing time prohibitive. 
In practical cases, elementary probabilities of failure are not equal to 1, thus 
it is better to use the following formula : 

n Pt 
j£e •» k£C i£b\ * p i 

e being the component set. 
The quantities Pj are calculated only once just before running the program. 

1-Pi 
TABLE 3 - Probabi l i t i es cf_failure_of the components corresponding to figure 3 . 

Component Probability of failure 

1, 5, 9, 13, 17, 21, 25 
2, 6, 10, 14, 18, 22, 26 
3, 7, 11 
15, 19, 23, 27 
other ones 

7.20 10 
3.60 10 
3.39 10 
6.98 10 
1.00 10 

-5 
-5 
-3 
-3 
-4 

Using these data the following results are found : 
TABLE 4 - Accuracy of the probability of the system failure according to the 
orders of the cut sets taken into account. 

Orders taken 
account 

Into Probability of failure Computing time 

2 
2 + 3 
2 + 3 + 4 
2 + 3 + 4 + 5 

9.5900 lO - 9 1 s 
1.0000 10" 8 12 s 
1.0011 10" 8 

1.006812 10" 8 

10 mn 
4 h 40 mn 

These computations have been carried out in line using a WANG 2 200 minicomputer. 
Such an accuracy is not necessary but it was intended to check the method by 
comparing the results with those given by the PATREC code - A. Blin (5) - on a 
large computer : 1.006824 10" 8. 
This method has thus the advantage of working in line with a minicomputer pro
viding a good accuracy and using a simple program. 
Method using minimal cut sets 
This method has the interest of limiting the amount of data exchanged between the 
failure combination generator and the minicomputer. As there is a lot of computer 
codes using minimal cut sets and working on large computers, it is possible to 

oC.'cî/S 
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use ESCAF to generate input data for these odes (on punched cards, magnetic t«p«s 

punched ribbon, etc ). However, a program has been developed using our minicon- ' 
puter according to the following principle : 
A function * k can ue associated with each minimal cut set 

x x corresponds to the failure of component e^; indices i, j ... m correspond to 
the failed components belonging to the cut set. 
The system failure can be ther. written : 

D » U «fc 
i * l.n 

n being the number of minimal cut sets. 
The probability of failure of the system can be then written in the form of an 
alternate sum : 

P (D) » SJ-SJ+SJ + (-l)n"1Sn 

where Si » Z P (*k n^r» ...) 
k<l<^.. __—_—__-

i terns 
The method consists in creating bv using chain processing the chain Sj and the 
chain - S2+S3... . Each chain includes the elements such as i^n i t n ... where 
the intersections such as x. O x, have been replaced by Xj.. Similar terms are 
gathered with a weight corresponding to the algebraic summation of the terms. 
The probability of failure of the s'stem is then computed by replacing the number 
of the elements found in the chains by their probability of failure, by carrying 
out products to replace the intersections (n) and by performing the above sum
mations. 
As the sum S.-S,+S,... is alternate this method allows to find upper and lower 
bounds between which the exact value is located. These calculations can be perfor
med without any approximation only if the time and the space available in the 
computer allow to process ali the minimal cut set. Otherwise the results are only 
approximated. 
In the case of Fessenheim diagram, selecting the 100 minimal cut sets having the 
highest probabilities among the 517 minimal cut sets found up to the order 4, this 
program has given a probability of 1.01116 10~ for the system failure. 
The processing time of the chains was 6 hours. The minimum space needed was about 
16 k octets. The numerical processing was carried out within 2 mn. 
COMMON CAUSE FAILURE STUDY 
Each circuit to be analyzed has its own characteristics and it is possible to 
imagine a certain number of cause able to set to failure several components at 
the same time (manufacturing faults, fire, human errors, earthquake..,' . 
The list of cut sets provided by ESCAF helps the investigations in the common 
cause failure field. For example the set of elements (16, 20, 24, 43, 47) is a mi
nimal cut set of order 5 and the set of elements (16, 29, 30, 33, 34, 36, 37, 40, 
41) is a minimal cut set of order 9. But the elements 16, 20, 24 are similar re
lays and the elements 29, 30, 33, 34, 36, 37, 40, 41 are similar matrix relays. 
So, if now we consider common cause failure on the relays, the minimal cut set of 
order 5 becomes a minimal cut set of order 3, in the same way, a common cause 
failure on matrix relays cause the minimal cut set of order 9 to become a minimal 
cut set of order 2. Therefore, these 2 cut sets which appeared negligible in first 
investigation have, in fact, a strong influence on the system failure when common 
cause failure are taken into account. An other way to study the influence of 
common cause failure on the system is to use the connection matrix which allows 
to simulate easily any common cause failure as an extra element by putting 
diode plugs in the right places. This leads to a new list of cut sets which 

6c/4/u 
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includes those where common cause failures have occured. 
CONCLUSION 
The results we have already obtained by using ESCAF have shown its ability to help 
to perform reliability studies. ESCAF allows to find cut sets up to highest orders 
without spending a lot of computer time. This is usually very difficult and very 
time consuming with large computer codes. Using the connection matrix givi:s the 
flexibility of suppressing components or introducing common cause failures in a 
very simple way because only slight handling on the device are needed. A lot of 
engineer working time is thus spared compared to the computer codes for which new 
punched cards are needed for each run. As ESCAF works very quickly and very clo
sely to functioning engineering and at a very low cost it could be used extensi
vely by reliability engineers for designing safety systems for which a good relia
bility is required. Furthermore, using ESCAF in connection with a minicomputer 
leads to reliability quantification of complex systems. 
To summarize, ESCAF is a very practical tool for reliability engineers. 
SYMBOLS USED 
b, bjç = cut set or minimal cut set (order k) 
e. * component 
x, a state variable 
C = set of all the cut sets 
b'jç = set of indices corresponding to the components of b k 

P. = failure probability of component e. 
e = component set 
P ( ) = probability function 
• k = function associated with b^ 
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