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1, INTRODUCTION

Currently, there is considerable interest in the Mathematical founda-

tions of Risk Analysis. Several scientists are asking for unambiguous

definitions of risk and sound techniques to estimate these measures. There

is an immense need in the comparison of risks associated with alternate tech-

nologies.

One of the pioneering efforts to apply risk assessment methodology, by

the use of fault-tree/event-tree techniques is "MASK-1400," the "RasmussenReport,1

also referred to as the "Reactor Safety Study" (RSS) [IS]. There is a "Risk

Assessment Review Group Report" [6], which is a critique of the RSS, prepared

by H. L. Lewis et al. [6]. They point out that.the RSS team did not choose a

specific definition of risk but displayed its results through graphs of the

probability of occurrence of an event against the consequences of that event.

After estimating the probability and consequences, RSS compared estimated

risks with the probability and consequences of other societal risks. The ques-

tion is whether this is adequate. In order to answer this satisfactorily, one

needs to understand the underlyin

priate methodology. Lewis et al.

of risk is a very complex subject

In a paper on the "Probabilis

concepts more clearly and develop appro-

acknowledge the fact that the perception

ic Methods in the Nuclear Regulatory Process,"

Saul Levine [5] discusses the viewpoints and limitations on the application of



risk assessment techniques. Levine hopes that the major contribution of risk

assessment techniques in the nuclear regulatory process should be in the for.

of background analyses that will aid in decision making processes.

In a paper on "Failure Data and Risk Analysis," Vesely [V&] discussed the

ways risk analysis ran be used with data analysis to obtain iiertinent reli-

ability and safety information for decision making. Ir* this paper Vesely

defines Risk Analysis as follows: "Risk Analysis is any quantitative analysis

which determines safety implications, reliability implications, and/or cost

implications from basic failure data and other basic information."

In February 1979, MITRE Corporation organized a meeting on Risk Assess-

ment and Governmental Decision Making. The "Issue/ractbooK* [8J prepared for

the meeting contains pros and cons of each issue and points to the need for

the foundations of risk analysis. A recent report by the National Academy of

Sciences [9], prepared by the Committee on Science and Public Policy, dis- "

cusses the risks associated with nuclear power. It is said that an evaluation

of these risks is based not only on the understanding of the technologies in-

volved but also on a diverse fund of basic knowledge in the physical,

biological, environmental, and engineering sciences.

In this paper we identify a few topics of interest where the mathematical

and statistical community of DOE can make contributions in the area of risk

analysis. In section 2, we point out the importance of having the same proba-

bility space in order to compare different experiments. In section 3, we

discuss consequences as random variafc

tion 4, we discuss the phenomenon of

series-parallel systems and different

on such systems. In section 6, we di

mates of expert opinion.

les with infinite expectations. In sec-

rare events. In section 5, we discuss

kinds of randomness that could be imposed

scuss the problem of consensus of esti-



2. COMPARISON OF EXPERIMENTS

Let (f*,F,P) be a probability space, where 12 is an arbitrary set, F a col-

lection of subsets of fi which forms a sigma field, and P a probability measure.

Usually physical experiments are idealized by probability spaces. For

instance, if we roll a six faced die once, ft consists of the elementary out-

comes: 1 dot, 2 dots,..., 6 dots; F contains eyents such as an even number of

dots or a prime number of dots, etc., and P is any desired probability measure.

In this framework one can find answers to several problems of interest which

arise when we roll a die once.

Suppose we wish to perform an experiment with a die which has twenty

faces. The probability space associated with this experiment is different

from the probability space associated with the experiment described above.

The comparison of these experiments is a problem of different magnitude. The

existing statistical methods restrict to a particular experiment and find

answers to several questions.

3. CONSEQUENCE AS A RANDOM VARIABLE -

Risk is commonly defined as the probability of aniundesired event, e.g.,

see Rowe [11]. With this definition, it is not clear whether one is thinking

of an experiment which can, be idealized byoa probability space or one is talk-

ing about probability as a measurl^ of belief.

Given a probability spacrj, one can talk about measurable functions (with

domain as ft), referred to as random variables. Real valued random variables

are functions that map the set ft

P uniquely defines the cumulative

valued random variable X given b>

into real numbers. The probabilitymeasure

distribution function F(x) of the real

P[w: X(w) < x] = F(x).



In the context of risk analysis, events of low probability and high

consequence are of significance as opposed to events of high probability and

low consequences. If consequences can be measured by real numbers, then con-

sequences may be considered as real valued random variables defined on a

probability space. Professor I. Kotlarski of Oklahoma State University sug-

gests that consequences should be identified by nonnegative random variables

whose first moments are not finite. This is based on the premise that

lim x[l-F(x)] * o ,
Y->CO **

where x denotes the consequence and 1 - F(x) denotes the probability that the

consequence is greater than x. Consideration of consequences whose expecta-

tions need not be finite, suggest new perspectives on the problems in risk

analysis. For instance, the percentiles of the v.. st possible consequence,

characterized by the cumulative distribution of the maximum value of

X,,Xp,..., X , of n independent identically distributed consequences, give

us information on catastrophes. These ideas need to be explored further in

the context of practical problems in risk analysis.

4. RARE EVENTS AND THE POISSON PROCESS

Events whose probabilities are very small are generally considered to

be rare events. Suppose a pack of 52 playing cards is shuffled well and a

bridge hand of 13 cards is dealt. There are exactly h = 635,013,559,600

different hands that can appear; therefore, the probability of any specified

set of 13 cards appear in a hand is equal to 1/h, which is a very small

number, and the event may be considered as an improbable pvent. But everytime

a hand is dealt, one of the h possibilities is absolutely certain to occur.



Warren Weaver [17] discusses this example and suggests that small ness of

probabilities is not enough to discuss rare everts.
i

The Organization for Economic Co-operation and Development (OECD) has a

Nuclear Safety Division, which has a Committee on the Safety of Nuclear Instal-

lations (CSNI). This committee appointed a Task Force on Problems of Rare

Events in the Reliability Analysis of Nuclear Plants (1976-1978). This task

force studied the problem of rare events thoroughly and concluded that the

low probability events should be studied in conjunction with high consequences

[10].

At times, the Poisson process is referred to as the phenomenon associated

with rare events. We shall not go into the well-known derivation of the Poisson

process based on the properties: (i) stationarily, (ii) a process with inde-

pendent increments, and (iii) the impossibility of the occurrence of more than

one event in a small interval of time At. These characteristics lead to a

difference differential equation whose solution is the Poisson distribution.

We shall now present a set of axioms including an axiom on rarity, which lead

to a functional equation whose solution is the Poisson process. This result

is due to Janossy, Renyi and Aczel [4],

Let us consider a counting process N(t)» which denotes the number of

events observed during the time interval [0,t], and let Pjjt) = P[N(t) = k].

Axiom 1. The process is homogeneous in time, i.e., we assume that the proba-

bility that exactly k events occur in the time interval (t-j ,t2) depends

only on the length of this interval t = t,> - t,. This is true for all

t1 < t 2 and all k = 0,1,2

Axiorr 2. The process is Markov's type, i.e., the number of events occurring

during the interval (t,,t~) is independent of the number of events occur-

ring •-Jyring the interval (t.~,t.) where t, < t^ < t3 < t..



Axiom 3. The events are rare, i . e . ,

l im P l ( t ) , l im T _ : P 0 1

t->o i - p o ( t f - ' o r t->o " I - P 0 ' ( O " u •

In other words, as t->0, the probability of one event occurring in the

time interval (0,t) is asymptotically equal to the probability of at

least one event occurring in the same interval.

Theorem (Janossy, Renyi and Aczel): Axioms 1, 2, 3 imply that

Pk(t) =
 fAtj>, e , k = 0,1,2... .

Professor Roy Leipnik of the University of California at Santa Barbara

suggests several generalizations of the definition of rarity given here. For

instance, one may define the process to be a-rare if

l im

ta[l-p0(t)]

One may also define the process to have "unprecedented events" whenever

the time interval between two events has an infinite first moment. It is well

known that

P[N(t) = k] = P[Wk+1 > t ] , k = 0,1,2...

where Wk+-j is the sum of k +1 independent and identically distributed inter-

arrival times. Thus the process with

F(t) = PQ̂  < t ] = 1 - pQ(t) and E(^) = j pQ(t)dt = -



is said to be a process with unprecedented events. The characterization of the

associated counting process seems to be an open problem. The implications of

these generalized concepts of rarity and the concept of unprecedented events in

the context of problems in risk analysis have yet to be investigated.

5. SERIES-PARALLEL SYSTEMS

A simple model which has several applications in reliability theory and

allied topics is a series-parallel system. Consider a system with k + 1 sub-

systems, called cut sets, C«,C,,..., C. arranged in a series. The system fails

if at least one of the cut sets fails. Let us suppose that the cut set C. has

n. components arranged in parallel, i = 0,1,2,..., k. Let us assume that no

two cut sets have a component in common. Then any cut set fails to function

only if all the components of the cut set fail. One can answer several ques-

tions, such as the probability of failure of the system because of the failure

of a specified cut set or the statistical properties of the life length of the

system, under different assumptions. El-Neweihi, Proschan, and Sethuraman [3]

assumed that after t components have failed, each of the remaining components

are equally likely to fail, and the components fail one at a time. They found

answers to some of the problems mentioned above. Sobel, Uppuluri and

Frankowski [13] developed efficient recurrence relations and numerical algo-

rithms and a set of tables useful in multinomial sampling problems. These

tables give answers to the problems discussed above when the number of compo-

nents n-, i = 0,1,.,., k are large. Feasibility studies were made to do

similar computations in the case of hypergeometric sampling.

At times, common mode failures are studied using the series-parallel

system as a model (see e.g., Abramson [1]). The components in a cut set C.
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are assumed to have failure distributions, such as the exponential distribu-

tion. The probability of the failure of the system and the statistical

properties of the waiting time for the failure of the system are studied in

such a model. There is a need to study the appropriateness of these assump-

tions on the failure behavior of the components in the context of safety of

large systems.

6. EXPERT OPINION AND SAATY'S METHOD

When there is paucity of data, the temptation is to use the expert

opinion that is available. When there are several estimates given by several

experts, one. has to obtain the consensus estimate and discuss the uncertain-

ties. In 1977, T. L. Saaty [12] introduced a methodology to study

unstructured decision problems. This falls in the category of Delphi tech-

niques. Saaty's method assigns weights to objects based on data obtained by

pairwise comparison of objects. If there are k objects, and a-, denotes the

relative importance of object i compared to object j , then 0 < a i - =

Such a matrix is called a "reciprocal matrix." From Perron-Froebinius theory,

it follows that the largest eigenvalue, A m = . of a reciprocal matrix is real
max

and the eigenvector (x,,x0,—, x.) associated with this A has also real
i & K nia x

and positive components. The normalization w = x /(x,+...+x.), a = l,2,...,k

makes the eigenvector (w,,...,w. ) unique, which is the weight vector asso-

ciated with the k objects.

The author has reformulated the problem in terms of the logarithmic

least squares and obtained estimates of wa, given the reciprocal matrix.

For a 3 x 3 matrix these estimates are identical to the eigenvalue approach;

for higher dimensional matrices, though the estimates of w are numerically



different, they are of the same order of magnitude. The author v/as pleasantly

surprised to find some of this material in a recent book by Mirkin [7], of

the Soviet Academy of Sciences. Saaty [1]] has applied this method to hier-

archical problems. One needs to investigate the usefulness of these methods

in the context of risk analysis and modify them suitably if necessary.

Hitherto, people who used pairwise comparison data were concerned about

inconsistent triads and so on. The strong point in Saaty's approach is to

accept the fact that human comparisons can lead to inconsistent data and

develop methodologies that lead to sensible conclusions. There are several

computer programs that are developed at Oak Ridge for the analysis of paired

comparison data which is the input for reciprocal matrices.
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