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Abstract MASTER 
A method for the evaluation of physical protection systems 

at nuclear facilities has been developed. The evaluation process 
consists of five majcr phases: (1) Facility Characterization, (2) 
Facility Representation, (3) Component Performance, (4) Adver
sary Path Analysis, and (5) Effectiveness Evaluation. Each of 
these phases will be described in some detail and illustrated by 
examples. The process for evaluation of physical protection sys
tem effectiveness against an outside threat will be presented for 
a reactor facility. 

Introduction 

A procedure for evaluating physical protection systems at 
nuclear facilities through the use of the Safeguards Automated 
Facility Evaluation (SAFE) methodology and a technique for target 
identification for light water reactors (LWRs) is described in 
tl.is paper. 

The SAFE methodology can be applied to one of two adversary 
goals, an adversary goal of either theft or sabotage. Within each 
adversary goal, a further decomposition into adversary action 
categories appears necessary. For an analysis of an adversary 
whose goal is theft, the adversary action categories of access, 
acquisition, and removal must be considered. For example, if an 
outsider were trying to gain access to the material within a 
nuclear facility, the access phase of the adversary actions would 
be the travel of the adversary from the facility boundary up to 
the material location. The next phase would be the acquisition 
phase, which is the actual acquiring of the material by the adver
sary. This might involve gathering the material and placing it in 
a container preparatory to its removal. The final adversary ac
tion category is the removal phase, i.e., the actual transport of 
the material by the adversary from inside the facility to beyond 
the facility boundary. 

A similar set of adversary action categories can be applied to 
the adversary goal of sabotage except that in this case, it is not 
necessary for the adversary to escape from the facility to achieve 
his goal. The adversary must first gain access to the vital compo
nents of the facility and then destroy vital components. If the 
adversary is successful in destroying the vital components, it is 
assumed that his sabotage mission would be successful even though 
he may not escape from the facility. These adversary action 
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categories represent a decomposition of the analysis so that a com-
comphensive evaluation of the physical protection system can be 
determined. 

Figure 1 shows the physical protection evaluation process 
broken down into five different areas: (1) facility characteriza
tion, (2) facility representation, (3) component performance, (4) 
adversary path analysis, and (5) effectiveness evaluation. Any com
prehensive evaluation technique must consider these areas in some 
level of detail. The first step in the evaluation process is begun 
by completion of the facility characterization phase, h primary con
cern in this phase is target identification. The facility character
ization phase is an input to the SAFE methodology. The second step 
in the evaluation process converts a plant layout (blueprints) into 
a computerized facility representation. The third step requires the 
analyst to set the component performance of the physical protection 
system based on those adversary characteristics which are of con
cern. The fourth step involves the generation of critical adversary 
paths to each target. The final step in the process, effectiveness 
evaluation, provides a more detailed analysis of the critical adver
sary paths. For a comprehensive analysis, the analyst must select 
and evaluate several alternate paths, different environmental and 
adversary conditions or threats, and different targets that might 
represent different operational conditions (i.e., in a maintenance 
mode of a nuclear reactor, the facility might be configured quite 
differently than it is in a normal operation mode and possess a 
different set of targets). If the analyst were designing a facil
ity, he would actually repeat the entire process from the beginning 
and consider changes to the facility. To perform a comprehensive 
analysis, the analyst would have to cycle through each of these 
loops several times, looking at different peths and different en
vironmental conditions that were relevant to the specific site and 
different threat characteristics. Each of the five areas which 
comprise the physical protection evaluation process is discussed 
briefly in the following sections of this paper. 

Facility Characterization 
The first step in the evaluation process is the facility char

acterization phase. The objective of this phase is to determine six 
essential facility characteristics! (1) the plant layout character
istics, (2) the targets and vital areas, (3) the operational condi
tions, which include such items as maintenance condition, normal 
operation and emergency condition, (4) the environmental conditions 
that are relevant to the specific site, i.e., heavy rain, snow, or 
extreme cold, (5) identification of the components of the physical 
protection system and their location, and (6) the characteristics 
of the guard forces which include number of guards, types of weapons, 
routing of patrols, etc. The facility characterization process is 
illustrated in Figure 2. The inputs to the facility characterization 
process include the various security plans ehat have been developed 
by the facility, the facility drawing, the safety analysis report, 
and the environmental reports for the facility. This information 



should be supplemented with information gained from site visits as 
required. 

An essential output of the facility characterization phase is 
the various plant layout characteristics, including the barriers, 
access points, etc. The targets and vital areas are identified for 
specific reactor operational conditions. Three additional sets of 
information can be obtained from this process; specific site-
relevant environmental conditions from the environmental reports, 
the physical protection system component description and locations, 
and the particular guard characteristics which are available from 

' the security plans. 
One major output of the facility characterization phase in

volves the identification of targets and vital areas. Because the 
application of the method illustrated herein is a reactor, the pri
mary concern is the identification and characterization of sabotage 
targets. A generalized vital area analysis procedure for LWRs has 
been developed and is shown in Figure 3. The generic sabotage fault 
trees (GSFT) can be converted to detailed site-specific sabotage 
fault trees by utilizing GSFT for LKRs and plant-specific data as 
input. A vital area analysis is then performed to determine the 
Type I and Type II vital areas. A Type I vital area is an area 
in which the adversary t'Ould be required to visit only one area in 
the facility in order to successfully compromise components that 
would lead to radiological sabotage. Type II areas are those areas 
in which the adversary would be required to visit more than one area 
in order to compromize components that would ultimately lead to 
radiological sabotage. 

Vital area analysis has been applied to several different 
operating reactor facilities. The Nuclear Regulatory Commission 
(NRC), Office of Nuclear Reactor Regulation has applied this process 
to roughly 13 pressurized water reactor (PWR) facilities and 13 
boiling water reactor (BWR) facilities as part of their reactor 
review procedure. 

Facility Representation 
The second phase of the evaluation process is the facility 

representation phare. The objective of this phase is to provide 
a basis for the evaluation procedure through a computer representa
tion of the facility layout. This phase provides an explicit record 
of the analyst's assumptions regarding the facility representation. 
As shown in Figure 4, the inputs to this phase are the outputs from 
the facility characterization phase, the plant layout characteris
tics, and the target and vit3l areas for specific operational condi
tions. The output of the facility representation phase is a specif
ic computer representation of the facility. For example, a facility 
layout or blueprint, as shown in Figure 5, shows a chain-linK fence 
around the outside of the facility and a main reactor building. In 
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addition, there are several ancillary buildings around the area. 
All of this informatioa is translated into a computer representation 
of the facility. 

A procedure has been developed for accomplishing this task. 
The input required for this procedure includes the (1) plant layout 
characteristics that comprise the principal barriers and obstruc
tions to any adversary movement,- (2) all points of potential ingress 
and egress by the adversary (this might include such items as win
dows, doors, potential adversary penetration points of boundaries, 
barriers, fences, walls of the building, etc.), and (3) floor levels 
and their interconnection through stairwells and ventilation ducts. 
The specific targets and vital areas for a set of operational con
ditions is also required. 

The facility representation phase is accomplished through a 
digitizing process pictorially illustrated in Figure 6, in which the 
analyst uses a digitizing tablet and a cross-hair pen to send X,Y 
coordinates of the locations from the blueprints to the computer. 
The analyst simply traces over the essential or key features of the 
blueprints and obtains a corresponding one-to-one computer graphics 
representation. The result of this process is a simplified facility 
drawing for the overall facility, as shown in Figure 7. This draw
ing represents the first level of the facility, i.e., the chain-link 
fence and the major buildings inside the fence. Figure 8 represents 
the interior of the building which is designated Plant Layout-Level 
2. The diamonds represent potential sabotage targets, and the tri
angles represent stairwells that join one floor to another. Figure 
9 represents the third level of this facility. 

Component Performance 
The next step in the process of evaluating physical protection 

systems involves setting the component performance of each of the 
physical protection system components. The objective of this phase 
is to base performance of both hardware and personnel upon relevant 
sets of environmental and adversary conditions for that specific 
site. As Figure 10 pictorially illustrates, the process involves 
as input the computer representation that was produced ir. the facil
ity representation phase. Also, the facility characterization phase 
provides a description of the physical protection system components 
and the site-relevant environmental conditions. Whan this informa
tion is coupled with specific adversary characteristics a specific 
component performance that is relevant to the environment and the 
given threat being considered can be set. For example, if one com
ponent of the physical protection system is a fence disturbance 
detection system (an intrusion detection system on the fence at 
the perimeter of the facility), under a high-wind condition, fence 
would shake the sensor system and the net result would be a large 
number of false alarms. Under this condition, the intrusion alarm 
would be ineffective. Therefore, it would be desirable to have 
alternative procedures or multiple detection systems in order to 



insure perimeter intrusion detection over all the site-relevant 
environmental conditions for that specific component. It is through 
the use of these types of component performance assignments that 
the analyst can set specific bounds on component performance while 
directly coupling this information to adversary attributes and 
environmental conditions. A worst-case component performance can 
be considered in terms of how the adversary can defeat the system 
and from this information bounds on adversary attributes can be 
set. 

For this application of SAFE, the threat goal was sabotage by 
a single outsider under normal reactor operating conditions and 
the environmental condition of high winds. The adversary is on 
foot and equipped with hand tools for breaking and entering. 

In summary, the component performance phase provides a method 
to document and communicate all of the analyst's input data assump
tions. It also provides the basis for the effectiveness evaluation. 
Component performance is based on a specific set of operational, 
environmental, and adversary conditions. By providing bounds on 
specific adversary attributes, the analyst is not required to con
sider every scenario but, in a more global sense, a bound for the 
worst-case adversary scenarios is determined. 

Adversary Path Analysis 

The next phase in the evaluation process is the adversary 
path analysis phase. The objective of this phase is to provide a 
systematic procedure for generating meaningful adversary paths for 
subsequent evaluation. 

The adversary path analysis process is shown in Figure 11 
where the input from the component performance evaluation is a spe
cific facility representation in terms of the digitized facility 
The facility and physical protection system are represented by a 
graph of nodes and arcs. The guard characteristics that are avail
able for the interruption capability are obtained from the facility 
characterization phase. Interruption implies detecting the adver
sary with sufficient time to respond with a guard force to confront 
the adversary prior to his completion of the sabotage mission. It 
includes such items as the response time of the guards and weapons 
characteristics. 

Critical adversary paths are generated to each target based 
on certain adversary characteristics. This permits an upper bound to 
be placed on the system performance given the adversary characteris
tics. The output is a critical set of paths for each target within 
the facility. Figures 12 and 13 illustrate this output on the digi
tized facility layout. The nodes (diamonds, squares, triangles) on 
the chain-link fence at the perimeter of the facility represent pos
sible entrance points where the adversary could penetraie_the_fence. 
The nodes on the building represent points where the 6dverversary"^> 
could enter through a door or penetrate a wall barrier^ Each of the 



(X 

nodes will have assigned a tine for penetration by the adversary 
and a detection probability if there is a detection mechanism at 
that particular location. The problem is then solved using a graph 
of nodes and arcs to find the most critical path to each target 
within the facility. Figures 12 and 13 illustrate one path in which 
the adversary comes through the chain-link fence, traverses the open 
area, and enters a building door. The adversary then goes inside the 
building, through a stairdoor, and down the hall through two more 
doorways to a target. This well represents a shortest path which 
the adversary could traverse to sabotage the facility. 

The pathfinding algorithms used to identify critical paths pro
vide a capability for examination of several alternative adversary 
strategies. The analyst can consider an adversary who tries to min
imize his time with these pathfinding routines. This represents a 
force scenario being used by an adversary who penetrates barriers as 
rapidly as possible to strike the target. The user can also choose 
to determine the most critical paths to each target in te.-iiu of 
lowest probability of detection for the adversary. This represents 
a stealth or deceit tactic being employed by the adversary. The 
combination of these two measures in terms of minimum timely detec
tion provides a more complete measure. In this case, the concern 
is with detecting the adversary and coupling that detection with 
sufficient delay iime to permit the guard force to respond and con
front the adversary before he has accomplished his mission. In es
sence, concern centers on an adversary trying to minimize detection 
up to a "guard response time locus" about the target. Within this 
response time locus, the adversary tries to minimize his time. This 
represents a critical adversary path which combines adversary tac
tics of force, stealth, and deceit. 

In summary, the adversary path analysis forms a basis for 
bounding the adversary strategies and actions. It reduces the 
enormous numbers of adversary paths in a complex, multilevel facil
ity to a manageable set for evaluation. Only the critical paths are 
generated to each target. If every possible path to a target in 
the facility being considered were exhaustively generated, it has 
been estimated that the number of unique paths exceeds 10 . Even 
with currently available computers, it is very impractical to take 
an exhaustive search approach to this problem; therefore, very ef
ficient algorithms have been created to find only the critical paths 
to each of these targets. In a matter of a few seconds of computer 
time, critical paths can be generated to 30 or 40 targets within a 
complex facility. 

Effectiveness Evaluation 
The last phase of the evaluation process is the effectiveness 

evaluation. The objective in this phase is to provide meaningful 
aggregate measures of physical protection performance. Inputs to 
the effectiveness evaluation are primarily obtained from the adver
sary path analysis phase and involve critical paths to each target 
within the facility. As noted in Figure 14, the characteristics of 



the guard force which involve the neutralization capabilities (the 
specific types of weapons, numbers of people, training, whether or 
not they have cover, etc.) are obtained from the facility charac
terization phase. 

As an illustrative output of this process, part of the global 
results that were obtained from the facility is shown in Figure 15. 
All Type I targets have been considered. A response time of 7 
minutes to each target has been assumed for three guards, and the 
targets have been numbered in Column 1 as Target 221, 440, etc. A 
vulnerability index has also been calculated. It indicates which of 
these targets is the most attractive in terms of the adversary try
ing to reach each of the targets conditioned by the performance mea
sure being used in the critical path analysis. For example, in 
terns of minimum timely detection performance. Target 221 was gen
erated 68 percent of the time by PATHfinding Simulation2 (PATHS). It 
is the most attractive target that the adversary could cho> se in 
trying to achieve his objective. The interruption lower bound as 
determined by PATHS is shown to be 0.87 and increases in a manner 
very similar to the decreasing vulnerability index. In the neutral
ization process, it was assumed that three guards were available to 
fight one adversary. A simple product of interruption and neutral 
ization provides an an overall system win of 0.8 is obtained for 
target 221, while the system win for Target 440 would be 0.87. A 
worst-case condition for each Type I target within a facility is 
obtained and the analyst can insure that no targets possess a capa
bility of less than 0.8 for the performance measures being utilized. 
Procedures also exist for the evaluation of all Type II targets 
within a nuclear facility. 

Figure 16 is a three-dimensional picture of tlv probability of 
interruption plotted vertically versus the response time of the 
guard force versus the probability of detection of Sensor 4. (Sensor 
4 is the door sensor located at the entrance to the reactor building 
as noted in Figures 12 and 13.) If the sensor fails or does not work 
properly, the probability of interruption deteriorates almost two to 
one, down to about 0.5j whereas,if the sensor is very effective, a 
very high probability of interruption is obtained, provided the re
sponse time is under about 5 or 6 minutes. 

Summary 

The physical protection system evaluation procedure is illus
trated in Figure 17, which shows the computer techniques or codes on 
tho left and the general outputs from each of the phases of the pro
cess on the right. Under facility characterization, a primary out
put is the target identification. Computer codes such as the Set 
Equation Transformation System (SETS) and GSFTs are used to perform 
this analysis. To digitize the facility and prepare it for evalua
tion, several of computer codes, labeled here simply as Graphical 
Representation through Interactive Digitization (GRID) and Automated 
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Region Extraction Algorithm (AREA), are utilized. A digitized repre
sentation of the facility is obtained as an output. The component 
performance is then set from data obtained from the Safeguards 
Engineering and Analysis Data Base* (SEAD) which provides computer 
input to SAFE in terms of various delay times or detection proba
bilities. An output is obtained from SAFE to represent a specific 
facility in terms of specific environmental and operational condi
tions. The analyst then uses the adversary path analysis technique 
(PATHS, HINDPT, ADPATH 2' 5' 6) to minimize detection probability, 
time, or timely detection and to generate critical paths for each 
target. EASI and the Brief Adversary-Threat Loss-Estimator7 (BATLE) 
are utilized for an effectiveness evaluation along the critical path 
that would provide the overall system performance measures. Ulti
mately the more critical adversary paths would require a more de
tailed evaluation using the Safeguards Network Analysis Procedure 
(SNAP) to look at specific scenarios. This would provide additional 
detail in the overall system performance measure. The SAFE process 
can be accomplished in a matter of a few days to a few weeks. The 
vital area analysis within the facility characterization phase is 
currently being utilized by the NRC to identify Type I and Type II 
vital areas for all the operating reactors in the United States. 
Currently, the time to perform this process for a typical averages 
from 2 to 4 weeks. 

In conclusion, a simplified and automated procedure tor identi
fying targets and vital areas has been developed for BWRs and PWRs 
using the evaluation methods described. A mechanism for determining 
critical adversary paths which provide a determination of overall 
critical bounds on system performance in a global sense has been 
implemented. The process provides a very explicit documentation of 
all the analyst's assumptions. SAFE provides a basis for develop
ment and communication of policies and regulatory decisions relative 
to the physical protection system performance. From the licensee's 
perspective, the techniques could be utilized as a design aid to 
the licensee and for upgrading to meet certain regulations. SAFE has 
been applied to se ?eral facilities and should prove to a very useful 
technique for analyzing physical protection systems. 
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