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As public perceptions of the risks associated with nuclear energy 

have grown, the Impacts of safeguards have been fe l t in al l areas of nuclear 

activity. Processing plants, in particular, are of principal importance 

to safeguards. This paper is intended to help convey a general understanding 

of safeguards 1n a broad context, and to Indicate how certain parts of safe

guards systems impact on processes such as the remote fabrication of fuels. 

There are important distinctions between the two levels at which 

safeguards are applied. In the U. S., the nuclear industry Is most aware 

of the safeguards administered by the Nuclear Regulatory Commission (NRC), 

which are intended to prevent the theft or misuse of nuclear materials and 

to deter sabotage which could release radiation in excess of regulatory l imits, 

by subnational groups. Similar systems are in operation in other countries. 

Generally, these state systems take the form of regulations laid on fac i l i ty 

operators which Involve procedural and physical controls, monitoring for 

compliance, and verification of material accounting. The controls mandated 

by the state authorities include the elements of detection and response, 

and hence they impose controls in a direct, physical sense. 
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There Is a second t i e r o f safeguards at the Internat ional l e v e l . 

In contrast to the State systems, the safeguards administered by the 

International Atomic Energy Agency (IAEA) const i tute an information system 

only. The function of an internat ional system is detection and not con t ro l . 

The responsib i l i ty fo r physical control rests at the State l e v e l . The IAEA 

operates on information obtained from the State system and from f a c i l i t y 

operators, and from i t s own independent observations and measurements. 

I t i s expressly enjoined from obstructing processes or the movements o f 

materials or personnel i n any way. 

The product of the IAEA safeguards system is an e x p l i c i t statement, 

fol lowing a periodic material-balance accounting, of the quanti ty of nater ia l 

unaccounted fo r and an estimate of the accuracies of the measurerwnts support

ing th-? accounting. The safeguards system includes other elements that generate 

relevant information to support the assumption that the accounting i s v a l i d ; 

that i s , that a l l materials were measured, that plant and process design 

information i s correct , and that there were no undeclared materials movements 

or a c t i v i t i e s . These elements f a l l under the general heading of design i n fo r 

mation and containment/surveillance. 

Containment/surveillance is a term that has come in to usage in connec

t ion with IAEA safeguards. Or ig ina l l y , i t was applied to sealed containers, 

in which the i n teg r i t y of the container and seal provided assurance that 

In international usage, the term "safeguards" i s applied only to th is 
second l eva l ; State systems including physical protection are spec i f i ca l l y 
excluded. The l a t t e r is referred to as State Systems fo r Accounting and 
contro l . 



a previous measurement of the container contents remained valid. In view 
of the fact that the IAEA is never permitted to obstruct movements of 
materials in any way, containment is actually an auxiliary function supporting 
surveillance. Surveillance, whether by an Inspector or by detectors or 
viewing devices, is the element that provides the safeguards Information. 
In other respects containment/surveillance 1s analogous to certain parts 
of the physical protection systems administered by the States, and particular 
installations may serve both systems. The difference is in how the function 
Is used; in IAEA safeguards it is solely to support the validity of measure
ments and accounting; in State systems it may also aid in direct physical 
control. 

As safeguards measures have intensified, systems have been extended 
frca periodic audit and inventory verification by inspectors to comprehensive 
systems involving continuous surveillance and on-line measurements at many 
points. Particularly in future plants that process plutonium fuels using 
remote operations, the safeguards system will be a significant consideration 
in plant and process design. 

An integrated safeguards system to counter subnational threats consists 
of a materials measurement and accounting system to verify that nuclear material 
has not been lost or stolen as well as a physical protection system to secure 
the plant. The system descriptions for materials measurement and accounting 
will not be described in this report. 

The Department of Energy (DOE) Office of Safeguards and Security (OSS) 
administers a program of research and development (R and D) to develop 
safeguards technologies. About five years ago, safeguards R and D was 



greatly expanded with increased emphasis on physical protection. Under 
this program, Sandia Laboratories has developed conceptual systems and 
technology for safeguarding fuel-cycle facilities, with major emphasis 
on providing physical protection against subnational theft and sabotage 
threats. 

A systematic approach to designing physical protection systems for 
nuclear facilities has been developed by Sandia under the DOE programs. ' 
This design sequence has been applied to a fuel fabrication facility, light-
water reactor plants, and a fuel reprocessing plant,J and a number of phy
sical protection system alternatives have been produced for each facility. 
A physical protection system consists of hardware components and associated 
procedures combined with response forces. The objective of the hardware 
and procedures is to detect and delay adversary actions until response can 
be brought to bear, and it fulfills this goal by providing two functions: 
access control and operations monitoring. Access control insures that only 
authorized personnel and materials enter protected areas at the plant. 
Access control elements detect and delay attempted entry by unauthorized 
personnel or by authorized personnel with contraband (explosives and weapons). 
Operations monitoring detects unauthorized transfers or handling of bulk 
items containing nuclear material, and detects manipulation of plant compon
ents which could sabotage the facility. Information from operations monitor
ing components is used by plant security personnel in coordination with 
facility operators to respond to unauthorized operations. The appropriate 
response depends upon the indicated discrepancy and could range from 
operator check-out to calling for the response force. 



One way to successfully protect a f a c i l i t y against a wide range of 

potent ia l ly sophisticated subnatlonal threats 1s to provide physical 

protection at each of three concentric layers of the p lant : access control 

at the plant perimeter, access control i n to plant bui ldings containing 

material access areas or v i t a l areas, and access control i n t o , and opera

t ions monitoring w i t h i n , material access areas and v i t a l areas. (Figure 1) 

Material access areas are physical zones wi th in the plant which contain nuclear 

material requir ing protect ion. V i ta l areas are physical zones wi th in the 

plant that contain plant equipment which i f sabotaged could resul t in the 

release of radiat ion in excess of 10 CFR 100 regulatory l i m i t s . Material 

access areas and v i t a l areas can be iden t i f i ed by constructing the f t and 

sabotage fau l t trees based on plant process descriptions and bui lding layouts. 

Events in the f au l t trees correspond to the f t or sabotage act ions; the trees 

are analyzed using Boolean-equation manipulation computer codes6 to iden t i f y 

a minimum set of areas and components (associated with these actions) requir ing 

protection. 

A number of candidate physical protection systems can be developed 

by ident i fy ing d i f fe ren t components ( in t rus ion detectors, personnel i d e n t i 

f ica t ion devices, explosives detectors, e tc . ) at each plant layer and 

combining the d i f fe rent subsystem layers in to a var iety of hardware systems, 

that subsequently are combined with procedural practices and response force 

alternatives to form many d i f fe ren t physical protect ion systems to be 

evaluated. For each hardware component of each system, performance require

ments fo r detection and delay against a range of threats are tabulated. 

Where possible, these requirements represent s ta te-o f - the-ar t equipment 

capabi l i ty as summarized in the Sandia hardware handbooks . 7 , 8 ' 9 For 



components recommended fo r future development, the requirements are design 

goals to be met. 

The re la t ive effectiveness o f each physical protection system in 

detect ing, delaying, and neutral iz ing adversary actions can be estimated 

using the Path Analysis (PANL) and Br ie f Adversary Threat Loss Estimator 

(BATLE) computer c o d e s . 1 0 ' 1 1 PANL calculates the probabi l i ty that adver

saries are detected in time fo r a response force to engage them. PANL 

coupled with BATLE calculates the probabi l i ty that adversaries are engaged 

and neutral ized. 

These systematic physical-protect ion design steps enable quant i 

t a t i ve , cost-ef fect ive comparisons to be made among d i f fe ren t candidate 

system al ternat ives. Design goals established fo r speci f ic system com

ponents enable detai led design to proceed fo r a par t icu lar physical pro

tect ion system selected fo r implementation. 

As a result of analyses performed fo r a number o f d i f fe ren t 

fuel-cycle f a c i l i t i e s , Sandia recommends that the fol lowinq system 

elements be considered in the design o f physical protection systems 

for fuel processing f a c i l i t i e s : 

o Perimeter intrusion detection and delay elements 

o Heavy doors and walls on buildings 

o Perimeter and bui lding access control elements fo r 
personnel i den t i f i ca t i on , contraband detect ion, and 
special nuclear material detect ion. 

o Security operations center assessment elements 



' o Secure communications network 
o Protected guard positions on perimeter 
o Operations control alements at vital components and in 

material access areas 
o Secure emergency evacuation capability. 

With international safeguards, there are additional constraints. 
The State, including the 'facility operator, is a potential adversary with 
much greater opportunity for obstruction and tampering than a subnational 
adversary. Furthermore, the IAEA safeguards system can only collect in
formation; it cannot, control material flows or intrude on facility operations 
in any way. Containment/surveillance therefore resembles physical pro
tection only in the function of monitoring the passage of materials through 
openings in the containment that is afforded by walls, barriers, shielding 
containers,- and other features of the facility or operation. 

For international safeguards, materials measurement and accounting 
provides the basic information upon which a statement about diversion must 
be based. Containment/surveillance cannot detect diversion but it can make 
it more difficult for materials to escape accounting and it can provide an 
indication that anamalous, possibly diversion related, actions are occuring, 
leading to subsequent timely investigation by the IAEA. 

A containment/surveillance system must operate in a facility unoer 
the assumption that the entire operations staff may try to negate its 
effectiveness. Thus, the necessity for providing stringent tamper-
indicatio.i for system components is greater than for physical protection 
applications in which procedural practices, such as two man rule and 
routine staff check-outs, can be used to monitor material movements. 



At Sandia, efforts are underway to systematically develop con
tainment/surveillance systems with the goal of integrating them with 
materials measurement and accounting systems to provide effective inter
national safeguards. So far, the work has focused on identifying 
diversion paths through a reprocessing facility, selecting containment/ 
surveillance system elements to indicate diversion along these paths and 
developing techniques to evaluate the relative effectiveness of selected 
system alternatives. 

i To develop candidate systems for containment/surveillance and to 
perform trade-offs among various alternative systems, three questions 
are relevant. How sensitive is a system in indicating unauthorized material 
movements? How reliable is a'system in terms of false alarm potential? 
How indicative of tampering is the system? 

The system level sensitivity for indicating unauthorized movements 
is being estimated by computing the maximum net rate ?t which material 
could be diverted from the facility without triggering any containment/ 
surveillance instruments. Diversion related material movements are modeled 
in a branch network on which nodes represent containment/surveillance system 
components and arcs represent how material could move from node to node. 
Standard fluid flow computational techniques 1 2 are being used to analyze 
the network. Work on ranking alternate systems in terms of reliability 
and tamper-indicating ability is underway. 

The potential impact of physical protection on a fuel fabrication 
facility can be illustrated by applying selected system components to the 



PuO, unloading and blending areas proposed for the Westlnghouse Anderson 
plant. (Figures 2 and 3) An indication of how containment/surveillance 
for IAEA safeguards could affect these areas is subsequently described. 
The material handling operations are semi-automatic; that is, operators 
have contact with material through gloveboxes and interface with automatic 
handling operations. The following operations occur in the unloading and 
blending areas: 

1. Operators arrive in unloading and blending areas. 
2. Pu0 2 container is transferred to container vent stations. 

Container houses 4 Pu0 2 canisters. 
3. Container is vented. 
4. Container is transferred to container opening compartment. 
5. Container is opened and 4 canisters are removed. Each 

canister contains 8 kg PuO-. 
6. • One canister is transferred to canister unloading compartment. 
7. Canister is weighed and opened. Sample is removed from 

canister. 
8. Sample is sealed, identified, weighed, and delivered 

to Analytical Services Lab via pneumatic tube.* Sampling 
rate is 4.6 g per 8 hr shift. 

9. Remainder of canister contents is pneumatically transferred 
to blending vessel. 

10. Empty canister and empty container are removed to storage 
area. 

11. Blender vessel is isolated and filled. Vessel holds 170 kg. 
12. PuO, is blended pneumatically in vessel. 

The Lab does not return samples to the area, but sends them to miscellaneous 
waste treatment. 



13. Blend stops. 
14. Samples from Blender are transferred to Lab*. Sampling rate 

Is 2.8 g per 8 hr shift. 
15. Remainder of material is pneumatically transferred from 

blender to PuO, feed hopper. 

Physical protection elements limit access to only authorized 
personnel, and deter unauthorized handling of material items. For 
access control, doors into the areas can be equipped with positive 
personnel identification devices, a hand geometry reader for example, 
to exclude unauthorized personnel (a search for contraband can be 
performed at the perimeter gatehouse and building-entry points, instead 
of inside the plant). Substantial construction of walls and doors delay 
overt entry by terrorists until guards can respond. For physical control 
over material handling, operations monitoring can be used. Hardware 
could be installed so that transfer of containers into the unloading 
glovebox is possible only when authorized by supervisory personnel; the 
transfer rotor could be locked off between authorized transfers. Two-
man rule within the areas could deter unauthorized removal of material 
by a plant employee through glovebox ports or pneumatic transfer lines. 
Alternatively, hardware to detect diversion actions, such as sensors on 
gloveboxes and transfer lines to detect penetration, could replace two-
man rule if it is not practical for these particular areas. 

The Lab does not return samples to the area, but sends them to miscellaneous 
waste treatment. 



Containment/surveillance elements cannot obstruct plant operations. 

The identification of containers and canisters transferred into the glove-

box should be verified by monitoring item seals or by measuring some 

unique physical character is t ic of the items to watch for t ransfer of un

declared feed or tampered-declared feed into the area. Two-man rule cannot 

provide acceptable internat ional survei l lance and thus, information from 

sensors monitoring the state o f the containment—unloading glovebox, pneumatic 

transfer tube, and blending area—is needed. Continuous inspection by an 

IAEA representative i s not p rac t i ca l . I f the physical protect ion system uses 

simi lar elements, they can be used to supply information to the containment/ 

surveil lance system provided they are properly tamper-indicating in 

construction. Sampling i s at a low enough rate so that sample l ines need 

not be considered part of the containment to be monitored, but sensors to 

detect abnormally large flows of material through the sample l ines should 

be provided. 

In summary, both physical protection and containment/surveillance 

systems impact plant design and operations. Effect ive physical protection 

systems can be systematically designed; work on designing containment/surveillance 

systems is in progress. Fuel fabr icat ion f a c i l i t y designers need to be 

cognizant of these safeguards system developments to enable e f fec t ive implemen

tat ion of them wi th as l i t t l e e f fect on plant functions as possible. This 

br ie f overview is intended to provide a general indicat ion of what the impacts 

of the systems might be, and current thinking on the i r s t ructure. 
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