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Résumé

Les conroteurs de grappes de combustible irradié destinés aux réacteurs
des centrales CANDU de 600 MW fournissent à l'AIEA** un inoyen sûr et indépendant
d'évaluer les stocks dans les bassins de stockage du combustible irradié lors
de chaque inspection. Leur fonction est très claire: compter les grappes
entrant dans la zone de stockage par les orifices normaux de transfert.
Cependant, les exigences en matière de localisation, de fiabilité, de sécurité
et de fonctionnement en font des instruments très "intelligents" ayant nécessité
un important programme de dévelooDement. De plus, les compteurs de grappes
ont des caractéristiques qui s'appliquent à de nombreux instruments de
garanties fonctionnant sans surveillance. Par exemple, le fait de dissimuler
l'état de fonctionnement aux auteurs possibles de détournement rend moins
rigides les spécifications de fiabilité. Par ailleurs, l'auto-vérification
continue donne â l'inspecteur confiance en ce qu'il voit dans le poste de
lecture, la rare intervention des services du centre améliore la résistance au
détournement et l'affichage de données détaillées donne des indications sur
les tentatives de détournement et un très haut degré de crédibilité.

Chaque compteur de grappes de combustible irradié comporte quatre
compteurs Geiger pour détecter le passage des grappes de combustible alors
qu'elles défilent l'une après l'autre dans le champ de vision. Un microprocesseur
analyse la séquence des signaux des compteurs Geiger et détermine le nombre
et la direction des grappes transférées. Le poste de lecture destiné aux
inspecteurs de l'AIEA comprend 'à la fois un voyant de comptage et un registre
imprimé. L'imprimante indique à l'inspecteur tout mouvement anormal du
combustible, toute tentative d'effraction, les défaillances des compteurs
Geiger et la contamination des mécanismes de transfert du combustible.

* CANDU: Canada Deuterium Uranium

** L'AIEA, Agence internationale de l'énergie atomique, est également appelée
"Agence" dans ce rapport.
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ABSTRACT

The irradiated fuel bundle counters for CANDU 600 MW reactors provide
the IAEAt with a secure and independent means of estimating the inventory
of the spent fuel storage bay at each inspection. Their function is straight-
forward: to count the bundles entering the storage area through the normal
transfer ports. However, location, reliability, security and operating
requirements make them highly "intelligent" instruments which have required
a major development program. Moreover, the bundle counters incorporate
principles which apply to many unattended safeguards instruments. For
example, concealing the operating status from potential diverters eases
reliability specifications, continuous self-checking gives the inspector
confidence in the readout, independence from continuous station services
improves tamper resistance, and the detailed data display provides tamper
indication and a high level of credibility.

Each irradiated fuel bundle counter uses four Geiger counters to detect
the passage of fuel bundles as they pass sequentially through the field-of-
view. A microprocessor analyzes the sequence of the Geiger counter signals
and determines the number and direction of bundles transferred. The readout
for IAEA inspectors includes both a tally and a printed log. The printer is
also used to alert the inspector to abnormal fuel movements, tampering, Geiger
counter failures and contamination of the fuel transfer mechanism.

*CANDU: Canada D_euterium Uranium

tAlso referred to as the "Agency"
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1. CANDU 600 MM REACTOR SAFEGUARDS

The IAEA Safeguards System for 600 MW CANDU reactors combines
inspection with unattended surveillance and unit bundle accounting to
detect and deter spent fuel diversion [1]. The irradiated fuel bundle
counters provide the Agency with a secure and independent means of esti-
mating the inventory of the spent fuel bay at each inspection. Checking
the bundle counter tallies with the contents of the spent fuel storage
bay gives the first indication of diversion. Once alerted, the inspec-
torate has film and videotape records to check for unreported activities.

The instruments described here are suitable for the 600 MW CANDU
reactors at Gentilly and Point Lepreau in Canada, at Cordoba in Argentina
and at Wolsung in Korea (assuming appropriate agreements with the IAEA
are in force). Though the design of an instrument to count fuel bundles
is relatively straightforward, unique constraints are imposed when it is
to be used as an unattended safeguards tool. Many of the design approaches
taken here may therefore be applicable to other unattended safeguards
instruments.

*CANDU: Canada Deuterium Uranium

[1] e TOLCHENKOV, D., HONAMI, M., JUNG, D., VODRAZKA, P., SMITH, R., and
HEAD, D., Safeguarding CANDV-600 m Type Reactors, IAEA-SM-231-109.
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2. SPENT FUEL BUNDLE COUNTER: CRITERIA FOR DESIGN

For the 600 MW CANDU reactor, the unit of accounting is the fuel
bundle [l]. Each fully irradiated spent fuel bundle contains an average
of 45 g of fissile plutonium. Thus, approximately 168 bundles would be
required to assemble an amount of plutonium equal to the IAEA Threshold
Diversion Amount.

The principle function of the spent fuel bundle counters is to
determine the total number of irradiated fuel bundles transported into
(or out of) the spent fuel bay through the normal entry ports. However,
the instrument design is strongly influenced by the fuel handling system,
and the security, tamper-indicating/ credibility and maintainability cri-
teria, which are discussed to explain how the specifications were deter-
mined (see Table 1) .

Spent Fuel Handling System

Fuel removed from the 600 MW CANDU reactor will be discharged into
one of the two fuelling machines (see Figure 1). The fuelling machine will
then be aligned with the spent fuel port, and either one or two bundles
will be pushed onto the discharge elevator in the spent fuel discharge
room (see Figure 2). Figure 2 shows two fuel bundles on the elevator ladle
in position opposite the spent fuel port.

During normal operation, bundles will be discharged in pairs at the
rate of approximately 100 bundles per week. However, it is possible for
bundles to be unloaded singly, and in this case the bundle may be pushed
into any position along the length of the ladle. After the bundles have
been loaded onto the ladle, it is lowered into the water-filled bay on
guide rails at an angle of about 30 degrees to the vertical. While on the
elevator, the bundles are cooled by a water spray that covers the whole of
the ladle.

With the use of grapples, a diverter could attempt to transfer
bundles in reverse, from the spent fuel area into the reactor vault. Thus
the spent fuel counter must be capable of counting bundles passing in
either direction.

Since there are two points of entry to the spent fuel bay (see
Figure 1) there must be two irradiated fuel bundle counters per reactor.
Each must be located close enough to the spent fuel port that bundles must
pass the counters on entering or leaving the spent fuel storage area.

Detection and Deterrence

The objectives of an instrumented safeguards system are to detect,
and by threat of detection, to deter the diversion of irradiated fuel
bundles. There exists no accepted method for establishing the criteria
which may be used to write precise specifications for chese objectives.
However, it is clear that there are two sets of design criteria. One set
relates to the reliability as a counter, i.e. to detect, and the other to
its ability to act as a deterrent.



- 3 -

The reliability of the counter to detect the passage of irradiated
fuel can be quantified by its availability, derived from expected failure
rates and inspection periods. The availability must be high enough that
the data provided to the inspector is credible.

Availability must also be high enough that the maintenance load is
not excessive. For the purpose of the present design, a target for Mean
Time Between Failure (MTBF) of three years has been chosen. This corre-
sponds to an availability of 97%, assuming an inspection period of two
months. This level of reliability can be achieved using the design
practices normal for safety-grade instrumentation.

The bundle counter must not only be reliable, but must be known to
be reliable. It must therefore establish its own credibility which is
done by automatically checking itself each day, and by recording times
and dates of bundle transfers.

The accuracy of the bundle counter must also be high enough that
the inspector will believe that the tally is credible. It is believed
that an accuracy of 98% will be acceptable, because such discrepancies
between counter tally, inventory and station records will be less than
5% of the Threshold Diversion amount.

As yet there is no quantitative measure of the effectiveness
with which a safeguards system deters diversion. The motivation of the
diverter, his access to technology and the risks he is prepared to take,
can never be assessed.

One way to make an instrument effective in deterring diversion is
to provide no clue of its operating status to potential diverters. The
operating status of the counter must be known only to the inspector, and
data must be sufficiently credible that the inspector does not need to
give any clue of the operating status through excessive questioning of
station staff. When a diverter is unaware that a bundle counter has
failed, he is unlikely to risk being exposed.

A diverter could use the strategy of sabotage, but to be effective
in the long term, he must do this in such a way that

(i) the Agency is unaware of the sabotage, or
(ii) the Agency can be convinced that a malfunction resulted from

a component failure or accident, and
(iii) the diverter is sure that the instrument has been rendered

inoperative.

A level of protection against sabotage is achieved by

(i) providing no means to determine whether the instrument is
operating,

(ii! incorporating tamper indicating devices, and
(iii) establishing high levels of confidence in the instrument

reliability, so that simultaneous failures themselves are
indication of sabotage.
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IAEA Inspection Procedure

It is anticipated that the Agency inspectors will visit CANDU
600 MW reactors approximately six times per year, for a few days on
each visit. Since inspectors are not necessarily skilled in the main-
tenance of instrumentation, the inspection procedure imposes the following
constraints on the irradiated fuel bundle counter:

(i) operate unattended for at least 100 days;
(ii) provide simple-to-understand data display;

(iii) require a minimum of operating materials; and

(iv) be maintainable by inspector.

3. DESIGN PRINCIPLES AND IMPLEMENTATION

Detection and Analysis

The passage of spent fuel bundles is established by measuring
emitted gamma radiation with four Geiger counters. The Geiger counters
are located in massive collimators set close to the fuel transfer ladle,
and adjacent to the opening of the spent fuel port. They are spaced
such that at least one counter receives radiation when a single bundle
is transferred, irrespective of its position in the ladle. The colli-
mators prevent single bundles appearing as a pair.

Each Geiger counter assembly consists of a replaceable Geiger
counter and a small gamma ray source. The source is used in a watchdog
circuit to detect tampering. The whole assembly is housed in a metal
guide tube embedded in the collimator block.

The mean direct current flowing in a counter increases when a
bundle passes, and triggers a threshold circuit. The logic levels from
the threshold circuits are processed by electronic signal sequence
analysis circuits to determine the number and direction of bundles.
Each category of bundle motion generates a unique sequence of signals.
The electronic circuits examine the order of occurrence of Vae signals
and thereby determine the type of bundle motion. The normal categories
of bundle motion which the electronic circuits are designed to recognize
are

- pair of bundles to the bay, and
- single bundle to the bay (in any position on the ladle).

The logic circuits can also recognize a limited number of categories of
bundle motion which may occur during abnormal operation of the equipment,
including

- transfers in the reverse direction, and
- transfers without the use of the ladle.

In the event that 8 signal sequence is unrecognizable by the logic,
a warning message is displayed.
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When no bundles are present, a low range counting ratemeter responds
to Geiger counter pulses produced by the watchdog source. Absence of this
signal indicates failure of Geiger counter, failure of high voltage bias,
or disconnection of the Geiger counter from the circuit. This tamper-
indicating feature is important since the electronic circuitry is located
in a cabinet remote from the Geiger counters. Should pulses from the
watchdog source cease, the date and time are recorded.

The analysis of signal sequences is made by a stored program micro-
processor (RCA Model 1802), with memories and peripheral elements selected
from the CMOS (Complementary Metal Oxide Silicon) range of semi-conductor
elements. The microprocessor program continuously interrogates the Geiger
counter logic outputs. When any counter detects a bundle, the program
seeks to recognize a valid sequence and print the result.

In addition to analyzing the sequence of the logic signals, the
microprocessor

- reads date and time information from an in-circuit clock,
- performs the self-checking function once daily, and
- controls the data displays.

Data Display

Information from the bundle counter is displayed in two forms,
tallies and logs. The four tallies are read on a digital display which
provides

- the number of bundle pairs transferred into and out of the
spent fuel bay, and

- the number of single bundles transferred into and out of the
spent fuel bay.

The tallies are stored in four groups of latches which are updated as
transfers occur.

The log printed by an electrostatic printer lists the same informa-
tion, plus the times and dates of each transfer. In addition, abnormal
or irrational transfers and supervisory information are printed (see
Figure 3 for typical examples).

The printer display provides sufficient data to establish credi-
bility while the digital readout provides an easy-to-use display when
cross checking with station records is not needed. The digital display
also provides redundancy against printer failure and plays a role in
preventing a diverter from knowing whether the bundle counter is operating.
(Since the printer generates acoustic noise/ its failure would be rela-
tively easy to detect. However, a diverter could not readily determine
whether the digital display had failed too.)

A series of push buttons enables the inspector to test the bundle
counter. The buttons simulate Geiger counter signals and the inspector
can test any given sequence of bundle motion.
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Power Supply

To maximize tamper resistance end to maintain independence from
station sources, power is provided by interchangeable batteries. Battery
packs will be changed by the inspector at scheduled visits and recharged
at the station between inspections. Itie battery packs are light enough
for the inspector to handle. The recharger units will be located near,
but not within, the sequence analysis eind display circuits cabinet. The
recharger units include monitors to show that the batteries are fully
charged, and the units will be sealed by the Agency to indicate tampering.
The battery pack drives the printer directly at 24 V and supplies required
for the electronics and Geiger counters are derived from dc/dc con-
verters. Battery life of 100 days between charges is provided using a
battery with a capacity of 12 A-h at 24 V.

Physical

The irradiated fuel bundle counters will be located in steel boxes
on the walls near the Geiger counter locations and connected to them by
buried conduits. The instrument enclosures and the battery chargers will
be covered by hinged steel doors under Agency seal (see Figure 4 for
physical arrangement).

Operating Status Concealment

As discussed, concealing the operating status of the bundle counter
means that the instrument deters diversion, even if it has failed. The
specific design features which conceal the operating status from the
potential diverter are:

- located within steel box;
- cable connections embedded in concrete;
- battery supply is independent of continuous operation of

the station supply;
- low power circuits generate no detectable heat at points
accessible to the diverter; and

- no acoustic noise (except from printer which has back-up
silent display).

Tamper Resistance and Indication

Tamper resistance is inherent in the design of the instrument
housing. Located in a steel box and operating from its own power, there is
little likelihood that sabotage could be attributed to accidental damage or
station power failure.

Other tamper-indicating features include

(i) the watchdog gamma ray source;
(ii) a maximum-minimum temperature indicator within the circuit

enclosure;
(iii) a radiation dosimeter; and
(iv) Agency seals.
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Maintenance

The design provides for a replacement bundle counter within .ie
sealed enclosure housing the operating counter. Interconnection to the
Geiger counters is simple, so that the inspector can switch to the spare
circuit modules. With the reliability expected, this should be required
only once every few years. Housing a spare electronic unit with the
operating unit provides, in effect, a "bonded store" for the Agency.
Under normal operating conditions Geiger counter tubes should not need
replacing due to wear-out failures. If deliberately overexposed, the
printer will indicate tube failure as a "loss of watchdog" signal.

4. SUMMARY

Designing a spent fuel bundle counter as part of the IAEA safeguards
system presents unique challenges. The designers for the 600 MW CANDU
irradiated fuel bundle counters have incorporated features which should
be applicable to the design of other unattended safeguards instruments.
The most important of these features are operating status concealment,
continuous self-testing, provision of sufficient data to maintain instru-
ment credibility, and independence from continous station services.

Prototype spent fuel bundle counters have been constructed and will
be undergoing Agency acceptance tests in late 1978 for installation as
the CANDU 600 MW reactors are completed.
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TABLE I. BUNDLE COUNTER SPECIFICATIONS

FUNCTIONAL:

AVAILABILITY:

ACCURACY:

CREDIBILITY:

SECURITY:

MAINTAINABILITY:

ENVIRONMENTAL:

DOCUMENTATION:

Count the number of fuel bundles transferred
into and out of the spent fuel area through
a spent fuel port.

MTBF greater than three years.

Exceeding 98%

Provide time and date of each irradiated
fuel transfer.

Provide automatic self-checking during
periods of unattended operation.

Provide test feature for Agency inspectors
prior to leaving instrument unattended.

Provide no means whereby the potential diver-
ter can determine whether the counter is
operating.

Provide data to inspectors only.

Resist tampering and accidental damage.

Indicate tampering.

Operate from internal battery power supply.

Employ IAEA seals.

Indicate irregular bundle transfer operations

First-line maintenance by unit or module
replacement.

Second-line repair by Agency or Agency con-
tractor.

Meet environmental specificax. ons applied to
control and safety instrumentation in CANDU
600 MW reactors.

Operate without the need for coded or secret
documentation.
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FIG 1 Spent fuel route and bundle counter
locations for CANDU 600 MW reactors
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TO SPENT FUEL AREA

TYPICAL OUTPUTS
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(STANDARD FUEL DISCHARGE)
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OPERATING CONDITIONS)

BUNDLE TRANSFER DATA

FIG. 3. Examples of safeguards bundle counter
log a v a i l a b l e to inspector
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