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ABSTRACT 

NOTICE 
This report WII prepurd u in iccoufll of work 
ipanwred by the United Sl im Government. Ndlhcr the 
United Smei nor the United SHIM Defunment of 
Energy, om my of iheii emptoywi, nw »rty of theli 
contractor!, lubcontraclon, 01 their ctnploycei, irakei 
•ny wirunty, « p n u or implied, at inuma my kgiJ 
lability or responnbillty for ihe*ccuncy,compleu»tu 
or utefulneu vf my informillon, ippimut. product or 
piocen dUclaxd, or rcpreKnU thit Hi uV would no I 
infringe primely owned righu. 

Many human vigilance experiments are summarized and principles are 
extracted which should be useful in designing and evaluating a nuclear ma
te r i a l safeguard system. A human is a poor observer and is not a dependable 
part of any man-machine system when required to function as an observer. 
There are a few techniques which improve his performance by providing feed
back. A conceptual model is presented which is helpful in design and evalua
t ion of systems. There is some s l igh t experimental support for the model. 
F ina l l y , some techniques of time study and s ta t i s t i ca l control charting w i l l 
oe useful as a means of detecting nuclear diversion attempts. 

INTRODUCTION 

This paper treats two major aspects of human performance in a safe
guard system. The treatment is res t r i c ted to the part of the system des.gned 
to prevent and detect the removal of Special Nuclear Material (SNM) from i t s 
normal containment, the material control system. 

THE SYSTEMS VIEW 

Any safeguard system must monitor the processing system and i t s e l f 
for indications of possible diversion or attempts to tamper with the system. 
The system must include humans to u t i l i z e the i r capabi l i ty to reason and to 
perform judgmental tasks. However, fo r those tasks for which the human i s a 
poor performer, sensors and logic systems (computers) must be used. In the 
ul t imate, the human must control and be able to modify the automatic systems' 
control and log i c . 

There are several conceptual models and relevant experiments which 
apply to the characterization of human performance in a safeguard system. 
These w i l l b r i e f l y be reviewed wi th a two-stage detection model proposed as 
the model most relevant. 

THEORETICAL MODELS AND EXPERIMENTAL RESULTS 

Sheridan's Model [1 ] 

Sheridan has created a useful conceptual model of the man-machine 
system. The control and feedback loops are pictured in Figure 1. 
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Loop C is the most interesting. Because a human is intelligent, 
adaptive, and can reason, he will constantly be gathering peripheral informa
tion that is of value to him. He will know that external weather can change 
the plant environment and modify his response to various sensor outputs. So 
he will modify the logic system's response to various sensors. A human gath
ers much information through the C loop that sensors cannot even pick up, but 
winch a human can utilize. 

However, most security systems presently in existence attempt to 
utilize humans in tasks which they perform poorly. One of these tasks which 
is ubiquitous is the monitoring of the actions of others. 

There are numerous experiments that have been performed which have 
measured the performance of humans as monitors of the actions of others as a 
part of general vigilance studies. There exists little widely accepted uni
fying theory. About all that can be said pertaining to the results of a par
ticular experiment is that, under the given environment ana with this group 
of subjects, the human beings performed at the measurea level of vigilance. 
Several experiments pertaining to the safeguard system problem are discussea 
below. 

Motion as a Signal 
To date, only one major study has been reported which involves sig

nals resembling those which could realistically be monitored in a nuclear 
fuel cycle plant. This study, by Tickner, et al. [2], involved the monitor
ing of lb or 24 television screens for one hour with the observer pressing 
an alarm whenever he witnessed a "suspicious event" in the prison area being 
surveyed. There were 12 suspicious incidents and 72 other movements during 
the one hour test period. 

As would be expected, the number of missed incidents was higher when 
they were brief and indistinct, and when they were spread out over 24 screens 
instead of over only 16. The results are summarized in Figure 2. 

Motion Among Moving Objects as a Signal 
In the foregoing experiment, each screen displayed a motionless view 

a large proportion of the time. One would expect that different results 
would be obtained if the screens were all presenting views in which motion 
was always present and a particular type of motion was the anomaly to be 
detected. 

An experiment reported by Tickner anc Poulter [3] involved the moni
toring of traffic on a motorway. The anomaly ^o be detected was a car park
ing at the side of the motorway between 220 ai.J 880 yards from the camera. 
In one experiment, the subject monitored a single one-hour film. In another, 
three one-hour films were monitored simultaneously, using three screens ar
ranged in a triangle. 
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With incidents at over 44U yards, the detection rate was below 45 
percent for both conditions. For incidents at or below 440 yards, two per
cent of the anomalies were missed when only one screen was monitored. The 
figure tripled when three screens were monitored. 

It is clear that the performance of the human as a guard is unac
ceptable in any nuclear material safeguard system under conditions similar 
to the above. 

A Two-Step Decision Theory Model of Vigilance 
Classical signal detection theory (TDS) develops a measure of the 

delegability of a signal in the presence of noise denoted as d". The as
sumptions are that {&) the strength of a signal with noise and (b} the 
stength of a noise alone without a signal both are random variables with a 
Gaussian distribution. Each has the same variance. The mean of (a) is 
somewhat greater than the mean of (b). d' is defined [11] as the distance 
between the means of the two distributions divided by the common standard 
deviation [13], d' is the traditional measure of detectability of a signal. 

Jerison and Pickett [4] claim that this traditional measure of 
detectability of a signal, d', is inappropriate. In a later paper [5], they 
point out that values obtained of 250 or more for d', are unreasonable, 
since this means that an observer calls a stimulus a signal only if the odds 
in favor of this proposition are at least 250 to 1. 

Jerison [4] avoids this difficulty by dividing the vigilance task 
into two decisions. First, whether to observe and second, what to do about 
the information received (see Table 1). He states that TSD is relevant only 
to the second part of the task, while the basic problem of vigilance perform
ance comes frcm the first part, and involves the analysis of attention. Such 
an approach would attribute the oft-cited "vigilance decrement" not to a 
shift in "conservativeness criterion", but to a change in "observing effi
ciency", with reduced detectability under continuous monitoring being caused 
by failures of attention. The practical implication of this idea is that 
vigilance researchers should concentrate on techniques and displays for main
taining alertness, rather than on training observers to maintain a constant 
criterion during a long vigil. 

Jerison and Pickett [4] claim that the observer's sequential deci
sions on whether or not to observe are based upon the "expected value" of an 
observation. Thus, the observing rate could conceivably be manipulated by 
adjusting the "expected value" of these decisions. While the authors admit 
that there is currently no precise way to estimate expected value in a spe
cific vigilance task, the concept can be clearly analyzed in terms of statis
tical decision theory, and they develop such a model. 

Reasoning from their model, they draw several inferences which apply 
to the safeguard system problem. First, an observer is quite likely to fail 
to attend to infrequently occurring signals, such as those arising from emer
gencies, even chough the utility value associated with a correct detection is 
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very high. Second, i t should be possible to increase the observer's atten-
tiveness to such signals, through the addition of extra non-emergency signals 
so as to increase the overall rate of signal presentation. That i s , by 
giving the observer a "secondary task" of watching for frequently occurring, 
innocuous signals, his ab i l i t y to detect rarely occurr ing, emergency signals 
can be improved. 

Using the i r decision theory model, Jerison and Pickett [4] offer a 
plausible explanation for one of the most perplexing problems of vigilance 
research, that of applying laboratory results to f i e l d s i tuat ions. This d i f 
f i cu l t y has been highlighted by E l i o t [10 ] , who reported that the findings 
of real m i l i t a ry watch-keeping tasks were not predictable from published test 
data, which were often found to be misleading. This occurred despite the 
fact that in most instances, the laboratory si tuat ions were arranged to simu
late the observing conditions that ex is t in the f i e l d . 

Jerison aid Pickett [4 ] use the concept of u t i l i t y to explain what 
they claim is the basic cause of such discrepancies. Roughly speaking, u t i l 
i t y theory associates a reward, wi th each correct decision when a signal is 
present, a reward with each correct decision when a signal is not present, a 
penalty with each incorrect decision when a signal is present (a missed s ig 
na l ) , and a penalty with each incorrect decision when a signal is not present 
(a false alarm). The penalties and rewards are termed the u t i l i t i e s and are 
intended to quantify the harm or good which w i l l accrue to the observer. 

Jerison and Pickett [4 ] state that laboratory results cannot be 
applied to f i e l d situations because the u t i l i t i e s associated with the two 
situations are not the same. The observer in the f i e l d may have a sense of 
g ra t i f i ca t ion and approval at performing a job which he considers social ly 
meaningful; th is would have a considerable ef fect on the value of a correct 
detection as well as the cost of a missed signal . Such an effect would be 
quite d i f f i c u l t i f not impossible to simulate in a laboratory experiment. 
Furthermore, because u t i l i t i e s are subjective quant i t ies, they can be quite 
d i f f i c u l t to manipulate with any precis ion. The authors refer to two studies 
which indicate an unimpressive association between u t i l i t y and money, and 
emphasize that manipulating u t i l i t i e s may take a great deal of in i t ia t ive, , 
Inaeed, the evaluation of social and personality aspects of a u t i l i t y matrix 
must be an important part of analyzing vigilance performance in a nuclear 
fuel cycle p lant . 

Feedback as a Motivant 

The e f fec t of d is t ract ion or lack of motivation can be minimized by 
the use of a r t i f i c i a l signals. These must be reported upon by the observer 
who is given immediate feedback on his performance. 

In one experiment [ 7 ] , to show this e f fec t , two groups of observers 
were tested. The f i r s t group was given immediate no t i f i ca t ion as to whether 
or not a par t icu lar cal l was correct , and the second group was given no i n 
formation feedback at a l l . Each observer's performance was recorded for the 
twelve minutes and his percentage of correct cal ls recorded. Each observer 
was required to observe for four consecutive twelve-minute periods. 
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Figure 3 shows the results plotted fo- each of the four consecutive 
periods for the feedback and no-feedback groups. The experimenters ascribed 
no significance to the sawtooth fluctuations observed particularly in the 
feedback group, attributing it to pure chance. But the trends of the two 
groups were considered to be important. Both started at about the same 
level. The feedback group continued to perform at about the same level for 
all four periods. The no-feedback group dropped in the fourth period to 
about 60% of its performance in the first period. 

The conclusion is that information feedback improves the performance 
of an observer in regard to both (1) the decision as to whether or not to 
observe and (2) the decision as to whether a signal (anomaly) is present or 
not. There is no doubt that information feedback should be given to an 
observer. 

Accuracy of Reporting High Detectabi 1 ity Signals 
According to Jerison [4], an observer must be assumed to make two 

sequential decisions when he is reporting on the presence or absence of a 
signal on a display that he is monitoring. He first decides whether or not 
to observe at all and if he decides to observe he then makes a decision as 
to whether or not a signal is present. Table 1 summarizes the possibilities, 
when the observer chooses not to observe (an I in the first column) then he 
makes no decision (no entry in the second column) and it makes no difference 
whether a signal is present or not, though one must be if we are to know that 
the observer chose not to observe. 
Decision to Observe (0) Decision that Signal is Signal is Actually 

or Present (Y) Present (P) 
Ignore (I) or Not Present (N) or Absent (A) 

P Correct (1) 
• A False Alarm (2) 
. — P Missed Sig. (3) 

A Correct (4) 

Table 1. 
The important fact is that in an experiment the missed signal event 

is indistinguishable from the event of a decision to ignore the display. 
Most experiments have assumed that the fifth possibility has zero possibi
lity of occurrence and the third possibility then has an inordinately high 
rate of occurrence. It is usually the fact that the third event of a missed 
signal has a zero probability of occurrance for highly detectabTe signals and 
it is the fifth event of an ignored display which does occur. Such an expla
nation accounts for people driving in front of trains in spite of warning-
flashing-moving-lights, train whistles, and screeching brakes. 

Mon-obser 
vation 
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The important fact here is that experimenters have in most cases 
assumed that the probabilities for the first four events in Tah.e 1 add to 
one leaving a zero probability for the fifth event. But suppose it is not 
zero. Also suppose we run an experiment where the probability of a missed 
signal approaches zero as we vary some environmental condition. Also assume 
that the decision to ignore the display is unaffected by the environmental 
condition being varied. The two events are indistinguishable in experimental 
results; so the probability of both events will approach the probability of 
an ignored display since the probability of a missed signal approaches zero. 
Experimentally, we will observe a probability not approaching zero but ap
proaching a residual value which will be the best estimate of the probability 
of deciaing not to observe. 

There is some evidence of a tentative nature that this kind of situ
ation does indeed happen. Kappauf and Powe [8] performed tests in which 
subjects were required to check a spoken list of digits against a printed 
list for possible discrepancies. The fifth possible event in the foregoing 
would be a decision by the subject not to compare what was presented to him 
audibly with what was presented visually or else not to report a discrepancy 
even if it were observed. The particular data of interest here were gener
ated by supplying discrepancies at rates of 8, 20, 40 or 80 discrepancies per 
hour. The data are plotted in Figure 4 and appear asymptotic to 5%. 

Baker [9] performed tests described as a Clock Test in which the 
cessation of the movement of a clock hand was the signal to be detected. The 
length of time from which the hand remained stationary was varied. Data were 
taken on percentage of signals which were detected and undetected for sta
tionary durations of U.2, 0.3, 0.4, 0.6 and 0.8 seconds. When percentage 
of missea signals is plotted against duration of stopped motion the graph is 
apparently asymptotic to about 4%. 

The data presented are at best described as sketchy and no claim is 
made as to the soundness of conclusions or really as to the existence of the 
phenomenon described. Later experiments may confirm or disprove the conjec
ture. 

THE SYSTEM AS A MONITOR OF HUMAN ACTIVITIES 
Task Standard Times as a Deterrent to Diversion of SNM 

Many operators working in the material access areas of a nuclear 
fuel facility may have the opportunity to divert SNM. Operators should be 
restricted as to the amount of time that may be spent in critical areas since 
this will make unauthorized activities more difficult. A recording of entry 
times and a monitoring of periods of stay for each person, especially when 
he is in locations from which he could relatively easily divert nuclear ma
terial from its normal containment, could detect a diversion attempt. 

It would also be valuable to monitor a worker's time to perform par
ticular tasks. There would be a better chance of detecting his performing 
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unauthorized acts. An inordinately long task time would call for investiga
tion. Timing of tasks and the detection of extraordinarily long times could 
be done automatically if computer controlled access systems are used. 

A form of the control chart technique common in industrial process 
control can be used to analyze and detect the possibility that an unauthor
ized act has been performed. A computer (or microprocessor) can carry out 
the analysis and call attention to inordinately long performance times. 

Two Techniques for Setting Standard Times 
There are two periods in the life of a nuclear material processing 

plant in which a knowledge of task times is important: 
(1) During start-up when no actual performance times are available 

since most tasks are being done for the first few times, and 
(Z) After a statistically significant set of actual performance 

time data has been accumulated. 
In the first period, predetermined times must be used. Each task 

is broken down into a sequence of micromotions, the time for each micromotion 
is determined from standards, and the total time required is the sum of the 
times for the micromotions. There are numerous techniques available to do 
this. One of the best known is the Methods-Time Measurement-2 technique. 
MTM-2, as it is called, is suited for the fairly long, not higher repetitive 
tasks that might be the subject of study here. 

It is questionable whether it would be worthwhile to take-the time 
to establish predete-mined times for three reasons. First, during start-up 
routines are not well established and a good deal of variability would be 
expected. Second, there are likely to be more people around during the early 
operation so there will be more observers to assure that nothing could be 
diverted. Third, the time involved in working up such predetermined perfor
mance times is likely to be prohibitively high. 

After 20 or 30 performances of a task, the accumulated data will 
give sufficient information that the monitoring of task times could become 
automatic. The computer controlled access system (CCAS), if used, could keep 
records of the time to perform a task because a worker must check in and 
check out through the CCAS. From the data, control charts could be computed 
by the system and displayed on demand. From the actual performance data, a 
mean value and a standard deviation could be computed. A threshold could 
then be chosen, and the computer could be programmed to sound an alarm when 
performance times exceed the threshold. 

CONCLUSIONS 
The statements made here are not final nor complete. They do estab

lish a few principles and truths that can become a part of the techniques 
making up a safeguard system. They can be summarized as follows: 



-8-

(1) A system must include humans to utilize the best advantage the intelli
gence, adaptability, reasoning power, and ability to gather and inter
pret information about the system which sensors cannot. Sensors must 
be a part of the system to perform tasks which a human does poorly. 

(2) The human is a poor detector of subtle anomalies indicative of diversion 
attempts. Particularly as CCTV monitors, humans are inadequate. 

(3) Humans have lapses of attention which makes them unreliable where unbro
ken monitoring is required. 

(4) Systems should be designed so as to encourage an observer not to ignore 
displays presented to him. Signals should be highly detectable so that 
there will be no missed signals when he does not ignore the display. 

(5) Systems should be designed to give frequent "exercise" to an observer 
and to avoid low signal frequency. 

(6) Humans perform best when information is fed back to them as to how well 
they are performing. Any safeguard system should incorporate provisions 
for such feedback. It is an excellent motivant. 

(7) The results of some experimental work can be interpreted differently 
from the analysis given by the experimenters. The conclusions by vari
ous experimenters must be scrutinized by planners for safeguard systems 
before being accepted and usea. 

(8) Workers can be timed in performance of tasks and such times be used as 
a test to determine whether unauthorized activities have been performed. 
A well established technique exists and would be useful. 

(9) Methods exist for establishing standard times in advance for various 
tasks. However, it is unlikely to be necessary. 

(10) Laboratory results cannot usually be utilized to predict performance 
in actual vigilance situations. 

NOTICE 
"This report was prepared as an account of work 
sponsored by the United States Government. 
Neither the United States nor the United States 
Department of Energy, nor any of their employees, 
nor any of their contractors, subcontractors, or 
their employees, makes any warranty, express or 
implied, or assumes any legal liability or respon
sibility for the accuracy, completeness or 
usefulness of any information, apparatus, product 
or process disclosed, or represents that its use 
would not infringe privately-owned rights." 

Reference to a company or product 
name does not imply approval or 
recommendation of the product by 
the University of California or the 
U.S. Department of Energy to the 
exclusion of others lhat may be 
suitable. 



THE HUMAN MODEL AS A MONITOR OF ACTIONS OF OTHERS 
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RESULTS OF EXPERIMENTS 
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