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ABSTRACT 

One element in the Physical Protection of Nuclear Material in Transit 
Program is a determination of the number of local law enforcement agency 
(LLEA) officers available to respond to an attack upon a special nuclear 
material (SNM) carrying convoy. A computer model, COPS, has been 
developed at Sandia Laboratories to address this problem. Its purposes 
are to help identify to the SNM shipper areas along a route which may have 
relatively low police coverage and to aid in the comparison of alternate 
routes to the same location. 

Data bases used in COPS include population data from the Bureau of 
Census and police data published by the FBI. Police are assumed to be 
distributed in proportion to the population, with adjustable weighting factors. 

Example results illustrating the model's capabilities are presented for 
two routes betwe2n Los Angeles, CA, and Denver, CO, and for two routes 
between Columbia, SC, and Syracuse, NY. The estimated police distribution 
at points along the route is presented. Police availability as a function of 
time is modeled based on the time-dependent characteristics of a trip. An 
example demonstrating the effects of jurisdictional restrictions on the size 
of the response force is given. Alternate routes between two locations are 
compared by means of cumulative plots. 
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Introduction 

Sandia Laboratories is currently conducting a program sponsored by the Division of Safe
guards, Fuel Cycle, and Environmental Research within the Nuclear Regulatory Commission 
to develop methodologies for structuring and evaluating physical protection systems (1]. One 
element in the analysis of transportation safeguards systems is the determination of the avail
ability of local law enforcement agency (LLEA) officers to support the safeguards system. A 
computerized model. COPS (COunt Police Support), which estimates the number of police that 
might be available along prescribed highway routes, has been developed. Example results 
from this model were presented at the annual Institute of Nuclear Materials Management meet
ing held in Washington. D. C. , in June 1977 (2). This paper describes several capabilities 
which have since been added to the model, specifically, the ability to incorporate shift infor
mation, and to produce distributions based on the time-dependent characteristics of a trip. 
Example results illustrating thes« new features are presented. 

One application of the COPS model is the identification of areas along a route which may 
have low police coverage. These areas may require additional escorts or communications in 
order to achieve adequate security. COPS can also be used to compare alternate routes to the 
same location and identify those routes with better police coverage. However, other factors, 
particularly safety considerations, must also be considered when selecting a route. 

COPS may be used to estimate tht total available police along a route. This distribution 
provides an upper limit to the estimated response force size since all would not be on duty at 
the same time. Additionally, generalized shift and patrol statistics may be included in COPS 
to modify the total estimates, thus producing distributions which represent more realistic esti
mates of the number of officers who could respond in a timely manner. 

Response force issues which are not addressed by the COPS model include the capabilities 
of the LLEA officers who might respond, in terms of both training and armament. Likewise 
the routes that local police might take to arrive at the scene of an incident are not specifically 
modeled. 
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The basic limitation of the COPS model for route analysis is that it does not use the ac
tual distribution of police but a mock-1 of this distribution based on population. While this r e 
presentation of the police distribution is not completely accurate in detail, comparisons with 
the limited available data indicate that it does model the trends in police availability. The 
model identifies areas where field investigations may be desirable to refine the estimates pro
duced by COPS. COPS provides a rapid and inexpensive means of producing estimates of re
lative police availability. It thus can be used to examine a wide variety of possible roiit'-s ia a 
short amount of time. 

Model Description 

The COPS model assumes that police are distributed in proportion to the population. 
Population data was obtained from the U. S. Bureau of Census. Numbers of police in state, 
county and city forces were taken from Uniform Crime Reports for the United States, [3] pub
lished annually by the FBI. Federal forces, such as FBI agents and the border patrol, are not 
included in the police data base. Police data for counties which did not report was estimated 
by using a second-degree polynomial fit to the available data. The three police groups were 
distributed according to the population in the following manner. City police were distributed 
uniformly over the appropriate population circle. County and state police were distributed ac
cording to county and state populations; however, weighting factors are included which allow 
the distribution to be varied between the urban and rural portions of the region under consider
ation. A weight factor of I. 0 corresponds to straight population weighting, while a weight 
factor of 0. 0 excludes a particular police group from urban areas and distributes thern only in 
the rural areas. For the examples presented in this paper, a county police weight factor of 
0. 0 is used, which makes the county police more responsive in the smaller cities and unincor
porated portions of a county. A state police weight factor of 0.1 lias been found to correspond 
well with state police data which has been collected by Sandia for DOE transportation studies. 
[41 An example of this comparison is presented later. Table I lists the states currently in
cluded in the police population data base. 

TABLE I 
STATES INCLUDED rN POLICE POPULATION DATA BASE 

California Illinois Maryland 
Nevada Indiana West Virginia 
Utah Ohio Virginia 
Arizona New *"ork Kentucky 
Colorado Pennsylvania Tennessee 
New Mexico New Jersey North Carolina 
Oklahoma Delaware South Carolina 
Texas 

The coordinates of routes of interest are digitized into the computer from USCS base 
maps. The number of police within a given distance of the route is determined by moving a 
circle along the route and calculating the intercepted police population. The mode] estimates 
total police available at points along a route. Furthermore, the model can modify the total 
police availability estimates through the use of generalized shift and patrol statistics. In the 
latter case, the model includes the time-dependent characteristics of a trip, such as starting 
time, rate of travel, and locations and durations of rest stops. Cumulative distributions, 
which can be used to compare alternate routes, are also produced. 
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Example Results 

The COPS model provides the physical protection community with a rapid means of esti
mating LLEA availability. It gives one measure for alternative route comparison (safety con
siderations would be another) and identifies route "soft spots. " While the model has been used 
to analyze several routes in actual use, clearly an adversary should have to find any vulnerable 
places for himself. Thus, the following examples were chosen simply to illustrate the capabili
ties of the COPS model, and are not actual routes being used for the transport of nuclear materi
als. Two routes between Los Angeles, CA and Denver, CO have been analyzed, one via 1-40 
and 1-25 and the other via 1-15 and 1-70. Routes between Columbia. SC and Syracuse, NY were 
also examined, one via 1-95 and the other via 1-79. All routes utilize the interstate highway 
system as much as possible. 

Plots of total police distributed within 10 and 50 km along the route utilizing 1-40 in the 
West and the route via 1-95 in the East are shown in Figures 1 and 2. No reduction in force 
size has been made to account for the fact that all police would not be on duty simultaneously. 
Note that there are generally fewer police over much longer distances in the West than in the 
East. Figures 3 and 4 show police distribution estimates within 50 km of the same routes, but 
incorporating generalized information regarding the assignment of officers to shifts and to 
patrol duty. The lower curve probably represents a reasonable estimate of the number of 
police who could respond shortly after an incident occurs. As time progresses more officers 
would be called in, including those who are off-duty, so the upper curve represents an upper 
limit on the estimate of police availability. 

The current version of the COPS model also gives police availability as a function of 
time. Figure 5 is such a plot for the route from Los Angeles to Denver via 1-15. The trip was 
begun at 9:00 A. M. with the vehicles traveling at a speed of 85 kph. Note that the locations and 
durations of rest and meal stops are included and the LLEA forces available during these 
periods are identified. 

Unrestricted Response 
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Figure 1. Total Police Distribution - Route: 
Los Angeles to Denver (via 1-40) 
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Unrestricted Response 

RICHMOND BALTIMORE 

Kitfurc 2, Total Police Distribution - Sou to: 
Columbia to Syracuse? (via 1-95) 
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figure 3. Police Distributions - Route: Los Angclos 
to Dunver (via 1-40) 
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Unrestricted Response 

RICHMOND BALTIMORE 

Figure 4. Police Distributions - Route: Columbia 
to Syracuse (via 1-95) 

Unrestricted Response 

LOSANoELES GRANDJUNCTION DENVER 

Figure 5. Total Police Distribution - Route: 
Los Angeles to Denver (via 1-15) 



The COJ'S model allows each police group to be restricted to within their own jurisdiction. 
Figure 6 shows a comparison of total police availability with and without jurisdictional restric
tions for the route from Columbia to Syracuse via 1-79. The narrower peaks around cities show 
the effect of city police not responding outside city limits. The general lowering of the restrict
ed response plot is the result of county police not crossing county boundaries. Plots such as 
this show that jurisdictional restrictions can have a considerable impact upon response force 
availability. 

County and state police are distributed according to the population by means of variable 
weighting factors. A suitable state police weighting factor has been chosen by calibrating the 
COPS model with state police data which has been collected for studies of DOE transportation 
systems. f4| This data was obtained by means of a survey questionnaire sent to all state police 
agencies, and includes information on the numbers and locations of state police officers. 
Figure 7 shows a comparison of the survey data with the COPS model using a state police 
weighting factor of 0. I for the Pennsylvania portion of the route to Syracuse via I - 7 9. fimilar 
comparisons have been made for many states, and a weight factor of 0. 1 generally giver very 
good agreement. 

Alternate routes between two locations may be compared by means of cumulative plots. 
These show the fraction of the route with greater than X police within given distances from the 
route. Figure 8 presents such a comparison for the two routes between C'o'umbia and Syracuse. 
For example, there are at least 30 police within 10 km of 82% of the route via [-79. and 80 with
in 45% of the route via 1-95. For 80% of the 1-79 route there are 200 police within 50 km. and 
that figure for the 1-95 route is 800. While the differences are not dramatic, the route via 
1-95 has more police available throughout. 

pflOO ~Tl600 

COLUMBIA CHAHLOTTL CHARLESTON PITTSBUHCH BUFFALO SYRACUSE 

tlOOO" 1200 Tlfli 

Figure a. Sensitivity to Jurisdictional Restrictions 
Itoute: Columbia to Syracuse (via 1-79) 
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Figure 7. Comparison Survey Data With COPS 
Pennsylvania {via 1-79) 

1000 10000 

TOTAL POLICE POPULATION 

Figure 8. Alternate Route Comparison 
Route A: Columbia to Syracuse (via 1-79) 
Route B: Columbia to Syracuse (via 1-95) 
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Summary 

The COPS model is an inexpensive tool for rapidly estimating local law enforcement agt nt 
availability along potential routes for the transportation of special nuclear material. It may be 
used to identify areas where local police coverage is relatively low. Additional security meas
ures may be taken and trips may be planned to minimize rest stops in these areas. Alternative 
routes may be compared and the better one with respect to LLEA availability identified. Sever
al routes of interest to the NRC have been examined with the COPS model. 
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