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AN OVERVIEW OF THE M.A.I.T. ANALYSIS SYSTEM* 
(Machine Analysis of the Internal Threat) 

Dr. James R. NiCastro* 
Lawrence Livermore Laboratory 
Dr. B. Wool son and Dr. J. Glancy 
Science Application Incorporated 

INTRODUCTION 
The M.A.I.T. system is a data analysis system for use by security analysts. 

The intent of the method is to objectively record and manipulate data. The 
analysis critically depends on the opinions and insights of the security analyst 
and the format is constructed to accommodate them. There are fu-thermore no 
hidden data bases nor subjective judgements. 

One of the prime concerns related to the internal threat is the opportunity 
for collusion among insiders attempting theft or sabotage. The purpose of the 
present study is a systematic examination of the issues involved in collusion 
and the ways that work rules can be structured to reduce the opportunity for 
adversary activities. 

The internal threat specifically being addressed involves employees from 
either the contract security force or the site work force who may or may not be 
operating in cooperation with an outsider. The objective of these adversaries 
is either theft, diversion or sabotage. In this regard, the safeguards being 
analyzed are those that function to prevent unauthorized personnel access, to 
prevent unauthorized SNM removal by persons or in equipment and packages, and 
to prevent introduction of contraband. 

The adversary tactics specifically being addressed are collusion or the illicit 
use of access privileges. Other tactics such as force, stealth and deceit are not 
necessary where authorized access or safeguards control exist. In limiting the 
scope to these tactics, this study is distinguished from others attempting full 
evaluations of safeguards effectiveness. Obviously, any full evaluation must 
consider all tactical options including detailed considerations of force, 
stealth and deceit. The method uses the following information about the facility 
and the safeguards system: 

Facility Geometry - Site, facility, and floor plans are divided into a 
suitable mesh size. The facility is then "unfolded" to yield a simpler 
diagram more useful in safeguards analysis. From this "unfold" diagram 
an "adjacency array" is completed. This array defines, for each of the 
mesh (geometry element), all units adjacent to it. 

*Work sponsored by the Nuclear Regulatory Commission and Performed at Science 
Applications Incorporated. 



Facility Safeguard - All safeguards within the facility are described, 
their function identified and their location determined. A "safeguards 
location array" is completed. This array defines all safeguards located 
at each mesh unit or geometry element. A "safeguards discriminator" is also 
completed. This discriminator can be used to select, from the total set of 
all saf .guards, only those safeguards that perform a certain function, e.g., 
detect SNM. 
Work Rules (Access and Control) - Security force and work force personnel 
are grouped into distinct classes according to their authorization for access 
throur.n a safeguard or for control over the functioning of the safeguard. 
Two separate arrays are then completed. The "safe-guards access" array defines, 
for each safeguard, the single person(s), or person pair(s) in the event of a 
two-man rule, authorized access through the safeguard. The "safeguards control" 
array similarly defines, for each safeguard, the person(s) or pair(s) authorized 
control over the safeguard, whether the control is by operation, inspection, 
or maintenance. 
Application of the method involves three distinct and useful steps: preparation, 

analysis, and assessment (Fig. 1). The key part of the preparation step is the 
interview at the facility where the arrays described above are completed. The 
analysis consists of a computer code that generates all paths or event sequences 
using the "adjacency array" and "safeguards location array." The code then computes, 
for each path, the safeguards removed through either access or control by every 
single insider, pair of insiders, etc. This step is performed using the "safeguards 
access" and "safeguards control" arrays. The problem to be analyzed is defined by 
selecting a starting and ending point for path generation (e.g., outside the facility 
to inside the vault) and an adversary objective or, conversely, a safeguards function 
by using the "safeguards discriminator." 

The technical approach has been designed to yield the following types of results: 
(1) The event sequences or paths that are most 

susceptible to collusion; 
(2) The pair(s) of colluding insiders who are the 

greatest threat because of their access and 
control authorization; 

(3) Insights into work rules and procedures that 
can reduce collusion opportunities; and 

(4) Insights into safeguards equipment and equipment 
operating procedures that can reduce collusion 
opportunities. 

The results are assessed in a stepwise fashion. A summary printout of 
results shows paths that are completely vulnerable and paths with only a few 
safeguards remaining. The results are then printed at a more detailed level 
for these paths, showing the insiders who can collude to defeat the safeguards 
system. Finally, the few safeguards remaining can be identified so that the 
security specialist can judge the degree of protection remaining. 



Insider Analysis System 

Interview and Analysis 
Inputs 

. Facility Description 

. Safeguards 

. Working Rules 

M.A.I.T. Analysis 
. Threat Description 
. Dynamic Path Generation 
. Path related data base 
of Safeguards 

. Formulation of working 
rules arrays 

. Matrix Analysis of 
vulnerability 

Redesign 
Review working rules associated 
with identified individuals or 
groups for which vulnerability 
exists. 
Redesign working rules to eliminate 
vulnerability. 
Strengthen critically recurring 
safeguard elements 

FIGURE 1 

Output Assessment 
. Vulnerability by 
combinations of 
personnel for various 
adversary objectives. 

. Construction of all 
paths and relevant 
safeguards. 

. Examination of all paths 
for entry combinations 
of personnel in the 
facility. 
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It would be difficult in a short paper to convey all of the detailed procedures 
in the construction and use of the arrays indicated. Central to the success of the 
method was the reduction of three issues to a form suitable for data processing 
in a computer code. These issues were; 

. A method for recording mathematically the control of safeguards 
and access to locations protected by safeguards for any combina
tion of people in the facility. 

. A method of discriminating safeguard elements as to their intent 
and function. 

. A method of defining the capability to be ascribed to the adversaries 
during any evaluation of the system. 

These issues will be highlighted in the subsequent sections. The complete 
analysis procedures and an application to an existing facility safeguard system have 
been documented in reports submitted to the Nuclear Regulatory Commission ' . 
THE FORMAT OF THE ACCESS AND CONTROL ARRAYS 

At the heart of the analysis involving collusion and illicit use of access 
are the control and access working rules. An effective means of expressing them 
is required. The use of arrays to accomplish this is done for two reasons: 

1. In interviewing a facility and determining 
the working rules, it presents the security 
specialists with a simple and comprehensive 
format. 

2. The arrays (matrices) are consistent with the 
overall format of the problem. An enormous 
amount of specific detail can be easily sum
marized and manipulated. 

There are two separate arrays in the analysis: one for access and another 
for control. Both, however have the format of the array, as indicated in Figure 2. 
Suppose for discussion there were four employees in the facility labeled Pi, Po 
P3 and PA and five Safeguards ST through S5. Each column of the array is labeled 
by one of the safeguards. The labeling of the rows is somewhat more complicated. 
In order to examine the vulnerability of the system under all combinations of 
individuals Pi through P4, the access and control that comes under one and two 
man rules must be indicated. Functions might be exercised under "higher man 
rules." In this example, we will presume that there are no access and control 
working rules involving more than the two man rule. For this case, only single 
individuals and individual pairs need be considered. Referring again to Figure 2, 
the first four rows are labeled by the four individuals; the subsequent rows 
are labeled by the various possible combinations of these individuals. 

NiCastro, J., Woolson, B., Glancy, J., Internal Threat Analysis SAI-77-947-LJ. 
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In order co demonstrate how the array is read, a set of l ' s is indicated in 
the f i gu re . Suppose for spec i f i c i t y that Figure ?. is the access array. (Control 
array i s interpreted s imi lar ly wi th the phrase control exercised interchanged with 
access permit ted). Suppose fur ther the Safeguards S-]-S5 are applied at locations 
in the f a c i l i t y to control the flow of personnel. Indeed the safeguard system 
does more than th is and th is is discussed under the section en t i t led discrimination 
of safeguards. Referring to the f igure , P-j can enter the location control led by 
safeguards S 1 , S3 and S 5 by himself. While P 2 can do t h i s , P3 and P 4 cannot. 
P3 and P 4 can be admitted ind iv idual ly to the locat ion control led by S 4 and S 2 . 

Si s 2 
S3 s 4 

S5 
p l 1 0 1 0 1 
P2 1 0 1 0 1 
P3 0 1 0 1 0 
p4 0 1 0 1 0 

P l p 2 0 1 0 1 0 
P l p 3 0 0 0 0 0 

P1P4 1 1 1 1 1 
P 2 P 3 1 1 1 1 1 
P 2F 4 0 0 0 0 0 
P3Pr 1 0 1 0 1 

FIGURE 2 

Pj and P 2

 i n a two man rule configuration can be admitted to the locat ion 
control led by S 2 and S 4 . Pi and P 4 together or P 2 and P3 together can be 
admitted under a two man ru le configuration to locations control led by any of 
the safeguards, through the type of procedure indicated above, two arrays record 
in simple data format a l l of the possible combinations of one man, two man or mul t i -
man rules fo r access and cont ro l . 

The s i tuat ion i s actually more complicated. Safeguards not only regulate the 
movement of people but may also regulate the movement of people carrying SSNM. 

DISCRIMINATION OF SAFEGUARDS 

A given safeguard measure in the safeguard system does not necessarily 
contribute to counteracting every threat . In examining the vu lnerabi l i ty of a 
safeguard system to >, given threat , we must provide some functional method of 



selecting out of all safeguards in a system those that are germane to that 
particular threat. This selection inevitably involves some judgement and opinion. 
The format of this analysis is completely flexible to accommodate various 
"opinions." If we do not discriminate safeguards, the facility will appear 
less vulnerable. Thus the use of detailed discrimination results in a more 
conservative analysis. 

One objective of the analysis is to construct and test working rules. 
If working rules are structured to be effective for a subset of discriminated 
safeguards, they are ipso-facto at least as effective for the larger group of 
safeguards. 

In a sense, defining the subset of the safeguards that are pertinent for a 
particular threat is tantamount to refining the "definition" of the threat. Since 
the definition of words like theft, etc., are analytically soft, there is apt 
to be some discussion as to the meaning of terms. 

In this study it is sufficient to separate safeguards into two major 
categories: regulation of the flow of personnel and materials (Figure 3). 
The flow of materials is further subdivided into materials flow linked to personnel 
and that linked to equipment. Materials are divided into two categories: SSNM 
and contraband or other items. An example of a safeguards measure is indicated 
in each category. The breakdown is based on the somewhat elementary idea that rele
vant movement involves personnel and material, and that material must be moved 
with or by personnel or machine. 

SAFEGUARDS CATEGORIES 
Regulate Regulate 
Personnel F".'ow Materials Flow 

Applied to Applied to 
Personnel Equipment 

Contraband Contraband 
Category Ingress Egress SSNM & Other SSNM & Other 
Example ID Badge ID Badge y- ray scan Physical Y"ra--' s c a n Vehicle 
Safeguard Sign-in Sign-out of person search off a waste search 
Measures sheet sheet passing for a gun barrel 

FIGURE 3 

It is necessary furthermore, to relate the relevant categories of safeguards to 
the threats of interest. This is summarized in Figure 4. 

'Further categories can be structured by the analyst if necessary. This simply 
represents an increase in the size of a matrix. 



THREAT CATEGORIES 
Flow of 
Personnel 
Control of 
Access 

Flow of 
Materials 

Applied to 
Personnel 

Applied to 
Equipment 

Ingress Egress SSNM Contraband SSNM Contraband Category: 
Adversary Action Branch 
Theft IN X 

OUT X X 
Diversion IN X 

OUT X X 
Sabotage IN X 

OUT 
FIGURE 4 

This array (Figure 4) summarizes a set of security analysts opinions about 
threats and safeguards. Theft should consider safeguards that control access 
on the In and Out segments^ (note this need not be the case if one assumes 
the thieves decide to depart in a purely overt mode) and regulate the flow 
of SSNM carried by personnel during the out branch. A similar configuration 
is indicated for diversion. Analysis in the study is not concerned with a pure 
overt assault that does not utilize insider resources. Thus, for sabotage, 
ingress safeguards coming under the control of the insiders are relevant. 

By using the information in Figures 3 and 4 every safeguard in the facility 
is discriminated as to its relevance for each path segment of every adversary 
activity threat, under consideration. 

Safeguards 
Sl S 2 S 3 

Theft 
S Diversion 
S-
h" Sabotage 

FIGURE 5 

Threat Safeguards Array 

Inevitably a personnel or material path is involved in the analysis consisting 
of an In and Out segment. 



A threat safeguards array can be constructed. It is this array that is used 
in the analysis. What is relevant is not the "dictionary word designation" 
for the threat such as "theft", "diversion" or "sabotage" but the subset of the 
safeguards that are involved in counteracting the threat. Thus, many more 
threats can be configured than there are reasonable words in the dictionary 
to define them. It is in this array that alternative opinions by the analyst 
or security specialists are ultimately best expressed. 

Once Figure 5 is agreed upon by the security analysts, the user need only 
specify to the computer the threat (theft, diversion, sabotage) and the start 
point, target point and finish point. All other items are processed internal 
to the analysis. 
THE ADVERSARY CAPABILITY PROBLEM 

Within the code segment that computes the vulnerability of the paths to 
individual collaborators, any number of evaluation options exist relating to the 
capabilities to be ascribed to the adversaries, the runner (the one who in any 
pair executes the scenario) and his accomplice. The evaluation does not only depend 
on each pair of colluders, but on what actions are taken by members of the pair. 
In general, the action can vary from one path segment to the next. In this problem 
we will distinguish only the _ui and cmt segments. Suppose we are evaluating a 
path. Let P and Q represent two people (guards or workers), then Figure 6 
summarizes some of the capability options. 

Access Control 
1 P Q 
Z P 0+ OOP 
3 0 P+Q+QRP 
4 P+Q+QflP P+Q+QnP 

FIGURE 6 
What each adversary colluder is capable of contributing to the successful 

execution of the scenario is his access capability and his control capability. 
The question addressed by Figure 6 involves the possible combinations of capability 
for each adversary pair P and Q. In Figure 6 we assume that P executes actively 
the major 2D. or out segment and Q is his collaborator. 

Option 1 includes the access capability of P, the runner, and the control 
capability of the accomplice. In Option 2, the access capability contributed 
is again due to P alone, while the presumed control capability is due to 
Q under the one man rule and P and Q under any existing two man rules. Option 3 
is the maximum control capability of the adversaries and Option 4 is the maximum 
total capability. There are many other capability options that can be ascribed 
to the adversary. The few options indicated span the range of adversary capabilities 
and were chosen because of this. Changing them represents no problem or adding new 
ones presents no difficulty. 

0 n = logical "and" 



The more capabi l i ty you ascribe to your adversaries, the more conservative 
the evaluation of the f a c i l i t y w i l l be. we have not st ipulated whether P and Q 
are worker or security force. In terms of the option selections, th i s is 
i r re levant since in the code, a l l combinations of people are analyzed. 

The safeguards contro l led by the P, Q adversary pair under any option is 
determined from the f a c i l i t y path analysis and the access and control arrays 
indicated in the previous sect ion. 

SUMMARY 

The problem of the internal threat epitomized by the tact ics of collusion 
and i l l i c i t use of access has been structured into a data processing format. 
The format procedures and analysis are object ive, the f l e x i b i l i t y of the method 
allows the security analyst to input his judgement and opinions in to the 
code. By so doing he can in teract and determine the effects of interact ing 
with the safeguard system. 


