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1. INTRODUCTION

Like many drugs, poisons, and explosives in common use

in our society today, nuclear materials are dangerous. This

was recognised well before the advent of nuclear power, and

precautions have been taken to isolate the substances from

the environment. The expected expansion of nuclear power

generation, and consequent proliferation of the materials,

has caused opponents of the industry to voice pessimism over

the ability of the authorities to contain these -substances.

The precautions currently being taken are called nuclear

safeguards, and it is the function of this report to examine

these.

For the purposes of this report, the often confusing

phrase "nuclear safeguards" is taken to mean actions designed

to accomplish one or more of the following objectives:

1) to detect or prevent the national diversion of nuclear

fuel materials from peaceful purposes to their incorporation

into nuclear explosive weapons;

2) to prevent the clandestine diversion or overt theft of

nuclear materials by sub-national organisations or individuals

for purposes of (a) making nuclear explosives, (b) making

radiological weapons, or (c) supplying an illegal market in

nuclear materials}

3) to assure the recovery of dangerous nuclear materials

diverted or stolen by sub-national organisations or

individuals before they are used for destructive purposes;

k) to prevent the sabotage of nuclear facilities or transport

systems in ways that would expose the public to dangerous

levels of radiation.

In this report, we will examine the dangers associated

with the illicit use of nuclear materials, and the safeguards

employed to minimise the risks arising from the commercial

exploitation of nuclear power.
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.2. ILLICIT USES OF DIVERTED MATERIALS

Nuclear fuel undergoes several distinct steps in what is

generally referred to as a nuclear fuel cycle. Some of these

involve material which, if diverted, could be used to create

threats or deliberate hazards in three ways: '

i) as an explosive,

ii) as a biological poison, or

iii) as a radiation source.

The fuel cycle steps which have to be investigated from the

point of view of safeguards are fuel fabrication, together

with enrichment, reprocessing, and the attendant transportation

and storage of material (see Fig. 1). In the following

account, the nuclear hazards which arise from the illicit use

of the various materials are examined, and Seeps requiring

safeguards are identified.

2.1 Fission explosives

2)
The basic components of a fission explosive ' are a

core of fissile material; a tamper which surrounds the core;

chemical explosive; and a suitable neutron source which is

required to initiate the fission chain reaction in the core.

The function of the tamper is to reflect back into the

fissionable core some of the neutrons which would otherwise

escape. Its presence reduces the critical mass of material

necessary for the core (the critical mass is the amount of

fissionable material in which the chain reaction will be

sustained). The chemical explosive is used to transform the

core (and tamper) from a subcritical assembly to one which is

supercritical. This may be done in two ways: the core may

be in two or more subcritical pieces, and chemical propellant

is used to bring these together to form a supercritical mass.

This is referred to as the gun type. Alternatively, an

implosive device relies on chemical explosive raising the

density of the core by compression so as to achieve super-

criticality. If a mass equal to double the critical mass is

achieved, then within two microseconds of detonation, the

energy developed within the fissionable material may cause it

to explode with a yield equivalent to several hundred tons of
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FIG. 1. The nticluat fi'ic'I cycle.

(Reproduced, viith permission, from Rometsch et al. , IAEA
Publication STl/PUB/408, Vienna, 197^.)

high explosive.

The actual yield obtained depends critically on the

particular characteristics of the masses and types of materials

involved, together with the design and fabrication of the

device. The fission explosive material which comprises the

core can be derived by chemical separation from special nuclear

materials (SNM) as they occur within the nuclear fuel cycles

of the power industry. There are three fissile isotopes which

must be considered: the uranium isotopes U-235» U-233, and

the plutonium isotope Pu-239«

2.1.1 Plutonium -

This element is produced in nuclear reactors fuelled

with material including U-238, the most abundant isotope of

natural uranium. Typically, spent fuel contains about 1%

plutonium by weight. The plutonium recovered from this



contains1' up to 30$ non-fissile isotopes, principally Pu-240,

which act as a poison to the preferred fissionable material,

Pu-239. Pu-240 has another property which complicates the

use of reactor-grade plutonium in fission explosives. It

spontaneously fissions (i.e., without an incident neutron)

at a sufficiently high rate that the neutrons produced may

influencs the fission chain reaction. If these neutrons

initiate a fission chain reaction before the core is

assembled in a supercritical state, the bomb may "predetonate"

and release considerably less energy than if the start of the

chain reaction had been further delayed. This precludes the use
of reactor-grade plutonium in simple gun-type devices.

2)
However, it is accepted ' that it may be used for

implosive-type fission explosives. The amount necessary

varies with chemical form. The critical mass of a sphere of

delta-phase reactor-grade plutonium in metallic form is about

8 kg when it is inside a several-inch thick tamper of steel

or copper (neither of which is as good a neutron reflector

as beryllium). The oxide of plutonium, PuOp, can be used

directly in the core of a fission explosive. The critical

mass of the oxide, when well compacted, would be about one-and-

a-half times that of metallic plutonium. However, considerably

less energy will be released in using the oxide rather than

the metallic form as the fission explosion cannot be as

efficient. The processes for converting PuO, to metallic

plutonium are difficult and dangerous, but it is credible

that they could be carried out in a clandestine laboratory,

and that sufficient oxide could be reduced over a period of a

few months for fabrication of a bomb.

Plutonium,which is separated from spent fuel by

reprocessing of the fuel, is stored in either, the oxide form

or as a nitrate solution. Until separated, the plutonium is

very effectively protected against theft by the lethal

radiation from radioactive wastes contained in the fuel.

After separation, it must be physically guarded. In the U.S.2'

the nitrate solution has been stored in plastic bottles

containing 2.5 kg of plutonium in solution. These are

suitably encased in containers for shipping or long-term



storage which inhibit their removal without cranes. The

Plutonium nitrate solution cannot be used directly as core

material in a bomb. However, obtaining PuOp from the nitrate

solution is chemically easier than reducing the oxide to

metallic form.

Separated plutonium is currently being processed into

new fuel for certain reactor types. The liquid metal fast

breeder reactor (LMFBR) now under development and looked upon

as the mainstay of nuclear power towards the end of the

century uses fuel in which the fissionable material is PuOg.

This is mixed with natural or depleted UOg specifically to

"breed" more plutonium than is consumed. After the oxides are

mixed in fuel assemblies, the total weight of LMFBR fuel that

would have to be stolen in order to obtain enough plutonium
2)

for a crude fission bomb would be '50-100 kg. The PuOg can

be chemically separated from the UO,,. It is also hoped to

recycle plutonium in other reactor types, notably the light

water reactors (L,WR) which are now the most common type in

the world. These currently use fuel that is enriched in U-235
2)

to about 3%. It is envisaged ' that about one-third of the

U-235 could be replaced by plutonium, probably by mixing

pellets of U02 with pellets of PuOp in the fuel rods. Although

it would be easy to separate the plutonium from uranium by

physical means, the weight of the fuel assemblies would be a

deterrent to theft. It would take about 1.5 tonne of

fabricated fuel to yield enough plutonium for a crude fission

bomb.

2.1.2 High-enriched uranium -

Natural uranium contains 99.3% U-238 and about

0.7$ U-235. U-238 cannot sustain a fission chain reaction.

High-enriched uranium, containing more than 90% U-235, is

very suitable for making fission explosives, although these
2)

will have a lower yield than equivalents made with plutonium. '

Depending on the tamper used, the spherical critical mass of

U-235 in the metallic form is between 11 and 25 kg. In the

form of the oxide (U02) or carbide (UC2), both of which can be

used directly as core material, the critical mass is some 50%
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greater. Unlike plutonium, there are no "predetonation"

problems due to spontaneous fission neutrons, and, in general,

uranium is easier to convert from one chemical or physical

form to another. U-235 is not particularly toxic, unlike

plutonium.

Below an enrichment level of 10% (i.e., uranium

containing less than' 10$ U-235), uranium cannot be used to

make a practical fission bomb, even though it can be used with

a neutron moderator to sustain a "slow" fission chain reaction

as in a reactor. As the enrichment level increases above 10$,

the uranium can be used for fission explosives, with

decreasing amounts necessary to ensure criticality. Most

nuclear power reactors use uranium fuel that has U-235

concentrations of less than 10$ (low-enriched, or natural) or

greater than 90%. Primary concern in the diversion of uranium

for fission explosives is therefore with high-enriched uranium.

The enrichment process is, at present, based on gaseous

diffusion or gas centrifugation, methods which require huge

facilities of very large capital-expenditure and energy

consumption. Clandestine enrichment of uranium with current
2)

technology is not considered credible. '

High-temperature gas-cooled reactors (HTGR) use high-

enriched uranium, in the range 90-95$ U-235» as fuel. There

are very few of these at present, but they may become more

common after 1980. The fuel is in the form of a mixture of

uranium carbide (UCg) la thorium carbide (ThCp). The fuel

itself is too diluted by thorium to be used directly as core

material of a fission explosive. More than fou»- tonnes of

HTGR fuel elements would have to be diverted to obtain 15 kg

of high-enriched uranium. Moreover, separation of the

carbides is a very difficult operation involving both physical

and chemical processes.

Although the fabricated fuel does not present a

significant source of fission explosive material, the same

cannot be said of certain stages of the HTGR fuel cycle. The

high-enriched uranium is stored and shipped either in the
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• form of liquified uranium hexafluoride (UF,-) or UOp. High-

enriched UFg is too dilute to use directly in any practical

type of fission bomb, but it is relatively easy to convert

to Sie oxide or metallic forms. Thus, enrichment and fuel

fabrication steps in the HTGR cycle will require stringent

safeguards. The isotope U-233 which is produced by the

conversion of thorium in a reactor is a better fuel than

plutonium. While there are no plans for commercial HTGR fuel

reprocessing at present, there are incentives for recovering

U-233 and the remaining U-235* Facilities involved in such

reprocessing would also require extensive application of

safeguards.

2.1.3 Uranium-233 -

This isotope is produced in reactors that contain

thorium. The critical mass of U-233 is only about 10$

greater than that of plutonium, and its explosive efficiency

under comparable conditions is about the same. It is much

less dangerous to work with than plutonium. In addition to

U-233t uranium recovered from the converted thorium contains

other isotopes. Some of these, such as U-23^, act as a

dilutant, thereby increasing the critical mass of reactor-

grade U-233 by 10-20$. None, however, fission spontaneously

at a high enough rate to affect the course of a chain reaction

during the assembly of the core in a fission bomb. As is the

case of high-enriched uranium or plutonium, the oxide or

carbide forms of U-233 may be used directly as core material.

Similarly, this would require 50% more material, and a lower

explosive yield would be obtained in comparison with the

metallic form.

Another of the uranium isotopes formed alongside U-233

is U-232. By undergoing radioactive decay, this isotope emits

gamma rays, a particularly penetrating form of radiation which

necessitates the provision of thick shielding for workers

processing large quantities of U-233. In this respect, U-233

is more dangerous than U-235. However, the risks to an illicit

bomb maker would not need to be great since the direct exposure

to the material would presumably be limited. These gamma rays
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have a bonus from the point of view of safeguards. As gamma

radiation can be detected at a distance, such detectors placed,

for example, ' at plant entrances and exits, could detect as

little as a milligram of reactor-grade U-233 moving through a

passageway in one second.*

There is no recovery of U-233 being undertaken at present

in commercial plants, and none is currently planned. Due to

the abundance of thorium and the predicted scarcity of cheap

uranium fuel, several investigations have been made with the

object of using U-233 produced by conversion of thorium to

replace U-235 as the fissile material in the fuel of power

reactors. The introduction of a thorium fuel cycle is seen by

some &a a cheap alternative to the development of fast breeder

technology.

2.1.4 Effects of nuclear explosions -

The destructive power of a nuclear explosion is in

three forms: blast, direct (or prompt) radiation, and

radiation fallout. Because of the radiation, a nuclear

explosion generally produces considerably more damage than a

chemical explosion of the same yield. The relative importance

of the different forms and effects of nuclear energy in

producing damage depends on the size of the explosion, the way

in which the explosive is designed, and the characteristics of

the target area. Rough approximations, as given by Willrich
2)and Taylor, ' are presented in Table 1 to give an estimate of

the areas over which damage may be expected. Radiation

released within a minute after the explosion (so-called "prompt"

radiation) is more important in small explosions than large

ones. This radiation is in two forms, gamma rays and neutrons,

both of which easily penetrate several inches of most material.

Dose levels are expressed in REM units, and an exposure of

500 REM absorbed over a person's entire body ("whole-body"

dose) would kill half of the people so exposed within a few

weeks.

*USNRC regulations currently require that doorway detectors of
protected areas must be able to detect at least 0,5 g Pu, or 1 g
U-233 or 3 g 90% enriched U shielded by 3 mm of brass on an
individual. Other detectors are required to pick up a minimum of
100 g non-ferrous metal used as shielding these materials.2)



Yield
(High
explosive
equivalent)

1 ton
10 "
100 "
1 kiloton

10 "

100 "

1 megaton

Radius for indicated effect (metres)
500 REM
Prompt
gamma
radiation

45
100

300

680

1150

1600

2400

500 REM
Neutrons

120

230
450

730
1050

1450

2000

Fallout
(500 REM total
dose)*

30- 100

100- 300
300- 1C~0
1000- 3000

3000-10000

10000-30000

30000-100000

Severe
blast
damage
(10 psi)

33
71
150

330
710

1500

3250

Moderate
blast
damage
(3 DSi)

65
i4o
300

650

1400

3000

6500

Crater
radius
(surface
burst)

3.4
6.8
13.6

27
54
108

216

Crater
radius
(under-ground
burst)

6.7
13.3
26.5

53
104

208

416

* one-hour exposure to fallout region assumed for yields less than 1 kiloton,
increasing to 12 hours for 1 megaton.

TABLE 1 - Damage radii of nuclear explosions as functions of yield
(taken from Willrich and Taylor^)).

00



9.

Delayed radiation from the fallout of a nuclear explosion

could deliver lethal doses to people who remain in the open

where radioactive debris has settled long enough for them to

receive a total dose of about "r>O i'"' Many factors, such as

weather conditions and evacuation speed, will affect damage

radii of fallout. Blast damage is more predictable. A peak

over-pressure of 10 pounds per square inch would be likely to

cause very severe damage of almost all residential and office

buildings, and moderate damage to heavily reinfo.rced concrete

buildings. Three pounds per square inch would severely j'

damage wooden-framed residential buildings. A prediction of

human casualties that would result from a nuclear explosion

is impossible without some estimate of population density.

2.1.5 Assessment of the potential risk -

It is clear that the diversion of fission explosive

material from a nuclear fuel cycle would result in a considerable

threat to society if the material could be fabricated into a

bomb. Much controversy has centred on this point, particularly

with regard to plutonium which would be the most likely target

for thieves. That it could be done on a national scale is

beyond doubt. Those advocates pointing out the threat from
2)terrorists groups state ' that the principles of a fission

explosive are simple, and that design and fabrication

information is available in open literature. Moreover, they

claim that the materials and equipment required, other than

for the core, are readily available at moderate cost. Given a

period of a few months, they believe that reasonably inventive

people, adept at -using laboratory equipment and machines,

could design and build a crude fission bomb. By "crude fission

bomb" it is meant one which would have an excellent chance of

exploding, probably with a yield of at least 100 tons of
a)

chemical high explosive. Others, ' defending the industry,

question the simplicity of such a project and the period of

time over which it could be carried out. It is not denied

that a crude fission bomb could be fabricated clandestinely,

but it is pointed out that at the expected yield of the device,

there exist other, much simpler, means of obtaining equivalent

amounts of destruction and damage.
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There is little evidence to support either view. An

under-graduate student , set the task of designing a fission

explosive using reactor-grade plutonium, is reported ' to have

completed the task within five weeks. The- final design was

evaluated and a bomb constructed to its specifications was

given a "fair" chance of exploding with a low yield. The

nuclear explosion by India in May 197^t occurred only after

six years of work, and a number of duds, even though a national
li)

commitment was applied. ' The Chinese apparently had similar

problems. Admittedly, the Indian explosion was equivalent to

6)
15 kilotons of chemical high explosive, ' but the plutonium*

used contained less Pu-240 than normal reactor-grade material.

What is clear is the considerable risk of serious injury or

death which a terrorist would have to take in a bid to create
9)a bomb. According to Taylor, ' there would be more than a

50% death risk in the thieving and something like 30% in the

bomb fabrication. Plutonium is a highly radiotoxic material

and, even if isolated from the atmosphere, adequate shielding

would be necessary to attenuate the fast neutron flux arising
7)from spontaneous fission of different plutonium isotopes. '

Moreover, considerable care would be needed to avoid accidental

criticality of the plutonium mass. The safety margin would

be difficult to judge since tne critical mass of plutonium in
2)

solution can be as low as a few hundred grams. The results

of accidental criticality have been experienced in U.S.

military nuclear weapons research ' and the burst of neutrons,

without explosion, have killed more than one worker.

However, the possession of requisite amounts of fission

explosive material may be a sufficient enough threat for

groups to achieve their aims without the actual construction

of an explosive device. For that reason, it is relevant to

examine the amounts and sources of the material. Table 2

presents a summary of flows of fission explosive material in

the various reactor types envisaged as becoming important in .

the near future. This data, together with the growth forecast

for nuclear power, indicates that a large amount of fission

explosive material will be produced. By 1980, it is expected '

that 350,000 kg of plutonium will have been accumulated in

•obtained from the CIRUS reactor at Trombay, a kO MWt heavy
water research reactor.



reactor type
LWR

W/0 Pu
re-cycle

LWR
W/Pu
re-cycle

GCR
(Magnox)

mm
(CANDU)

AliR HTGR LMFBR

efficiency

fuel types

mass of fuel

assemblies (total)

initial high-enriched
uranium (93% U-235)
inventory

initial Pu inventory

annual high-enriched
uranium feed

annual Pu output

annual Pu input

annual U-233 production

example

electrical output

U(L)02

tonnes

-

-

210 kg

0 kg

—

Zion 1
(USA)

1050 MWe

32.3°/
U(L)02+Pu02

'-100
tonnes

-

-

360 kg

310 kg

—

32.7$ 29.4$

metallic U(N)O 2

/v1000 *«200
tonnes tonnes

:

-

540 kg, 316 kg

_ _

Dungeness Picker-
A (UK) ing 1

(Canada)

275 MWe , 508 MWe

4 1. 6$

U(L)O2

-̂ 190
tonnes

-

179 kg

»-125 kg
after Pu
re-cycle
starts

_

Hinkley
Pt B
(UK)
621 MWe

39.2$

U(H)C2+ThC2

tonnes

--2500 kg
(136O kg on
U-233
re-cycle)

-

310 kg

-0 kg

150-230 l:g

Fort St
Vrain (USA)

330 MWe

41.4*

U(N)O 2+PUO 2

10-20
tonnes

2500 kg

-

-1500 kg

-^200 kg

-

Phenix
(France)

233 MWe

TABLE 2 - Fission explosive material and fuel cycle characteristics of typical
reactors. The data is taken from references 2 and 3» and is
standardised to an electrical power level of 1000 MW.

O
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.the world. Although such figures are alarming, it should be

remembered that much of this material will not be in a form

suitable for diversion. Plutonium remaining in spent fuel is

self-protected and can only be separated by complex physical

and chemical means in plants of large capital expenditurp.

Commercial reprocessing of fuel is currently inadequate to

cope with the demand. In the U.S. no plant has operated since

June 1972 and new plants are behind schedule in commencing

reprocessing. The economics of reactor types using natural

uranium do not depend on recovery of plutonium from spent

fuel and, in fact, there are no plans at present to reprocess

CANDU fuel on a commercial scale. Reprocessing of enriched

uranium fuel is economically justified for the recovery of

the remaining enriched uranium as feed for enrichment plants.

Plutonium, at about $1O,OOO/kg, is in some ways a valuable
2)

by-product. ' If re-cycling of plutonium in new fuel is

adopted, stocks of this material in the oxide or nitrate form

will be substantially decreased. In most cases, plutonium

in new fuel would be so diluted that the weight of fuel

required to be diverted would act as a considerable deterrent

against theft. It is the function of safeguards to identify

the areas of potential risk-s, and to institute measures to

reduce the risks to an acceptable level. That this can be

done effectively is believed even by serious critics of the

power industry. ' '

If a group was set on acquiring a fission explosive, they

would probably find it easier to steal a ready-made device

from the stockpiles around the world. In Europe, the U.S.

alone maintains 7000 tactical nuclear weapons in 80 depots
35)guarded by three to four men at a time. ' There is

considerable evidence that security at some of the arsenals

is vulnerable. '

2.2 Biological poisons

Plutonium, in common with other strong alpha particle

emitters, is a highly radiotoxic material. It has been

suggested that dispersion of relatively small quantities of
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Poison Concentration in milligrams
per cubic metre

Nerve gas

plutonium-239

cadmium fumes

nercury vapour

phosgene

less than 1

6

10

30

65

TABLE 3 - Air concentrations of poisons necessary
to achieve 50% fatalities in a population
after four hours inhalation : all deaths
occur within a short period.'^/

Poison

Anthrax spores

botulism toxin

Lead arsenate

potassium cyanide

plutonium

caffeine

Amount in grams

10-7
>*ID"6

0.1

0.7
6

14

TABLE k - Quantities of poisons to be taken orally
to achieve 50% fatalities in a population :
death due to plutonium intake will occur
from long-term induction of cancer, others
short-term deaths.11/
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powdered plutonium oxide or nitrate would cause widespread

cancer in the affected population, and render the affected

areas permanently uninhabitable because of its 2^,000 year half-

life. The toxicity of plutonium depends largely on the

manner in which it is encountered (NIP-30 deals more fully

with toxic effects of plutonium). Table 3 compares air

concentrations of plutonium with some other poisons, giving

the amounts necessary to achieve 50$ fatalities in a population

after four hours inhalation ' (death would occur within a

short period after inhalation, and in the case of plutonium,

would not be due to cancer). Table k compares the quantities

to achieve 50$ fatalities by oral intake (in this case the

fatalities from plutonium would occur from long-term induction

of cancer, while the other poisons would cause short-term

death). Obviously, the hazards caused by ingested plutonium

are considerably less than inhaler' plutonium. Cohen '

estimates that if reactor-grade plutonium was dissolved in a

city reservoir, there would be about one death for every 5 kg

so dissolved.

Plutonium, in the form of an aerosol - extremely small

particles suspended in air, is exceeding toxic. A lung

burden of between 10 and 100 micrograms of Pu-239 would very
2)

likely cause death by cancer. ' Moreover, because it is a

mixture of isotopes, reactor-grade plutonium is five times
2)

more hazardous than Pu-239- Willrich and Taylor ' have

considered aerosols of Pu-239 distributed uniformly in the air

of buildings, such as by carefully introducing the aerosol

into air conditioning systems. They estimate that one gram

of Pu-239 could cause a lethal dose over an area of about

500 square metres (typically one floor of an office building)

and that 100 grams could give a lethal concentration over an

area of 50,000 square metres (the entire floor area of a large

skyscraper). The corresponding areas over which plutonium

concentration would be significant enough to warrant

evacuation and subsequent decontamination would be roughly

100 times greater than those subjected to a lethal dose.

Gauging casualties from plutonium dispersed in the open is

considerably more difficult as the material would be diluted
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-much more readily, depending on weather conditions. Cohen's

study, ' using reactor-grade plutonium, concluded that there

would be two deaths (from cancer 15-^5 years later) for every

30 grams of this plutonium dispersed in an urban population

without warning. He further estimated that about 1 kg would

be necessary to seriously contaminate an area the size of a

football field. After plutonium-bearing particles settle in

an area, they would remain a potential hazard until they were

leached below the surface of the ground, or vere carried off
2)

by wind or surface water drainage. Willrich and Taylor '

suggest that contamination levels o± about one microgram per

square metre would be likely to be deemed unacceptable for

public health.* People who absorb lethal but not massive doses

of plutonium would not sense any of its effects for weeks,

perhaps years. However, it can be detected by sensitive

radiation equipment, and areas can be effectively decontaminated

by chemical and physical means.

There have, of course, been many releases of plutonium,

mostly through military action. Some 5000 kg of plutonium

have been deposited in the atmosphere as a result of nuclear

weapons testing by various nations. ' Nuclear weapons have

been involved in non-nuclear accidents, some deliberate and

others accidental (all of which are detailed by Patterson ' ) .

Despite the fact that there has been more than 30 years of

industrial experience working with large amounts of plutonium,
4)

it is reported ' that not one plutonium worker has died, or

contracted a cancer, as a result of exposure to plutonium.

There have been no suggestions of non-military attempts to use

poisons, radiological or otherwise, to contaminate large areas.

That terrorists should employ such tactics in the future is

difficult to speculate on, particularly as explosives appear

to better suit the purposes of these groups. The question

would again face them as to whether the desired effects could

not be achieved more easily, and at less risk, with more common

or conventional materials.

*both higher and lower levels have also been suggested
(see NIP-30)
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2.3 Radiation sources

Fission products and materials activatod by exposure

to neutrons in reactors can produce high levels of radiation,

which could cause debilitation or death to exposed individuals. .

However, the high levels of radiation make it necessary always

to handle and transport these materials inside massive, heavy-

shielding, so theft would be difficult, handling of the

material without proper shielding would be extremely dangerous,

while explosive breaching of the shielding to release and

spread the radioactive material would require very large

amounts indeed of conventional explosive. The consequences

of gross ler Je arising from the transport of highly

radioactive material would be local, not widespread. It has
12)been estimated ' if a canister of high level waste could be

removed from its protective cask en route and left exposed,

there would probably be no radiation injuries beyond a

distance of 100 m from the canister.

2)Willrich and Taylor also considered pulsing small

unshielded nuclear reactors to destruction, and concluded that

neither type of weapon would be as effective as a plutonium

disposal device or a low-yield fission bomb.

3. SABOTAGE

Rather than remove nuclear materials from a plant for

the creation of a threat, terrorists or malefactors might

contemplate the destruction of the plant itself to release

the radioactive material contained within. Thus sabotage can

be regarded as part of the hazards which safeguards must

counter. In fact, the requirements for physical protection

of nuclear materials together with operational safety measures

of the plant should largely combine to ensure adequate

safeguards against sabotage.

In the case of a power station, the most serious release

of radioactivity could only be achieved by producing a core

melt sequence. Safety systems are specifically designed to

prevent this occurrence, not as a consequence of sabotage

threats, but as an engineering necessity. Having gained access
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to the station, successful sabotage would require an intimate

knowledge of plant design and construction, operational

controls and protective systems. Pail-safe design and

control interlocks would thwart all but the most expert

attempts. E--en if a core melt was achieved, the result would
13)not be a "mega-threat" as has been described by some alarmists. '

)14)The Rasmussen report ' concluded that any consequence

produced by sabotage of a power plant could not exceed the

largest predicted by that study as a result of operational

failure. The study also concluded that sabotage consequences

would likely be smaller, and that it would be very difficult

to produce consequences as large as the largest predicted in

the report. It is estimated that only one core melt in 170

could cause- greater than 10 prompt deaths in the population,

and most cause very much less. The conclusion is that even

if sabotage was successful, it would be very unlikely that

any loss of life would occur amongst the public. The reactor

would be destroyed, and counter measures are necessary to

prevent the loss of such a valuable asset.

There are, of course, other forms of attack which could

disable nuclear power plants, and these need not require entry

into the installation. A logical target would be the cooling

system, specifically the intake piping which runs hundreds of

feet outside the plant to a large body of water. However,

since the emergency core cooling system is contained within

the building, permanent disablement and casualties would not

follow the sabotage. The possibility of releases of radio-

activity from sites other than the reactor itself cannot be

dismissed. Fuel reprocessing plants are safer than reactors

in that the potential energy release is much smaller. However,

as cladding of the fuel is removed and the reactor pressure

vessel absent, they could be as dangerous as a source of

radioactivity.

Although the nuclear industry has not been the target of

terrorist attacks except in a few minor incidents, there has

been growing concern that the physical protection afforded

installations and materials should be improved. ' Most
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noticeable of the incidents involving nuclear power was a

recent bombing of the water intake at the power station in

Mont d'Arree, France. No hazard resulted to the public.

Similarly, occupation of a newly-completed station in

Argentina by urban guerillas passed uneventfully: the station
•5)had yet to go critical. ' Other such incidents have been

17 1 ft \

described. ' ' Claims by a retired Green Beret colonel that

he could readily sabotage the San Onofre nuclear power station

in California were apparently taken seriously (the testimony

was never made public). A considerable tightening of security

was evident following the description oi how such an attack
19)would proceed. ' Hijackers of a DC-9 'plane threatened

kamikaze-style dive bombing of the USAEC Oak Ridge facilities

in an attempt to gain a 10-million dollar ransom. It is

reported that the installations were evacuated, and the ransom

paid. ' The USAEC chairman at the time commented on the

incident and stated that the nuclear power plants currently

designed (1972) in the USA could withstand the impact of at

most a 90-tonne aircraft arriving at a speed of the order 240

kph. A Boeing-7^7 weighs 166 tonnes. More recently, the

Rasmussen report pointed out that because the containment

shell is a fairly strong structure and the vital parts of the

plant present quite a small area, such impacts would have a

small probability of producing a core-melt sequence. It

could be argued that should core-melt occur, the consequences

would be greater than those estimated in the Rasmussen report

since the containment shell would already be breached.

It is impossible to assign probabilities to cover such

acts of violence, although efforts are now being made to

evaluate their chances of success. ' It is accepted that

the probabilities are non-zero, and that the chances of a

successful attack will be finite. It must also be accepted

that there are easier and more certain methods of indiscriminate

mass murder using conventional chemical, biological, or

explosive techniques: ' ' for example, by attacking football

stadiums, or other large gatherings of people, introducing

poisonous gases into ventilation systems, poisoning water or

food supplies, starting fires, etc. Moreover, the nuclear



17.

power industry is not alone in the potential scales of
20)

casualties which could arise. Okrent reported UCLA studies '

which showed that aircraft crashes into grandstands could

cause fatalities in the range 3OOO-8OOO, and dam failures in

California could result in fatalities numbering from 14,000

to 260,000.

It is clear that facilities of the nuclear power industry

must be adequately guarded to render them unattractive to

potential terrorist threat. As they are not public places,

this can be done more effectively than it could with other

equivalent targets. It should also be remembered that with

high capital costs of nuclear installations (for example,

greater than $M500 for a power station), there is therefore

considerable incentive to adequately protect these assets.

k. SAFEGUARD MEASURES

4.1 Safeguards agreements

Measures aimed at preventing the diversion and misuse

of nuclear materials have been in force for over 30 years.

With the international spread of nuclear technology has come

the international application of safeguards. This was first

done on a common basis when the European Atomic Energy

Community (Euratom) was established in 1958 for European

states. Since the International Atomic Energy Agency was set

up in 1957» the politically acceptable way of implementing

safeguards has been through agreements between a State or
21)States and that organisation. Such agreements ' are invariably

built around a basic undertaking of the State " t̂ to use

special fissionable material and other materials, services,

equipment, facilities, and information in such a way as to

further any military purposes". This undertaking has always

been formulated in the agreement itself. A similar undertaking

is contained in the Treaty on the Non-Proliferation of Nuclear

Weapons (NPT), on which agreement was reached in 1968 and which

entered into force in 1970. According to NPT, Ztates party to

it undertake not to divert "nuclear energy from peaceful uses
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•to nuclear weapons or other nuclear explosive devices". As a

consequence of the Treaty, States must conclude agreements

vith the Agency for the application of safeguards on all peaceful

nuclear activities on their territory or under their control.

For this reason, safeguards agreements cf NPT States within

Euratom have effectively come under the control of the IAEA.

It is expected that more than 80% of the nuclear power stations

predicted for 1977» as well as a similar proportion of nuclear

material involved, will be subject to IAEA safeguards. '

The agreements concluded with the IAEA for the application

of safeguards specify the procedures to be applied in tKe

accountancy of nuclear material. While there is a need for a

State tp have a system for the physical protection of nuclear

material, the Agency cannot oblige a State to do this under

an agreement. However, physical protection is recognised as

an integral part of safeguards, and. recommendations have been

made defining the elements that should constitute any State's

system of physical protection. '' In the following sections we

consider the arrangements in operation to guard against the

illicit diversion or theft of nuclear materials. There are

two oases: diversion at sub-national level, e.g., by terrorist

groupa or individuals, and at a national level by governments,

or governmental agencies.

t\,2 Sub-national diversion

To prevent theft, national safeguards systems should
25)

be established, and the IAEA has given six points of guidance '
to achieving an effective national system:

1) there should be a proper definition of responsibility

and lines of authority, an4 of provisions for the

application of sanctions as. necessary by those responsible.

2) nuclear material may qnly be held or used by those

licensed to do so, and one condition for the granting of

a licence must be that provision is made by the licensee

to apply preventive measures prescribed by the licensing

authority.
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3) preventive msasures should be prescribed to match

the requirements of the particular materials and the

use involved.

k) • in par.tieuj.ar, the measures to apply to material

in, transport and. storage ŝ hquld be defined*

5) thetfe' should be arrangements to keep those responsible

at the national•level informed on the measures in use,

and to make known to the operators of nuclear plants any

changes in the requirements made of them.

6) those responsible at the national level must make

sure that the measures they prescribe are being properly

carried out, and if this is not being done, that prompt

and effective remedial action is taken.

These six recommendations are a useful basis for organising

national arrangements for measures to prevent sub-national

diversion of nuclear material.

Actual practice, taking heed of the six points, results

in three main lines of defence. The first is clearly

containment. It is directed to -
• ; \

(a) preventing unauthorised persons from gaining access

to the nuclear materials; and

(b) preventing the unauthorised removal of the nuclear

material whether by persons gaining unauthorised

access or by persons having legitimate access to

them.
& , ~ -t , •

Containment usually takes the form of physical barriers and/or •

guards who prevent unauthorised access or egress. Once the

material is contained, the protection offered by containment

'is reinforced by surveillance which is directed to -

(a) forestalling unauthorised removal of material; and

(b) demonstrating that material has not been removed.

Standard forms of surveillance are guards, the use of sensors

to detect the removal of radioactive material, and the use of

cameras to survey areas. In this technological age sophisti-

cated techniques of surveillance are available and are used.
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Containment and surveillance largely embody the physical

protection of nuclear materials. In an endeavour to achieve

uniformity, the IAEA have published ' guidelines, including

a categorisation of nuclear materials which is given in Table

5. Specific requirements of containment and surveillance are

laid down for each category of material in the different steps

of use, storage and transit.

Equally important, however, is accountancy. It should

inexorably record the quantities of materials; their locations

and their movements. At all times the records must show the

disposition of the nuclear material, even though it passes

through processing plants which change its form and

concentration. They also show the history in terms of reactor

exposure and record the extent to which uranium is burnt and

plutonium created.

Records are periodically confirmed by the taking of

inventories when the materials are seen, weighed, analysed

and tested to ensure the correctness of the records.

As a whole, containment, surveillance and accountancy

with inspections and physical inventories superimposed, make up

what are known as safeguards. These should effect a series of

independent and ingenious obstacles so as to offset the

element of surprise necessary for a successful diversion of

material, whether by force or stealth. Properly operated, they

should make it extraordinarily difficult for anyone to steal

material, and further, they make it difficult for anyone to

conceal a theft for any significant length of time.

k.3 Recovery of nuclear material

While authorities have recognised tb~ importance

of procedures for the prompt recovery of stole nuclear
2)

material, little has been revealed and it is likely that

details will remain secret. This is understandable since

publication of details would aid a potential thief. Accepting

that the risk of a successful theft cannot be reduced to zero,

Willrich and Taylor have advocated that special recovery



Material

1. Plutonium

2. Uranium-235

3. Uranium-233

4. Irradiated fuel

TABLE 5: CATEGORIZATION

Form

Unirradiated

- not easily dispersible

- easily dispersible

Unirradiated any chemical form

- uranium enriched to 20% " 5 U or more

- uranium enriched to 10% 23SU but less
than 20%

— uranium enriched above natural, but
less than 10% 23Sx:a

Unirradiated, any chemical form

OF NUCU-AR MATERIAL

I

2 kg or more

2 kg or more

S kg or more

-

—

2 kg or more

Reprocessing
plant

Storage facilities
separated from
reactor sites

Category
II

Less than 2 kg but more
than 500 g

Less than 2 kg but more
than 10g

Less than S kg but more
than 1 kg

10 kg or more

—

Less than 2 kg but more
than 500 g

Reactor site

111

500 g or less c

lOgor lessc

1 kg or lessc

Less than 10kgc

10 kg or more

500 g or lessc

* Natural uranium, depleted uranium and thorium and quantities of uranium enriched to less than 10% not falling in Category III should be protected in
accordance with prudent management practice.
Although the recommendations of the group of experts we for this level of protection, it would be open to States, upon evaluation of reactor
characteristics, to assign a different degree of physical protection.
L»a than a radiological!) significant quantity shc.uJd at r w w •.-;).

(Reproduced from IOTCIRC/225)
to
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measures should be formulated as they would benefit intrinsic

security. Furthermore, since nuclear materials (especially

U-233, plutonium and, to a lesser extent, U-235) have

particular characteristics that make them detectable in small

quantities at moderate distances, special efforts at recovery

would have more chance of success than the recovery of other

type3 of stolen property. They suggested the development of

a recovery capability as part of a special security force.

It is the view of some opponents of nuclear power that,

in particular, attempts to recover diverted nuclear material

will lead to a transgression of the civil rights of citizens.

There appears to be little merit in singling out the nuclear

power industry in this context as many other acts would be

capable of causing equivalent disruption of the populace.

4.h National diversion of nuclear materials

The obstacles set up to prevent a national diversion

of nuclear material by a State arise primarily from the Treaty

on the Non-Proliferation of Nuclear Weapons. Articles I and

II of the Treaty prohibit the transfer of nuclear weapons and

weapons technology. Article III requires each State not

possessing nuclear weapons to accept IAEA safeguards on all

source or special fissionable material in all peaceful nuclear

activities. Article III.2 of the NPT obliges parties to

export nuclear materials and major items of equipment (specified

on a so-called trigger list)* only under Agency safeguards.
37 )

One hundred States are party to NPT. ' Of these, 97 are

non-nuclear weapons States and 5^ have concluded safeguards

agreements with the Agency, including New Zealand and

Australia. ' If countries are not party to the NPT, it is

still possible to apply an IAEA safeguards regime, as defined

in the Agency document INFCIRC/66/Rev.2. In this regime, the

^includes reactors and important reactor components (pressure

vessels, fuel charging and discharging machines, control rods,

pressure tubes, zirconium tubes and primary coolant pumps),

deuterium, heavy water, nuclear-grade graphite, reprocessing

plants, fuel fabrication plants and enrichment plants.
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Agency and State mutually agree on facilities and materials

to which safeguards will apply.

The Agency document INFClRC/153, which is actually a

blueprint of the NPT Safeguards agreement, sets down the

principles which guide the formulation of such agreements.

It requires that a safeguards agreement should contain, '

amongst other things:

an undertaking to accept safeguards on all nuclear

material used for peaceful purposes

a provision for the Agency1s right to apply safeguards

a promise to co-operate with the Agency

tht> establishment, by the State, of a national system

of accounting and control of all nuclear material used

for peaceful purposes

a promise to supply information to the Agency insofar as

it is needed for verification.

Hence, when an NPT Safeguards agreement is in operation the

IAEA has the right, which it exercises, to verify that

diversion is not taking place within a State. The system

imposed builds on an initial inventory of safeguardable nuclear

material declared by a State, using regular reports of changes

in the amounts and distribution of nuclear material in a

country to maintain a "book inventory". This is periodically

compared with a physical inventory or stock-taking by plant

operators which is verified by IAEA inspectors. The

uncertainty associated with the closing of the material balance

and which is caused by the attainable limits of accuracy on

analysis, sampling, weighing, as well as unexpected losses,

is a measure of the effectiveness of material control.

Verification by the IAEA of the material balance and the

associated analysis of the uncertainty in the balance are the

critical safeguards measures. By properly chosen sampling

plans, independent measurements of samples, and analysis of

operating procedures, the IAEA is able to determine what

limits of uncertainty in a material balance are associated

with normal operation in a given plant. Should the uncertainty

obtained in a particular balance exceed the limit for normal

operations, the Agency will investigate the reason, and if a
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.diversion of a significant quantity of material has occurred,

the Agency would then be able to determine, within the

confidence limits associated with its statistical sampling

and analysis, that this diversion had occurred.

The Agency can only detect a diversion after it has

occurred, so the frequency of its inspections is set to enable

such detection to occur before the diverted material could be

converted into an explosive device. The Agency has no power

to prevent a diversion, and the action taken following the

Agency's detection of a diversion is for the Agency's parent

body, the U.N., to decide.

k.5 Assessment of current safeguards

4.5.1 National safeguards -

Insofar as security incidents regarding nuclear

facilities of the power industry have only been minor in nature,

safeguards could be said to be effective. Nuclear weapons

materials have been safeguarded for over 30 years, without

significant theft. In spite of this, security measures have

come under increasing scrutiny over the past few years, both

from outside critics and the authorities themselves. In the

U.S., following an in-house study known as the Rosenbaum
27 )report, ' the AEC agree with the critics that their

regulations were inadequate and needed strengthening. As a

result, when the NRC was directed to take over the regulatory

functions of the AEC in 197**! it w a s also charged with a

review of safeguards programmes in the U.S. The proposed

regulations are now in the process of being adopted and acted
28)upon.

In the past few. years, there has been a tremendous surge

in the development of sophisticated electronic security

equipment to complement the need for better safeguards. This

includes, for instance, the proposed utilisation in the U.S.

of the existing Omega world-wide navigation system to monitor

the positions of safe secure trailers transporting nuclear

materials. ' Furthermore, considerable effort is going into

the security design of facilities, and these are being

evaluated by computer models to gauge their effectiveness

against various attack scenarios. ' In this way, although
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.the probabilities of an attack cannot be determined, the chances

of success can be matched according to the security measures

in force. A large amount of research is also being conducted

into analytical procedures so that balances of nuclear
29)

material can b© determined with greater accuracy.

There are other means by which safeguards can be made

more effective. It is important to appreciate that all parts

of the nuclear fuel cycle are not equally attractive to

thieves. In some areas the nuclear material is too dilute;

in others, it is so radioactive that the materials involved

are self-protected by lethal radiation. The areas at most risk

are readily identifiable. Several researchers have suggested

a graded security system so that the most potentially

hazardous material is under the highest security level. The

co-location of nuclear fuel cycle support facilities -

enrichment, fuel fabrication and chemical reprocessing - has

also been proposed in an endeavour to eliminate vulnerable

transportation links. This is already being done on a limited

scale. Because of the dangers of plutonium, it has been

suggested that this material be spiked with lethal radiation.

It is more probable that in using plutonium as LWR fuel, the

approach will be adopted to dilute plutonium as early as

possible to render its theft in sufficient quantities

difficult.30^

In their book which examined safeguards problems closely,
2)

Willrich and Taylor ' concluded that a system of safeguards

could be developed that will keep the risks of.theft of nuclear

weapons material from the nuclear power industry at very low

levels. This, they claimed, could be achieved by using the

best available technology and institutional mechanisms. The

cost of a highly effective national security force was

estimated to be less than one per cent of the total projected

cost of nuclear power. Other costs arising from stringent

safeguards could not be estimated at that time, largely due

to developments yet to reach fruition. However, they concluded

that an adequate nuclear safeguards system would cost no more

than a very small fraction of the total costs of nuclear

electric power, and would certainly not make nuclear power

economically uncompetitive in the future.
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. Given that an adequate safeguards system can be

implemented, there is evidence to suggest that it can be

maintained as an effective deterrent. The USNRC has in the

past imposed fines on companies for violation of security

rules detected following inspection of facilities. '

4.5«2 International safeguards -

The international outlook on safeguards is also

changing rapidly. The IAEA has been administering bilateral

safeguards agreements since 1962. Under the terms of

INFCIRC/66, these generally applied to specific facilities

supplied by the other state of the agreement. The introduction

of the NPT, enacted in 1970, standardised agreements and meant

a shift from a facility-to-facility approach to an approach

which embraced verification of all nuclear activities in a

given non-nuclear weapon state. This allows concentration

of safeguards efforts on the stages of a fuel cycle where

nuclear material of strategic importance is present. Because

all nuclear material is involved, the system is of greater

potential effectiveness in detecting diversion of nuclear

material than the INFCIRC/66 system.

By its nuclear explosion of May 197'*, India, which is

not a party to NPT but subject to bilateral agreements with

Canada and USA, gave impetus to improved IAEA safeguards.

These have included safeguards being transferred with, and

• "plied to, supplied material and technology, and the

prohibition of all explosive uses, including the so-called

peaceful nuclear explosives. The provisions of INFCIRC/66,

however, cannot be guaranteed to be made as comprehensive as

NPT safeguards. The effectiveness of such agreements is

directly related to the powers granted to the IAEA by the

State which is to be safeguarded. It is the responsibility

of supplier States to see that their nuclear material is

adequately safeguarded.

It appears that despite the failure of the 1975 NPT

R jvjaw Conference to produce tougher measures to ensure that
31 )remaining States become party to NPT, ' supplier States had

intended minimising the risk of diversion of nuclear

technology to the production of nuclear explosives. In
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•February 1976, it was announced that seven countries had

agreed to regulate commercial exports of nuclear power

technology with the object of preventing industrial exports

leading indirectly to nuclear weapons proliferation. The

negotiations between the seven - US, USSR, UK, Canada, France,

West Germany, and Japan - were secret and the agreement

confidential. These seven countries were later joined by

another five - East Germany, the Netherlands, Belgium, Italy,

and Sweden - with more expected to become members. The text

of the agreement has remained secret, but the requirements
32)have been said ' to include the application of IAEA or

comparable safeguards, which would be verified by the IAEA,

to exported equipment and material, with assurances that this

would not be used for explosives and would have adequate

physical protection. It would appear that as these requirements

would apply to the exported facility only, and not to all

nuclear activities in the State, the effect would be no better

than those of INFCIRC/66. It is obvious that the agreement

falls far short of what could have been achieved, and the

immediate announcement of deals involving the export of fuel

support facilities to two non-NPT countries - a fuel

enrichment plant to Brazil, and a plutonium reprocessing plant

to Pakistan, which has at present one power reactor - by two

members (France and West Germany) raises doubt as to the

integrity of their intentions. One hundred countries have

ratified NPT. Of the remaining countries, at least seven

have, or soon will have, the technical capacity to build nuclear

weapons, and may be under some political pressure to do so.

The countries which are members of the IAEA and have yet to

become party to NPT are Argentina, Brazil, Egypt, India, Israel,

Pakistan, Spain, and South Africa.

What is needed is a clear commitment by the supplier

States to export only to States party to NPT.' What is

apparently happening is a reluctance of supplier States to

accept such a commitment for fear of losing sales to

other States willing to export without setting equally

stringent conditions. What will probably happen ' is that a

group of countries, by the operation of commercial agreements

under facility oriented safeguards, will acquire sufficient
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technology to enable them to develop nuclear installations

of their own design and manufacture which will not be under

obligatory safeguards. They will therefore become independent

of present suppliers. In fact, the strictures of NPT can

hardly be classed as onerous. ' Article II, while prohibiting '

Treaty-members from manufacturing or acquiring nuclear weapons

does not prevent preparations up to the point where it is only

necessary to fit the weapon together.* Article X permits a

member to withdraw at three months notice.

There have been several alternative^ envisaged which could

alleviate the problems associated with the proliferation of
33 34)plutonium. One of these is custodial controls ' ' - actual

physical possession, at all stages, of plutonium and highly

enriched uranium by an agency or agencies capable of assuring

that these materials do not fall into unauthorised hands.

Such a system would imply the supply of fuel to a user in

replacement of used fuel elements only. Installations

providing such a service would have to be under international

control, not only for physical and political reasons, but to

ensure access to the needed materials to all qualified nations

on an equitable basis. As with previous suggestions, a lack

of international co-operation coupled with national interests

taking precedence, would imply that such agreements could never

be established effectively.

4.6 Implications for New Zealand

There are several conclusions that may be drawn with

regard to nuclear safeguards should the New Zealand Government

decide to adopt nuclear power stations as a means of generating

electricity:

1) As a small country, with no proven uranium resources

worthy of recovery, New Zealand's involvement in, and demands

of, nuclear power would be limited. For economic reasons,

enrichment of uranium and reprocessing of spent fuel in this

country would be unlikely, and there would therefore be no

stocks of fissionable explosive material or fuel facilities

requiring extensive physical protection.

•provided the diversion of fission explosive material remains
undetected, of course.
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2) Nevertheless, as a party to the NPT, and having concluded

a safeguards agreement with the IAEA, the authorities in New

Zealand will be bound to accept safeguards specified by the

Agency. These, at present, largely amount to accountancy of

nuclear materials. The inventories would be periodically

verified- by IAEA inspectors, who have the right to investigate

discrepancies at installations.

3) While the IAEA safeguard agreements do not at present

specify methods for the physical protection of nuclear

materials, recommendations have been made and consultation

is welcomed. Because nuclear materials can be diverted from

one country and used in another, the lack of extremist

activities in New Zealand will be no excuse for complacency.

4) Similarly, recognition of the fact that terrorism is

international implies that security for nuclear installations

in this country against sabotage will, of necessity, be

unprecedented. Installations in New Zealand cannot be allowed

to be easy targets, and it is likely that States supplying

plant and materials could insist.upon basic physical protection

requirements. These could include the arming of guards at

such plants.

5) As well as the IAEA inspectorate, it will be the

responsibility of a licensing or regulatory authority to ensure

that safeguards are adequate.

The risks of sabotage and diversion of nuclear material

in this country ahoula/be justified as an excuse to prevent

the introduction of nuclear power to New Zealand. A

responsible application of safeguards will minimise the risks

to a negligible level. By the time that a power reactor could

be commissioned in New Zealand, there will be hundreds of them

throughout the world. Whereas the possibility would be remote

that one in New Zealand could become the object of terrorist

activity, it cannot be discounted completely. New Zealand's

decision for or against the acceptance of nuclear power will

not influence the international danger arising from the

proliferation of nuclear weapons States as a result of

diversion in the power industry.
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•5. CONCLUSIONS

The benefits accompanying the introduction of nuclear

power carry risks, which cannot be eliminated entirely. The

risks associated with the illicit use of nuclear materials

arise because in certain forms, some of the materials can be

used to manufacture fission explosives or radiological

weapons. These risks are exacerbated by the relative small

quantities of material required for such devices. After having

obtained the fission explosive material, the specific question

as to whether or not an extremist group could clandestinely

manufacture a fission bomb should in most cases be given an

affirmative reply. Design principles and guidelines exist in

open literature, and research by a person with a university

education could result in a practical design. A period of

months would be necessary to complete the task, and the workers

would be at considerable risk due to the radiological hazards

of the material. The resulting bomb would be unpredictable,

and if detonation was achieved, it would explode with a low

equivalent yield. However, the credibility of a threat based

on the theft of fission explosive material cannot be dismissed

on the uncertainty of whether or not the threat could be

carried out. It has been pointed out that there already exist

many other equivalent, much simpler ways by which an extremist

organisation could hold a country to ransom over their

demands. This cannot be denied, but neither can the

attraction that possession of a fission bomb would have for a

group to choose this more difficult and dangerous method.

Fortunately, the materials necessary for such threats

exist in forms suitable for theft only at well-defined points

in the nuclear fuel cycle. Serious critics, as well as

proponents, of the nuclear power industry believe that the

risks of diversion or theft of nuclear materials can be

reduced to a generally acceptable low level by a rigorous

application of safeguards. When it is realised that

throughout the world, thousands of military nuclear weapons

exist in readily transportable forms in numerous arsenals with

suspect security measures, the probability that extremist

groups will contemplate manufacturing their own fission

explosives reduces even further.
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Taylor, one of the leading critics of nuclear safeguards,

has commented on the undue emphasis placed on the hazards of

Plutonium. ' He recently said that plutoniuia is highly toxic,

but not as much so, or as easy to acquire, as a large number

of other potential agents for producing extensive casualties.

Some of the agents to which he referred occur naturally, or

could be made easily by clandestinely run operations. Others

would have to be stolen but are not now subject to physical

security safeguards of any kind.

The dangers associated with sabotage have also been

exaggerated. ' Even if the most destructive sabotage was to be

carried out successfully, it does not automatically follow that

there would be widespread loss of life amongst the public.

It would be most probable that there would be no fatalities at

all, even if the reactor of a power plant was to be completely

destroyed.

We have been fortunate that considerable controversy

has followed the expansion of power reactors into the

commercial area, as the necessity for adequate safeguards in

the industry has been emphasised, and acted upon. Moreover,

solutions to the problems such as plutonium proliferation,

are being tested and refined well before the problems have

become serious.

At the national level, the situation at present does not

give rise to the same optimisim. The IAEA can effectively

oversee a State's nuclear economy provided it has access to

all nuclear activities' in the State. Until supplier States

follow a common policy of exporting only to States that are

party to NPT, or which have agreed to accept safeguards on

all their nuclear activities, the current situation is likely

to remain. The danger arises because knowledge, once given,

cannot be retrieved, and a country with indigenous resources

can then continue nuclear development on its own. It is

already rumoured that other States have joined the six

recognised as possessing nuclear weapons. Unless a hard line

is adopted by all of the supplier States, the proliferation

of nuclear weapons States may be expected to increase despite

the imposition of facility-oriented IAEA safeguards. There
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are signs that other countries, particularly the US, are

endeavouring to alleviate the problem. The US Congress

recently passed an amended foreign aid bill which would cut

off US aid to any country exporting or importing enrichment

or reprocessing equipment failing guarantees that the importer

has IAEA safeguards on all nuclear facilities. ' It may well

be that such attempts have come too late.
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