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INTRODUCTION

Whether the concern has been military security, fiscal management of

a valuable resource, nuclear proliferation, or the threat of illicit use

by individuals, there has been a long-standing concern with the protec-

tion of and accounting for nuclear material. The typical authorizing

legislation of individual states has placed increasing emphasis over the

years on need to protect against theft and sabotage. International agree-

ments concerning the provision of materials and facilities for peaceful

nuclear activities have consistently required the application of safeguards

against diversion to non-peaceful uses. The Nuclear Non-Proliferation Treaty

requires non-weapons nations signing and ratifying the Treaty to accept safe-

guards for the exclusive purpose of verifying that source and special nuclear

material is not diverted to nuclear weapons or other nuclear explosive de-

vices. Ш

Technological development and systems studies over the years have

reflected these changing conditions and concerns. The requirement in the

U.S. Atomic Energy Act of 1946 for a continuation of the wartime practice

of mass balance accounting, combined with a separate need for process con-

trol, led to an emphasis on adequate measurement methods for nuclear



materials and the technical developments of the 1950's reflect this need.
The emphasis in the late '50's and early '60's on production costs and
the development of the nuclear fuel cycle led to an emphasis on manage-
ment of nuclear material supplies, both because of fiscal responsibility
and the need to fulfill requirements for both military and peaceful use.
Technical developments during this period emphasized systems studies
designed to balance costs against effectiveness and maintain control over
material inventories. The parallel development of a world-wide interest
in peaceful uses and the provision of nuclear materials and facilities to
promote international research and development led to a concern with their
misuse, and the associated development of inspection and control systems

i to detect and deter diversion. In the last decade this concern with the
misuse of nuclear material has extended to the terrorist threat, with a
corresponding technical emphasis on physical protection systems for both
fixed facilities and material in transit.

Because of the primary dependence of IAEA safeguards on material
accounting as a basis for verification, the IAEA Division of Development
has emphasized measurement technology and systems studies associated with
inventory and flow verification and the development of a decision structure
on which the implementation of safeguards has been based. Assistance in
this process has been provided over the years by expert consultants, through
the convening of a series of panels and working groups, and through the work
of the Safeguards Committee in developing the model safeguards agreement
(INFCIRC/153). While much technical guidance has been provided by this pro-
cess and many technical issues have been resolved some old issues remain,
and new issues have arisen in connection with actual implementation. This
paper considers some of these current technical issues.

I
f GRADED SAFEGUARDS

I INFCIRC/153 states as the objective of safeguards "the timely detection
?! of diversion of significant quantities of nuclear material from peaceful

nuclear activities to the manufacture of nuclear weapons or other nuclear
explosive devices or for purposes unknown, and the deterrence of such diver-
sion by the risk of early detection." It then provides that the Agency
should accomplish this primarily through the use of material accountancy,
and should provide as a result of its activities "a statement, in respect
of each material balance area, of the amount of material unaccounted for
over a specific period, giving the limits of accuracy of the amounts stated."
It is clearly necessary that the Agency, in order to carry out this assign-
ment, have a definition of what constitutes a "significant quantity" of
nuclear material. This need is not only explicitly stated in the objective
as quoted above, but is implicit in the technical conclusion required and
the stipulation of "material accountancy as a safeguards measure of funda-
mental importance."

Whatever the purposes associated with diversion or the nature of the
threat to be guarded agairst, it has long been recognized that the utility
of nuclear material with respect to these purposes may depend on the form



and amount of material involved. Conceptual design studies by the former
U.S. Atomic Energy Commission pointed out that safeguards should be graded
in their design and application. Graded safeguards should require that the
facilities using or processing material of high strategic value or high
specific hazard should maintain more intensive safeguards than facilities
that process materials of low strategic value. The IAEA Safeguards Techni-
cal Manual l2] points out that the diversion hazard depends on the type and
amount of diverted material and the time required to convert different mat-
erials to materials suitable for nuclear explosive devices. Consultants to
the Agency have in meetings and in their writings emphasized the need to
consider both the time and the nature and difficulty of the processing re-
quired to achieve the necessary conversion. The common element is the recog-
nition that the utility of the material for achieving the purpose of its
acquisition, whether that purpose be a terrorist's threat or the achievement
by a state of a nuclear capability, varies with the amount, form, and other
characteristics of the material.

With all this unanimity, why then has this primarily technical issue
not been settled long ago. Some points that have caused difficulty are:

1. The definition of material directly usable in the manufacture of
explosive devices. This varies, inter alia, with the assumed
degree of sophistication required or desired in a nuclear device.
The types and quantities of material of utility to a terrorist
might differ from the types and quantities of utility to a state
wishing to develop a systems capability.

2. The relative emphasis on "potential" as opposed to direct utility,
with particular reference to the time and facilities involved in
converting to material of direct utility.

3. The difficulty of cliscriminating between the significance of the
material, the verification effort required,'the achievable limits
of error, and the nature of the safeguards statement which is the
technical conclusion of the verification activities. In particu-
lar, an important consideration is the relationship of achievable
material accountancy, in the cumulative sense, to throughput.

4. The problem of determining what constitutes a violation of the
safeguards agreement, which, as pointed out by Imai^ ', depends
on a number of factors, including in particular which material
and facilities one intends to include as subject to safeguards.

Ideally, only the first two of these would be involved in the determination
of threshold amounts or goal quantities, since this concept is concerned only
with the direct or potential utility of the material to the diverter, but
because of the limited mechanisms available to the Agency and the limited
scope of their safeguards objective some interactions between the threat and
consequences and the safeguards system must be considered. The concerns
expressed in the last two are clearly pertinent to the issue of balanced
safeguards systems considered in the next section.



In the case of material requiring physical, chemical, or isotopic con-

version to achieve direct utility, such as low-enriched uranium or plutonium

contained in irradiated fuel, the important consideration is rhe nature and

difficulty of the conversion process and the necessary time to convert to

material of direct utility. For low-enriched or natural uranium the concern

is specifically with the capability for either (1) direct enrichment, or (2)

the indirect production of plutonium from the contained 235JJ through burning

the low-enriched uranium in a reactor and reprocessing the irradiated fuel to

recover the plutonium produced.

It has been generally assumed that the safeguards importance of uranium

enriched to more than 20% 235
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vary with isotopic composition. The remaining basic question, then, with

respect to direct utility is the absolute amounts which are of concern. A

range of 1 to 25 kgs of contained
 2 3

^U in uranium enriched beyond 20% and

1 to 8 kgs of Pu has been suggested by Agency working groups. Amounts less

than 1 kg of Pu or highly enriched uranium can be exempt from safeguards so

that presumably this amount (from the viewpoint of the IAEA) is of no inter-

national safeguards concern. In contrast to the explicit treatment of exemp-

tions, the question of significant amounts and the basis for their application

to multiple facilities in a cycle or a state is not specifically treated in

either the Agency's safeguards system or in the model safeguards agreement.

The scope of application is again considered in the section on Systems Effec-

tiveness later in the paper.

No direct guidance has been given the Agency on the relative safeguards

significance of low-enriched uranium. Clearly the contained 235ц^ which is

proportional to the 1st power of the enrichment, represents- an upper bound to

the safeguards significance. Any allowance for the conditional probability

of successful conversion would increase this dependence to some higher power

of the enrichment. The concept of effective kilograms, which was originally

based on the separative work required for enrichment, has been used in some

studies and is used in exemption of material below 20% enrichment. Proponents

of a more conservative approach are apprehensive at a concept based on the

effort required rather than feasibility, since under the stimulus of a high

motivation to achieve a nuclear capability, cost and mere inconvenience would

probably be secondary concerns. Proponents of a more liberal approach are

concerned with the concept of equal weight on all contained material which

it is technically feasible, given appropriate facilities, to transform into

material of direct utility. Independent of the strategic importance, defin-

itive accounting for low-enriched uranium may be a prerequisite to effective

plutonium accountability in an irradiated fuel reprocessing plant.

BALANCED SAFEGUARDS

Two recent trends have led to the need to consider the proper balance

between safeguards mechanisms based on physical protection, which emphasize

the a priori capability of preventing diversion, and mechanisms based on

mass balance accounting, which emphasize the a posteriori probability of

detecting diversions that have occurred. The first is the increased concern

of state systems with the threat posed by individuals and terrorist groups



and the concomitant need for physical protection to prevent or counter this
threat. The second is an increasing concern over the effectiveness of IAEA
safeguards and a consequent need for their amplification and full implemen-
tation as the scope and magnitude of the effort increases.

From the point of view of international safeguards, consideration of the
ways in which the present system could be amplified to increase its technical
effectiveness le.--.ds in two directions. The first is an increase in the scope
of the system to include not only the diversion of material, but also those
actions necessary for utilizing the acquired material to achieve a nuclear
explosive capability. It is true that, as stated in a recent paper coauthored
by the author and R. Bometsch [4] "Physical protection is primarily the task
of national systems. In most countries the fundamental protective measures
against a covert threat — i.e., theft of nuclear material — are imposed on
the facility operator. By means of licensing conditions he can be obliged to
erect barriers, equip them with alarms, and provide continuous guarding.
Direct intervention against overt threat, like armed robbery of nuclear mater-
ial and sabotage of facilities is usually left in the hands of the police
officials and governmental agencies." This does not mean, however, that the
IAEA should not (1) play an important rc.\t2 in promoting and maintaining a
well integrated and uniformly effective approach toward p7.-otection of mater-
ials, and (2) include in the scope of its safeguards concerns actions which,
even in the absence of diversion and its effect on the material unaccounted
for or the verity of reported quantities, would trigger suspicion with respect
to the legitimacy of safeguarded operations or the intentions of the state to
fulfill its obligations. Systems redundancy based on an expanded definition
of the target is equally desirable with improved component reliability based
on continuing refinement of the sensitivity of individual mechanisms. The
basic principle is that the more actions associated with a potential violation
of a safeguards agreement that the system is designed to react to, the greater
the chances of detecting at least one of them.

The second, and not independent, direction is to consider what mechanisms
can be added to the present system to increase its effectiveness. Clearly one
of these is to increase the use of containment and surveillaice and extend its
use beyond its indirect effect on the validity of material balance accounting.'-̂ -'
Activities associated with containment and surveillance should include not
only monitors, locks and seals but also the direct observation of actions and
the certification of plant data through on-the-spot inspection. Containment
and surveillance have been utilized extensively as important supplementary
measures to material accounting, particularly in connection with the mass bal-
ance accounting based on strategic points. Their use is necessary both to
establish the completeness and validity of the population to be sampled for
flows and inventories, and to establish the constancy and identity of those
portions of the inventory not readily available for measurement and not util-
ized during an inventory period. However, containment and surveillance can
also be used independently as an adjunct to the timely detection of diversion,
particularly as a substitute for physical protection in the case of "naked"
stores with little system redundancy, and as an amplification of the sensi-
tivity of material control through direct observation of actions.



This broadening of the role of containment and surveillance directly
affects the need for access to facilities and process information. The
importance of access to system effectiveness increases as we move from in-
direct or delayed mechanisms to direct methods based on the detection or
observation of specific illegitimate acts. Both the completeness and con-
tinuity of access may be involved. The limiting case is the deterent effect
associated with the mere presence of an inspectorate even if they have no
power to take direct action, particularly if the situation is such that overt
diversion or misuse of material or facilities would be an unacceptable mode
of action.

SYSTEMS EFFECTIVENESS AND ANALYTICAL FEEDBACK

There is abundant evidence that the new thrust in safeguards is toward
the provision of assurance, both domestically and internationally, that safe-
guards are actually effective. Much work has been done on establishing the
presumed a_ priori effectiveness of safeguards mechanisms with respect to
assumed adversary actions. Little work has been done either to extend this
work to a posteriori analysis and feedback of system effectiveness, or to
the transition from the effectiveness with respect to specific adversary
actions to the effectiveness with respect to consequences. Technical dev-
elopments in this regard will require a close combination of analytical and
data processing techniques (particularly data analysis) with systems analysis
and the definition of effectiveness of individual mechanisms.

There are two separate technical problems involved. The first is the
quantification of the effectiveness of specific safeguards measures. The
£'2cond is the combination of assessments based on this quantification into
a single measure of effectiveness with respect to all activities across a
fiel cycle or within a state. Particular emphasis has been given in the past
to a precise definition of the characteristics of mass balance accounting
procedures, with emphasis on the decision processes involved. A lesser degree
of emphasis has been placed on the quantitative assessment of surveillance
and containment activities. Paragraph 30 of INFCIRC/153 provides "that the
technical conclusion of the Agency's verification activities shall be a state-
ment in respect of each material balance area, of the amount of material
unaccounted for over a specific period, giving the limits of accuracy of the
amounts stated." As a result of this requirement, statements of required
effectiveness have centered on a single material balance area and a single
accounting period. Recent extensions have considered effectiveness over time
and over several material balance areas, including the degree to which data
from one MBA or one part of the fuel cycle might reinforce data from other
MBA's or other facilities, but work in these areas is not as complete as for
the case of a single material balance and a single accounting period. There
is at present no satisfactory quantitative method of translating the "techni-
cal conclusions" into a single combined measure of safeguards effectiveness
for a fyal cycle or a state. An important adjunct to the problem of quanti-
fication of effectiveness is the need for complete and comprehensive reporting,
processing, and analysis of safeguards information. In addition to the oper-
ational credibility and quantitative assurance provided by these activities,



such analysis provides feedback on the factors affecting system effectiveness
and the changes in inspection procedures and verification activities which
may be necessary to improve systems performance. Measurement of effective-
ness should not only provide assurance, but also serve as a basis for manager-
ial decisions and constructive change.

Quantitative measurement of the a_ posteriori effectiveness of safeguards
will not be easy. As with all programs whose objective is the deterrence of
action, there is no basic frame of reference on which to base a determination
of successes or failures. In sociometric terms, we are dealing with "numerator"
statistics, and even then with relatively "rare" events. The best procedure
will probably be to replace outcome with some measure of assurance or credi-
bility as the goal of safeguards. This will permit their balanced application
based on perceptions of risk and/or consequences even if an absolute outcome
measure is not possible.

SUMMARY

Certain technical issues are involved in assuring the continuing viability
of international safeguards. The first is the grading of materials in terms
of their safeguards importance in the light of assumed hazards. The second is
the need to amplify and upgrade safeguards systems, with emphasis on the breadth
and completeness of the mechanisms employed and on better and wider use of
existing mechanisms. The third major issue is the need to measure the techni-
cal effectiveness of safeguards, both as a means of reducing conflicting opin-
ions concerning the degree of assurance provided and a method of establishing
feedback for improving systems effectiveness. An important adjunct is the need
for data processing and analysis to support the needed assessments of perform-
ance. Safeguards effectiveness has become a primary issue which can be resolved
only by agreement on the technical bases for its measurement.
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