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Through nuclear safeguards the United States seeks
to protect the public against unacceptable risk of death,
injury, and property damage that could arise from the
sabotage of nuclear facilities, or the theft, diversion,
or other unauthorized possession of significant quantities
of special nuclear materials.

Any safeguards system faces difficulty in determining
exactly what the risk is and when the risk is unacceptable;
the factors involved are extremely difficult to quantify.
In view of the uncertainties in precisely quantifying the
risk of public harm arising from these malevolent acts,
and in light of the difficulty in determining what
constitutes an acceptable or unacceptable level of risk,
U.S. nuclear safeguards aim at preventing such malevolent
acts from taking place.



This brief survey will describe and examine the
nature of the U.S. safeguards systems. It will consider
how the U.S. is organized to develop and apply safeguards
and some methods and techniques for assessing the effective-
ness of safeguards systems. Finally, the means for
bringing U.S. knowledge to the attention of other nations
that are similarly concerned will be discussed.

To achieve its safeguards objective, the United
States has been developing systems designed to detect,
prevent, or respond to malevolent acts against nuclear
activities. The design of safeguards systems must take
into account not only the risks which must be guarded
against but also must consider the burdens such measures
can place on the public. These potential burdens include
the impact on civil liberties, and the impact on institu-
tions, the environment, and the consumer who finally will
bear the costs.

The objectives of safeguards are achieved, first,
through a careful assessment of the range of threats,
secondly, through the design of systems that are readily
adaptable to changes in the perceived threat, and finally,
through development and enforcement of rules and regulations
that maintain safeguards systems. I speak of "systems" in
the plural, deliberately. For there is no one system that
can be applied to every facility Lo achieve an acceptable
level of safeguards.

Elements of Safeguards Systems

What must be done at a particular facility depends
on a number of variables, including the purpose, size
and location of the facility, and the type and inventory
of nuclear material it holds. Three elements, however,
should be common to all national safeguards systems.
These are: material accountability, material control, and
physical protection.

1. "Material accountability" includes those
systems for keeping book on the location of
special nuclear materials. This includes
measurement procedures used to verify the
physical inventory as compared with the
bookkeeping records. In effect, material
accountability uses measurements, inventory
control, and records to detect and localize
losses of nuclear materials.



2. "Material control" means both management
control and surveillance - setting up physical
limitations during handling and processing
that will make unauthorized removal of material
impossible. Containment and material movement
controls, to assure that nuclear materials
are not removed from a facility without
authorization, are included.

3. "Physical protection" includes personnel access
controls, physical barriers, intrusion detection
systems, and response and recovery forces. It
also includes personnel reliability determinations
such as security clearance programs.

All of these elements must be mixed and balanced in
a system that is designed to suit the specific case,
for the emphasis among specific actions required to
prevent sabotage and protect nuclear material will vary
with the type of facility and the material being protected.

Developing and Implementing Safeguards

In the United States there are two broad classes
of facilities to which nuclear safeguards are applied.
First, there are government-owned or operated facilities -
those involved in military programs, the production of
nuclear materials, and R&D on advanced nuclear energy
systems. Second, there are the private facilities
licensed by the government that produce nuclear fuel,
generate electricity with privately-owned nuclear fuel,
or produce nuclear facilities and technology for export.
Whether government or private, all such facilities must
have adequate safeguards. There are differences in
application, however, between the government and private
sector, and the mix of elements in the systems employed
may differ, as earlier noted.

Just as there are two classes of facilities, there are
two government agencies with nuclear safeguards responsi-
bilities in the united States — the Energy Research and
Development Administration, known as ERDA, of which
Mr. Lyon is an official, and the Nuclear Regulatory
Commission, the NRC, in which I serve as a Commissioner.
ERDA is charged with safeguarding the government facilities
under its jurisdiction. The NRC, on the other hand,
develops and implements safeguard rules and regulations
for the licensed nuclear industry. The roles of the two
agencies are interlocking, and are worth exploring in some
detail.



The Energy Research and Development Administration is
responsible for research, development, testing, and
•evaluation of safeguards pertaining to nuclear fuel cycles.
The objectives of BRDA's program are threefold: to protect
the public by preventing theft or diversion of special
nuclear materials, or sabotage of facilities containing
these materials; to protect U.S. classified information;
and to protect U.S. government property.

To meet these objectives, ERDA develops the criteria
that guide the design and installation of safeguards
systems for the government-owned fuel cycle facilities.
If safeguards design is to be properly cost beneficial,
those criteria should be available very early in the
design stage or before safeguard systems are built.
Requirements for better safeguards are less welcome when
they must be expensively wedged into existing systems.
Cost effectiveness is improved when safeguards systems are
designed with better facility safety and nuclear material
management in mind.

ERDA1s concern, extend to international cooperation
in safeguards, which will be discussed later in this
paper.

The Nuclear Regulatory Commission, as noted earlier,
is concerned with the licensed sector of nuclear activities.
The NRC is charged with protecting the public against the
illegal use of nuclear materials, and against sabotage of
nuclear plants. Safeguarding nuclear materials was, in
fact, given new prominence with the creation of the
Nuclear Regulatory Commission. In discharging its
responsibilities, the NRC:

monitors and tests systems for enhancing
physical security at licensed facilities, and
for improving nuclear material accountability;

- seeks to determine threat characteristics
and trends, and develops contingency plans
for dealing with the threat of attempted
sabotage of licensed facilities and the
attempted theft of either nuclear material
or high-level wastes;

- reviews license applications, including those
for export and import of nuclear materials
and facilities, to insure that proper safeguards
precautions have been taken;



conducts compliance inspections to assure that
material and facilities ace being safeguarded;

conducts confirmatory research so that safeguards
functions can be more efficiently and effectively
performed; and

participates, as does ERDA, in international
cooperative activities on safeguards.

There are many similarities between the ERDA and
NRC safeguard programs but there are some significant
differences as to how regulations and systems are implemented.
In regulating the commercial industry, the NRC establishes
goals and performance criteria. Individual licensees
are obliged to meet these, but have considerable flexibility
in the process. For instance, they can select the specific
measures that are the most cost-effective so long as NRC1s
goals and criteria are satisfied.

ERDA, on the other hand, dealing primarily with
government-sponsored operations as it does, prescribes the
specific safeguard measures and equipment.

In implementing new or upgraded safeguard systems,
both ERDA and the NRC require that consideration be given
to economic and social costs.

The regulatory responsibilities of the NRC and
the developmental responsibilities of ERDA are clearly
separated. Yet in the safeguards field their activities
are closely coordinated. There is constant exchange of
information and continuous coordination in research and
development. The objective is to assure the best use of
resources and to avoid duplication of effort.

To summarize briefly, the NRC develops safeguards
criteria, and the standards and rules for implementing
them applicable to licensed operations and materials.
In doing so, it uses ERDA-developed technology and systems
to the fullest extent. When ERDA technology and systems
are not available or applicable? NRC develops such concepts
as say be necessary, and makes them available to ERDA. ERDA



undertakes to develop any new technology that those
concepts may identify. NRC then conducts follow-on
analyses, as well as testing and evaluation, to confirm
the suitability and effectiveness of the equipment or
system components that have been developed. A free
flow of information and smooth working relationship
between the two agencies obviously are essential, if the
national safeguards objective is to be achieved. And
those conditions have been established and maintained.

Assessing the Effectiveness of Safeguards

In over two decades of operating U.S. nuclear
facilities, no member of the public has suffered harm
from theft, diversion, misuse, or sabotage of safeguarded
nuclear materials. With that experience it is fair to say
that our national safeguards systems have been demonstrably
effective.

But it is difficult to assess the overall effective-
ness of our safeguards systems in any more precise way.
While the record is good, world conditions have changed.
The potential today for nuclear weapons proliferation
and transnational terrorism is vastly greater than it
was. More advanced methods for assessing effectiveness
and identifying weaknesses clearly are required.

How to Define the Threat? Probably the first question
facing the safeguards planner is: "What is the nature of
the threat?" Much study has been devoted to this particu-
larly difficult question during the past several years.
What types of individuals or groups might undertake
malevolent acts against nuclear installations? Where
might they come from? What are their possible motivations?
What resources might be available to them? These are some
of the questions involved in seeking to determine the
nature of the threat.

To find the answers, known threats to other types
of institutions and the experience of law enforcement
agencies in responding to threats have been exhaustively
examined. A large amount of information has been compiled.
But it has been impossible thus far to identify and
rationalize a specific level of threat against which



safeguards should be designed. In other words we are
unable to say that the threat comprises a certain specific
number of individuals, with identified motivations, armed
in a certain specific way.

Consequently, planners have sought to bound the
problem - to narrow the outer limits as best they can.
System designers, leaning to conservatism, have assumed
that a range of credible threats may exist. Then they
design safeguards systems that should be effective
over that range.

Unfortunately, truly scientific techniques so far
have been largely lacking to define the threat character-
istics required for safeguards systems decisions. Consider
able effort is being devoted to developing these techniques

Transportation, and Specific Site Vulnerability:
Some New Approaches

In sharp contrast to the difficulties planners face
in seeking to define the threat, there is less difficulty
in analyzing transportation and specific site vulnerabilities
because these are based on known quantities. The site,
the type of truck, and the transportation route, for
example, can be specified.

Safeguard weaknesses in these areas are identified
through systematic surveys, and by examining existing
conditions and published standards. Covert observation
and investigation methods, including so-called "black-hatting1

techniques are used. Where specific weaknesses are
identified, appropriate remedies are then applied. Some
of the efforts in these fields, including modeling and
diversion path analysis, deserve comment.

Modeling of Inside and Outside Threats. The safeguards
function of prompt detection, delay, and response, which
are necessary to defeat an adversary, are provided by a
mix of material control and accounting and physical
protection elements. Consideration of the many potential
tradeoffs among safeguards system elements to accomplish
these functions at physically complex facilities requires
a quantitative evaluation tool. For example, the most
effective balancing of a facility's safeguards system
between guards, barriers, and perimeter alarms involves
calculating the contribution each makes to the probability
of defeating an adversary. Moreover, the probability for



each path the adversary might use must be computed.
Several models have been developed for computer simulation
of attacks on facilities, and for calculating the
probabilities of defeating such attacks.

The Forcible Entry Safeguards Effectiveness Modelf
FESEM, simulates overt or covert attack by a group of
outsiders (with limited simulation of insider assistance).
Data in the computer memory on the facility layout, the
safeguards elements, and their interactions with the
adversary's path, all involve probabilities and frequency
distributions. Probability data inputs include those on
whether an encountered detection device (or guard) will
set off an alarm, and whether the intruder will be able
to penetrate the barrier. Frequency distributions include
the time required for the intruder to penetrate a barrier,
and for guards and police to respond to an alarm. These
data directly reflect the performance of safeguards
elements.

Using the standard "Monte Carlo" technique, FESEM
repeatedly traces the simulated progress of a given size
group along a given path through the facility, and the
progress of internal and external response forces.
In this manner it is possible to determine the ratio of
times the adversary is successful to the number of attempts
simulated. This ratio is the complement of the probability
of defeating this adversary along the given path. By
varying adversary group size and path parameters and
applying FESEM again, the sensitivity of a safeguards
system design to varying levels of forcible adversary
attacks can be examined. By varying the parameters
representing alternative safeguard systems, tradeoffs
are made between the "protective value" of onsite and
offsite response forces, alarm systems, and barrier and
containment options.

FESEM provides a framework for performing inexpensive
computer simulations of facility safeguards systems, for
testing alternative safeguards design features, and for
determining the relative cost-effectiveness of alternative
systems. The value of FESEM is not to provide absolute
measures of subsystem performance, but rather to permit
comparisons of alternative safeguards systems. FESEM,
originally developed under NRC contract, has been expanded
to assess proposed safeguards system upgrades at various
ERDA facilities.



A second model, the Insider Safeguards Effectiveness
model, ISEM, deals with a different situation. It simulates
interaction between a facility safeguard system and a
group of insiders whose goal is diversion of special
nuclear materials or sabotage. This model takes into
account access authorization and the professional skills
of specific insiders, together with a sufficient number of
variables dealing with physical layout and operations. It
permits simulation of a wide range of situations involving
insiders. The facility is portrayed as a set of portals,
barriers, and areas. Sensors provide alarms to assessment
centers, from which guard response is ordered in case of
indicated diversions. The access authorization and
professional skills of the insiders are used to identify
those sensors liksly to be neutralized. In ISEM the
adversaries and guards are simulated as individuals,
rather than as groups. The nature of guard responses
ordered from simulated facility alarm assessment centers
is more detailed. In other respects, ISEM characterizes
the facility and operates the same as FESEM.

We also have been applying modeling techniques
to transportation safeguards. The simulation of attack on
a convoy and determining the outcome must be treated, of
course, in a probabilistic manner, with the odds of
success calculated mathematically.

ISEM takes into account the access authorizations
of specific insiders to critical areas within the plant,
as well as the professional skills they might have. This
data is used to identify the sensorE which could be
compromised by insiders. One protection model included
among its parameters the numbers of attackers and guards,
the containment penetration time, and the attrition
coefficients for guards and terrorists in ambush and
battle phases. Models also have been developed for
computing the probability of keeping and locating stolen
material within a cordoned area, and for locating the
material within such an area. Current research is exploring
improved approaches to attack modeling, evaluation of
communications during an attack, search and recovery, and
network modeling.

The models discussed provide a certain leverage on
some difficult problems. Based upon their use to date it
is possible to make the following generalizations:

1. The design of a physical protection subsystem
must take into account the limitations of
hardware performance.



2. The physical layout of the facility, and the
degree of compliance with regulations should
be analyzed in assessing the adequacy of a
facility safeguard system.

3. The insider who can neutralize the operation
of the protection system is a severe threat.
An insider may act because he is under duress,
because he is in collusion with others, CL
because he is himself the malefactor.

These observations have fostered additional research and
development activities related to regulation. While testing
and measurement of hardware performance continues, current
NRC plans are to shift to a regulatory posture that emphasizes
overall safeguards performance rather than specific hardware.

Other Hew Techniques. The techniques of "diversion path"
and "fault tree" analysis have been tools of systems
analysis for some time. These techniques have the potential
for systematically identifying sequences leading to theft
or sabotage, and relating them to safeguards systems
vulnerability. They are being jointly evaluated for use
by both ERDA and NRC.

These techniques seek to construct logic diagrams in
which all the possible events leading to or contributing
to the commital of malevolent acts are linked. The
event sequences are traced by identifying all combinations
of actions leading to the final event.

Having constructed such diagrams, system planners can
then deploy elements of the protection system to defend
particularly sensitive points in the sequence. Protection
elements can be deployed to attack an adversary's predicted
actions where they are most vulnerable. Such models have
been applied profitably in the analysis of existing
safeguards systems and in design of upgraded systems.
They also may be used to develop optimal systems for
facilities still under design.

An associated technique of potential value in fixed-
site study is graphic modeling. One aspect of such work
is determining the routes that look optimal to the thief
or saboteur. Graphic modeling depicts the site by a
graph or network. The nodes on the graph represent a
discrete set of plant features such as walls, doorways,
and vital equipment interconnected by area. If the nodes
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and areas are assigned values representing the quantity to
be minimized - e.g., distance, or detection probability -
then the shortest paths in the graph will indicate where
a site is vulnerable and will give a crude measure of
relative vulnerability. In this way the shortest indicated
theft and sabotage paths can be determined.

Techniques such as the foregoing offer new capabilities
for improving safeguards system design. But they are
only tools. They should be used to supplement, not to
replace, sound judgments acquired through consideration of
all aspects of safeguards systems design. Properly
understood and employed, modeling can provide important
information on the tradeoffs and sensitivities involved in
reaching sound conclusions on final safeguards design.

What modeling and graphic display can do is identify
weaknesses, evaluate plans for upgrading, develop design
tradeoffs, and identify requirements for new hardware,
methods, and procedures.

This last point - development of new hardware,
methods, or procedures - deserves brief comment. Here
again, the NRC and ERDA work cooperatively. There is
presently a major R&D safeguards effort in the United
States for equipment and technology to meet identified
safeguards requirements. Examples of new hardware being
explored range from special equipment, such as a self-
energized credential system, to installation of an
automated material containment and item accountability
system for secure plutonium storage in a systems integra-
tion laboratory. The credential system, consisting of
coded electronic badges, automated high speed reader, and
electronically controlled door locks, is one part of an
integrated entry control study. It permits continuous
knowledge of the personnel in a material access area who
may have to leave it quickly, checking their badges
electronically without impeding their exit. Environmental
testing on badges that will permit this is in progress.
The secure plutonium storage system includes a computer
controlled vault (separate controls over personnel and
item access authorizations), and transportation for the
cannister that can be monitored for its location.

Concurrent with this effort in technology development,
we are working to generally upgrade safeguards systems in
U.S. facilities. To ensure proper performance, systems
that incorporate new equipment and technology are evaluated
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first in the laboratory and then in prototype environments.
These demonstrations include a mix of the three safeguards
elements that were identified earlier: material accountability,
material control, and physical protection and personnel control.
From this work we expect to have design and operating guide-
lines for tGlanced cost-effective safeguards systems to
raeet both government and commercial requirements.

Technology Transfer and Sensitive Information

There are two additional areas where safeguards
are of vital concern in the transfer of government-developed
technology to industry, and where sensitive information is
involved.

Domestically, the transfer of government-developed
safeguards technology to industry is of critical importance -
protection must be provided at the earliest possible
date. To facilitate the transfer, key hardware and processes
are introduced into selected facilities and demonstrated
there. This permits industry to become familiar with
capabilities, impacts, and problems. The kinds of safe-
guards activities concerned include item monitoring and
protection, personnel access controls, system design
nietfacdology, and non-destructive assay techniques and
devices.

Technology transfer occurs chiefly through technical
meetings, government-industry conferences, and scientific
reports. A special handbook to aid the commercial sector in
the transfer of safeguards technology is being developed
b; SRDA in consultation with NRC. Early industry participa-
tion in new safeguards areas is being encouraged to permit
early Management action and to prevent the need for costly
and time-consuming retrofit.

The protection of sensitive safeguards information,
sucii as facility protection design data, poses interesting
çrobleiES. While information must be disseminated to all
who need to know, it must nevertheless be withheld from
those who would put it to unauthorized use. In the United
States, there are statutory guidelines and regulations
which provide both for the withholding of information,
the release of which would adversely affect the national
security, and for the withholding of privileged commercial
i rifo raat ion.
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International Cooperation in Safeguards

This discussion has focused on the efforts to assess
the effectiveness of safeguards in the United States and
to improve safeguards systems based upon those assessments.
At the same time the United States is actively working
with other countries, the International Atomic Energy
Agency, and other international organizations to strengthen
safeguards objectives and programs, and to create safeguards
programs strong in both detection and prevention.

The theft or diversion of special nuclear material
in any nation can place the populace of any other nation
at significant risk. It has become increasingly clear
that safeguards, to be fully effective, must to a greater
degree than in the past, incorporate measures to prevent
successful attempts at theft, diversion, or sabotage.
While deterrence will continue to be an important and
indeed an essential aspect of any effective safeguards
system, prevention and timely detection of diversion will
be equally important in the future.

Both ERDA and the NRC are playing strong roles in
the exchange of safeguards information among concerned
countries. Both also are providing training for scientific
and technical personnel from other countries in the
techniques available in U.S. facilities. These efforts
should contribute toward the goal of reducing the danger
of the international proliferation of nuclear weapons. At
the same time they will help permit the development of a
valuable peaceful energy resource.

Summary

ERDA and NRC play leading, though somewhat different,
roles in achieving the national safeguards objective. The
effective deployment of safeguards systems requires that
the work of the two agencies be closely coordinated. The
assessment of safeguards effectiveness also is a joint
undertaking, and constitutes a large part of the U.S.
safeguards effort. A number of evaluation techniques are
underway to produce more effective safeguards systems.
Finally, the transfer of government-developed safeguards
technology to domestic users and the exchange of such
information internationally are important aspects of the
O.S. effort. Steps being taken on behalf of international
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safeguards, together with the extensive development
program just outlined, will help to insure that the public
throughout the world is protected from the risks of
nuclear proliferation and the dangers of sabotage of
nuclear facilities.
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